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IT incidents and business impacts: Validating a framework for

continuity management in information systems
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5. Conclusions

This paper expands understanding of IS continuity manage-
ment in validating a framework that shows how organisational
alertness and preparedness, and the embeddedness of continuity
practices affect the perceived business impacts of ISC management,
and that improvement in these areas could minimise the negative
impacts. Moreover, top-management support is a key factor. Exter-
nal requirements from customers and government regulations may
motivate top management to enhance continuity. Furthermore, the
findings of this study indicate that the embeddedness of continuity
practices is essential in minimising the impacts, and that a purely
technical approach is insufficient because commitment to and
awareness of continuity are required on every organisational level.

The item means were further examined in order to shed light
on how organisations tried to ensure IS continuity and thus to min-
imise the potential business impacts of ISincidents. The respondent
organisations placed special emphasis on technical areas in increas-
ing alertness and preparedness. Given that the planning of recovery
from technical disasters, and the benefits thereof, have been famil-
iar to organisations for decades, this is not surprising. However,
there was considerable variance in the social aspect — the embed-
dedness of continuity practices - and most of the respondents did
not agree with many of the statements. Most of the items were
based on the literature, some of which may still be too advanced
for Finnish organisations. Embeddedness should thus be studied
further, and longitudinal research is called for.
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