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4. Discussion and conclusion

We have reviewed current studies of intrusion detection by ma-
chine learning techniques. In particular, this paper reviews recent
papers which are between 2000 and 2007. In addition, we consider
a large number of machine learning techniques used in the intru-
sion detection domain for the review including single, hybrid,
and ensemble classifiers.

Regarding the comparative results of related work, developing
intrusion detection systems using machine learning techniques
still needs to be researched. The following issues could be useful
for future research.

� Baseline classifiers. The chosen one single classifier for the
model comparison and evaluation may be no longer a good can-
didate as the baseline classifier. It would be valuable if different
ensemble classifiers and hybrid classifiers are compared in
terms of prediction accuracy.

� The architecture of multiple classifiers. Designing more sophisti-
cated classifiers via combining ensemble and hybrid classifiers
can be examined. Since the idea of combining multiple classifi-
ers is to collaborate each other instead of competition, it may
be worth combining ensemble and hybrid classifiers for intru-
sion detection.

� Feature selection. As there are numbers of feature selection
approaches, the reviewed studies which consider feature selec-
tion only choose one specific method, it is not known which
method perform the best especially under what classification
techniques for intrusion detection.
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