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A Novel Syn Flood Detection Mechanism for

Wireless Network
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CONCLUSION

SYN flood attack is one of the major security issues in
infrastructure less network like MANET. The defense
mechanism uses different transport layer abnormalities. Each
node uses algorithm based on preprocessing network traffic
predicted method and Chaos Theory to detect syn flood
attack. Victim node combines opinion of other nodes and take
a decision about the presence of attack. The method is less
vulnerable to false alarm. False alarm is reduced by
monitoring three different parametersand analyzing the using
same method simultaneously. Final decision is made based on
majority result. The proposed mechanism is a better
mechanism to defend SYN flood attack in MANET compared
to the existing mechanisms.
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