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IX. CONCLUSION AND FUTURE WORK

In this paper we propose a new method to provide privacy, 
data integrity and end-entity authentication among peers in a 
static IoT / IoE network, primarily focusing on the issue of 
security in small embedded systems. It is based on a zero-
knowledge proof and has two unique features, e.g. it provides 
mutual authentication based on the GMW protocol, while 
integrating a public key transport mechanism for a 
complementary key negotiation protocol.  

The proposed protocol provides perfect forward secrecy, 
but requires the distribution of credentials (e.g. graphs) pre-
deployment, which does not scale well with large deployments. 
However, it avoids computational and management overheads 
created by alternative solutions that provide PFS, e.g. X.509 
certificates and public key infrastructures.  
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