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IX. SUMMARY
TOSSMA is a new tenant-oriented, SaaS application security 
management architecture. It promotes security engineering 
from system-oriented security to tenants-oriented security. 
This enables multi-tenant SaaS applications to easily capture 
different tenants' security requirements and enforce such 
requirements using the security controls selected by the SaaS 
tenants. Security controls are weaved with the application at 
runtime without a need for re-engineering or developers' 
involvement. TOSSMA mitigates four main problems in 
multi-tenant cloud applications: the loss of security control 
over cloud hosted assets by letting each tenant secure their 
data based on the importance and the risks they consider; the 

integration of the SaaS application security with the tenant's 
already existing and enforced security mechanisms; the 
customization of SaaS applications security to mitigate new 
vulnerabilities; and providing isolation between tenants' data 
by extending applications to enforce authorization at critical 
methods. We have developed a prototype for TOSSMA using 
.Net. We have evaluated our approach on four applications 
(Galactic, PetShop, SplendidCRM, and KOOBOO). We 
conducted performance evaluation of TOSSMA with different 
SaaS applications' sizes and number of concurrent users. 
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