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Security and privecy grand challenges for the

Internet of Things
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V. CONCLUSION

In this paper, we addressed a range of technical and social
concerns specific to the rapid growth of IoT technologies being
introduced into the market. Existing vulnerabilities of Internet
protocols and lack of sufficiently powerful mathematical analy-
sis tools cause us to anticipate a rapidly growing set of chal-
lenges associated with the early adoption of IoT systems. So-
cial impact of these technologies is far-reaching, and will re-
quire involvement and coordination between government regu-
latory agencies, private industry, academia, and international
standards bodies. We have cited the necessity of sustained
research into novel approaches to encryption and authentication
to address the massive scale of IoT networks, together with
theoretical methods for incorporating low-power requirements
of embedded devices. Increased use of scalable, non-federated
authentication technologies is an important enabling factor,
especially when supplemented by innovative uses of hard-to-
duplicate physical attributes. Emerging research trends indi-
cate that biologically inspired approaches that exploit our un-
derstanding of natural self-organization and energy optimiza-
tion provide unique advantages in dealing with such resource-
constrained domains.
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