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6. Conclusion

Inevitably cloud computing will support a surplus of informa-
tion systems as the benefits outnumber its shortcomings. Cloud
computing offers deployment architecture, with the ability to ad-
dress vulnerabilities recognized in traditional IS but its dynamic
characteristics are able to deter the effectiveness of traditional
countermeasures. In this paper we have identified generic de-
sign principles of a cloud environment which stem from the ne-
cessity to control relevant vulnerabilities and threats. To do so,
software engineering and information systems design approaches
were adopted. Security in a cloud environment requires a sys-
temic point of view, from which security will be constructed on
trust, mitigating protection to a trusted third party. A combination
of PKI, LDAP and SSO can address most of the identified threats

in cloud computing dealing with the integrity, confidentiality,
authenticity and availability of data and communications. The
solution, presents a horizontal level of service, available to all im-
plicated entities, that realizes a security mesh through federations,
within which essential trust is maintained.
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