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Software-based Control Flow Checking against Transient

Faults in Industrial Environments
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V. CONCLUSION

This paper presents a new control flow checking method,
SCFC, which divides the program into some basic blocks and
inserts redundant instructions and a signature in them. The bit
number of the signature is equal to the number of basic blocks
and is derived from the control flow graph of the program and
based on the successors of each block. SCFC inserts some
redundant instructions in the middle of basic blocks, so that it
can detect a percentage of illegal intra block jumps beside
inter block ones. On the other hand, this method has less
memory and performance overheads in comparison with the
other proposed methods in this field. Errors that occur in harsh
industrial environments, such as in space environments, may
lead to destructions that can have very costly results such as
human hazards and the loss of very costly equipment.
Therefore, increasing reliability in these systems is very
important. The method proposed in this paper therefore
carries a greater importance in comparison with similar works
in this field.
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