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Game theoretic path selection to support security in

device-to-device communications
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8. Conclusion

In this paper, we have formally investigated how to select an
end-to-end path to deliver data from a source to a destination in
device-to-device networks under a game theoretic framework. We
assume the presence of an external adversary who aims to in-

fect “good” network devices with malware. First, a simple yet il-
luminating two-player security game, between the network (the
Defender) and an adversary, is studied. To devise optimal rout-
ing strategies, optimality analysis has been undertaken for different
types of games to prove, in theory, that there is a Nash equilibrium
strategy that always makes the Defender better-off. The analysis
has shown that the expected security damage that can be inflicted
by the Attacker is bounded and limited when the proposed strategy
is used by the Defender. Network simulation results have also illus-
trated, in practice, that the proposed strategy can effectively miti-
gate malware infection. In future work, we intend to investigate
machine learning algorithms (e.g. boosting) to convert weak learn-
ers (e.g. devices with limited number of anti-malware controls) to
strong ones.
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