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6 CONCLUSION

To ensure cloud data storage security, it is critical to
enable a third party auditor (TPA) to evaluate the service
quality from an objective and independent perspective.
Public auditability also allows clients to delegate the
integrity verification tasks to TPA while they themselves
can be unreliable or not be able to commit necessary
computation resources performing continuous verifica-
tions. Another major concern is how to construct ver-
ification protocols that can accommodate dynamic data
files. In this paper, we explored the problem of providing
simultaneous public auditability and data dynamics for
remote data integrity check in Cloud Computing. Our
construction is deliberately designed to meet these two
important goals while efficiency being kept closely in
mind. To achieve efficient data dynamics, we improve
the existing proof of storage models by manipulating
the classic Merkle Hash Tree (MHT) construction for
block tag authentication. To support efficient handling of
multiple auditing tasks, we further explore the technique
of bilinear aggregate signature to extend our main result
into a multi-user setting, where TPA can perform multi-
ple auditing tasks simultaneously. Extensive security and
performance analysis show that the proposed scheme is
highly efficient and provably secure.
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