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Intelligent cryptography approach for secure distributed

big data storage in cloud computing
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7. Conclusions

This paper focused on the problem of the cloud data storage and aimed to provide an approach that could avoid the
cloud operators reaching user’ sensitive data. Addressing this goal, we proposed a novel approach entitled as Security-Aware
Efficient Distributed Storage (SA-EDS) model. In this model, we used our proposed algorithms, including Alternative Data Dis-
tribution (AD2), Secure Efficient Data Distributions (SED2) and Efficient Data Conflation (EDCon) algorithms. Our experimental
evaluations had proved that our proposed scheme could effectively defend major threats from cloud-side. The computation
time was shorter than current active approaches. Future work would address securing data duplications in order to increase
the level of data availability since any of datacenter’s down will cause the failure of data retrievals.
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