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 عنوان فارسی مقاله :

 

 های شبکه در کارآمد خصوصی حریم حفظ با فشرده های داده آوری جمع

  (WSNs ) سیم بی حسگر 

  

 عنوان انگلیسی مقاله :

 

An efficient privacy-preserving compressive data  

gathering scheme in WSNs 
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7. Conclusion

In this paper, we propose an Efficient Privacy-Preserving Compressive Data Gathering Scheme to protect against traffic

analysis and flow tracing in WSNs. With the lightweight homomorphic encryption exploited, the proposed scheme offers 

two significant privacy preserving features, packet flow untraceability and message content confidentiality, which can ef- 

ficiently thwart traffic analysis/flow tracing attacks. Moreover, with homomorphic encryption, the proposed scheme keeps 

the essence of compressive data gathering, and each sink can recover the original sensory reading through CS reconstruc- 

tion algorithm after the sink decrypts the messages received. We have performed extensive performance evaluations and 

security analysis, which demonstrates that our scheme not only has good security features to protect privacy but also has a 

low computation and communication overhead. 
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