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Security in Wireless Sensor Networks
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II. SECURE SERVICES

Our research aims to provide high level networking pro- Sel Gileds 2
tocols for sensor networks and/or ad-hoc networks that are
both secure and self-stabilizing. Self-stabilization lets the /s _yg--d’ Sla a5 gl VU Eth' S gl Jﬁsug Al Gas b e Olidss
networks recover from an arbitrary system configuration as
long as system assumptions holds, e.g. after temporary faults g5 Al Cudd 295 i 5 el g 45 Wl di3)S Uy ad-hoc sl a5l
or temporarily unheld assumptions. o . . . . . ”
Clock synchronization is an important service for many B g 2L3h Grlat) e Gai2 Sy S35l Lo L5l U a2 6 ol

applications in sensor networks, such as mobile object track-
ing, detection of duplicates, and TDMA radio scheduling.
The accuracy needs can be in the order of microseconds.
In [1], we presented the first secure and self-stabilizing
algorithm for clock synchronization in sensor networks that
can withstand attacks from nodes inside the network. The
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core of the algorithm is a facility for nodes to exchange 3 andl dilis S gz 50 Wilgh e 385 Glalyl TDMA oaly sl 55
timestamps with each other in a secure and fault tolerant C ) ’ : i i
manner. sl a5l 3 Cole Sile pllas sl b Cudd 395 9 sl g se8Jl gulst L o[1]
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