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6 Conclusions and future work

The presented solution increases computer system security by
integrity checking of files that are vital for system operation.
Compared to existing systems, two main innovative solutions
are supplied by ICAR. First, the system supplies a mechanism
that automatically restores the original content of the file from
backup if an unauthorised modification has been detected.
Second, ICAR uses write-protected media to store crucial
files of the security system: cryptographic hashes, file
backups and security binaries. It is proposed to use
commonly available devices, such as CD-ROM disks or
write-protected USB memories, as the write-protected
storage. The use of relatively cheap hardware enables
common application of ICAR with negligible required
expenses.
The performance evaluation of the system showed that

ICAR introduces performance degradation of approximately
10% for typical operations. The results indicate that ICAR
operation should not be noticeable for a regular user. The
system has been thoroughly tested to detect and fix
potential bugs. Final tests and performance evaluation
demonstrated that ICAR is a reliable and stable system.
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