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6. Conclusion and future work

The major contribution of our work is the proposition of
an encryption-based multilevel database model. The
proposed model used an encryption algorithm as an addi-
tional layer of security over the MLR model in multilevel
database security. A working multilevel secure database
prototype was implemented in Microsoft SQL server R2 and to
measure the performance experiments that were evaluated
using the prototype. Also in this paper the impact of sup-
porting encryption algorithm in the multilevel database
security was measured and the cost performance was evalu-
ated by varying the numbers of tuples, attributes and security
levels using the SELECT, JOIN and UPDATE queries.

Supporting encryption in the multilevel database security
improved the performance of retrieving data in the SELECT
query and the JOIN query. This improvement in the perfor-
mance is due to the reduction of the database size because the
extra classification attributes are replaced by supporting the
encryption algorithm in the multilevel database security. Also
the multilevel database design had become easier because
there was no change in the structure of the base table.
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