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Distributed Key Management in Dynamic Outsourced

Databases: a Trie-Based Approach
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7. Conclusion and Perspectives

In this paper, we present a novel mechanism based on
the Binary Trie structure, for the enforcement of the access
control at the client side for the outsourced database. This
mechanism allows an off-line key generation and exploits
hierarchical key derivation methods using the one-way hash
function. Our approach has the advantage of efficiently gen-
erating the groups keys ring from the Binary Trie structure
according to their privileges and reducing the cost of the

key management in the case of access control policies mod-
ifications. Also, we proved theoretically and in experiments
that our solution is of reduced complexity and is likely to
be scalable. However, our approach does not completely
resolve the well-known data rekeying problem due to users
rights revocation. As a perspective, we plan to investigate
a remote storage of the users’ keys. In fact, since the keys
are attributed to a group of users, a single copy of them will
be stored rather than distributing the same one to each user
belonging to the group. Furthermore, this allows the users
to query the database regardless of their machine.
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