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6. Conclusion

In this paper, we proposed a novel confusion and diffusion
method for image encryption algorithm. We use the MD5 hash
to ensure the initial conditions of the chaotic maps change with
the plain image. After the rows and columns of the original image
being diffused by arrays generated by PWLCM system, each pixel is
encoded into four nucleotides by DNA coding. Then we use the com-
plementary rule of DNA to transform each nucleotide into its base
pair for random time(s), which is the pseudo-random sequence
generated by Chebyshev chaotic maps. Experiment results and
security analysis show that the scheme can not only achieve good
encryption result, but also the key space is large enough to resist
against common attacks.
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