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8 CONCLUSIONS

A game-theoretic intrusion response engine, called the

response and recovery engine, was presented. We modeled

the security maintenance of computer networks as a

Stackelberg stochastic two-player game in which the

attacker and response engine try to maximize their own

benefits by taking optimal adversary and response actions,

respectively. Experiments show that RRE efficiently takes

appropriate countermeasure actions against ongoing at-

tacks that save system damage and intrusion response cost

compared to existing static and dynamic IRS solutions.
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