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SFPM: A Secure and Fine-Grained Privacy-Preserving Matching
Protocol for Mobile Social Networking
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6. Conclusion

In this paper, we have proposed a secure and fine-grained
privacy-preserving matching protocol for mobile social network-
ing (MSN), which provides the fundamental step of effective com-
munication among strangers and prevents personal privacy from
disclosing simultaneously. In addition, the SFPM protocol realizes
the finer-grained differentiation of personal profiles and the flex-
ibility of the cryptographic algorithm. Detailed security analysis
shows that the proposed SFPM protocol can ensure privacy pre-
serving, integrity of the communication message and source data
authentication. In addition, the additive noise can be resisted in
our protocol. Finally, the performance evaluation implemented on a
platform with two android phones and a computer verifies the ef-
fectiveness of the proposed SFPM protocol. For the convenience of
comparison between the proposed SFPM protocol and the protocol
one, we just utilize the I; norm to measure the similarity between
two users, however, there are many other metrics for evaluating
the similarity. Therefore, our future work is to utilize the other
metrics, like [, norm, to further promote the efficiency of the total
protocol. In addition, we will implement the proposed SFPM pro-
tocol in other application environments.
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