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A survey of Database Inference Attack Prevention Methods
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Conclusion

Database security is one aspect of overall information security
and is in keen focus of late. Sophisticated database systems
are key to any organization’s operations. The security of these
systems and the data kept within them is of paramount im-
portance, especially with new legislation making it mandatory
for companies to make all reasonable actions to assure certain
data sets remain confidential. A number of methods have been
proposed to help mitigate these attacks with limited success.
What really needs to happen is to build an entire system from
the ground up to be resistant to inference attacks with a layered
approach much like the security of any other system. Checks
need to be put into place in multiple locations to cover all pos-
sible avenues of attack. While this seems overkill, for some
systems containing extremely sensitive data it may very well
be necessary.
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