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4   Conclusion 

In this paper, we have presented an efficient approach to detect DDoS attacks using 
traffic matrix and WMA. Considering the previous detection approach, there is com-
monly tradeoff between attack efficiency and cost [4]. Increasing the attack detection 

rate requires the increase of false alarm rate or increment of computational overheads 
or memory overheads. While detecting attacks as soon as possible is very important for 
preparing defense measures in DDoS attacks, most of the previous researches have 
been focused on the traffic generated by compromised host to extract detection para-
meters. However, our proposed detection model using traffic matrix can detect fast and 
decrease the false alarm through WMA. It is also efficient in terms of the cost. The 
contributions of our approach are (i) the network traffic analysis using traffic matrix 
can visualize the network traffic streams (ii) the traffic pattern analysis algorithm 
through the variance of traffic matrix is very efficient in terms of the cost (iii) fast 
detection of DDoS attack, so we can handle the DDoS attack proactively (iv) detection 
accuracy, speed and false alarm rate which have been validated through several expe-
riments on DARPA 2000 dataset and real data in our testbed network environment. 
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