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V. CONCLUSIONS

Moving Target (MT) defenses seek to render this infor-
mation useless by constantly changing the targeted system.
While there have been several studies into MT defenses, many
results are empirical in nature. This paper introduces a set of
urn-based models for theoretically measuring the performance
of network shuffling, a MT method that periodically remaps
the relations between network addresses and systems within a
network.

The performance of static addresses (no shuffling) and
perfect shuffling (shuffle after every connection) is dependent
on several variables including the network size, number of
vulnerable computers, and the amount of the address probed
by the attacker. Given these variables, the developed equations
can serve as valuable tools to determine if and when address
shuffling provides a security benefit. For the attack scenario
considered in this paper (attacker seeks to contact at least
one vulnerable computer), analysis indicates shuffling provides
some protection for networks that have very few vulner-
able systems; otherwise shuffling provides limited benefit.
In addition the expense of shuffling (impact on legitimate
connections) might be considered too high for realistic use.
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