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EFFICIENT DETECTION OF SYBIL ATTACK BASED

ON CRYPTOGRAPHY IN VANET
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5. CONCLUSIONS

This paper presents a method base on cryptography to detect Sybil attack in VANET. Result of
simulation shown that Execution time of this algorithm is low, because most operations is
done in Certification Authority, so the proposed method is a best method for detection of Sybil
attacks. The simulations indicates that, delay of detection Sybil attack depends on the number
of messages not to number of vehicles. In our future work we would like to discover location of
malicious node, because this nodes is important problem in this type of attacks, prevents of
other attacks if malicious nodes is identify. This proposed schema have a problem, that, if nodes
move to other rejoins, detection of Sybil attack does not work properly, so in future work we
would like to improved this method to detection of Sybil attack execute properly and
completely.

Elﬂ- 5

ala a5 W5 e GLES (§ile dud gulD .das e &1 VANET )5 Sybil dlac alulis 1 gl Sy gelal p digy dllEa
) o Golpiias iy (lplo wad e plodl L8168 jde mese jo OlahaBl b 1§ «Cawl Sl pa oSl ) 2z
alasd i 3 ! diunly lgalu slawi ds Sybil dlas slulid 5B 45 dss o JLES Lo (55l ded sl Sybil CMlas lalid (gl
€95 03l 35 pae St 1 0,5 ol 1n) puiS pasetie 1) dilesas gle 6,5 sBle S pols Lild qgumy Giudiod H ps . iy
L 6,5 Shajls l5in galgidn gk ool ol ditlesd 1595 Sus Ollas wisd lulid dilsas sle 6,5 51 il La Cias
Iy Gy ool patles o Susm Oliudied 35 Galulh wiS 6 )5 st @ Sybil dlaz | olulid wiS CSpo o prals Sos Caw

LS

Canyd b JalS o doz s allie degs sy ilsn 4oz 3 51 ad 5 Jolb )
ke SIS lowsl e aandS5) diens b olyan (Lol JoB) )9

Aol SUlS o] il daz 3 OYEe (o Sdode Somiws $l0

aiz e Ol i oKy 5



http://iranarze.ir/%D8%AC%D8%B3%D8%AA%D8%AC%D9%88/
http://iranarze.ir/detection+sybil+attack+cryptography+vanet

