s e )b Olgze

JOMPINE LGOI
SNl el ) adsl i s
; e ol Olgie
Personality, attitudes, and intentions:

Predicting initial adoption of information security behavior
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2. Theoretical background
2.1.  Endpoint security

The greatest threat to information security lies not beyond the
security perimeter (hackers, malware, etc.), but rather with
the careless or malicious actions of internal users such as
employees and other trusted constituents with easy access to
organizational information resources (Willison and
Warkentin, 2013; Pfleeger and Caputo, 2012; Posey et al,,
2011; Warkentin and Willison, 2009; Capelli et al., 2006). Each
individual end user represents an endpoint in a computer
network or a system and without security-compliant behav-
iors on the part of each end user, the network will not be
secure. Secure behaviors include making regular backups,
changing passwords, scanning for viruses, and many other
activities identified by Whitman (2003) and others. Other se-
curity activities include updating applications, installing
patches, turning off unnecessary ports, and configuring fire-
walls (Rosenthal, 2002; Stanton et al., 2003; Whitman, 2003).
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