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RFID and Cloud computing are widely used in the IoT (Internet of Things). However, there are few re-
search works which combine RFID ownership transfer schemes with Cloud computing. Subsequently, this
paper points out the weaknesses in two protocols proposed by Xie et al. (2013) [3] and Doss et al. (2013)
[9]. To solve the security issues of these protocols, we present a provably secure RFID ownership transfer
protocol which achieves the security and privacy requirements for cloud-based applications. To be more
specific, the communication channels among the tags, mobile readers and the cloud database are inse-
cure. Besides, an encrypted hash table is used in the cloud database. Next, the presented protocol not only
meets backward untraceability and the proposed strong forward untraceability, but also resists against re-
play attacks, tracing attacks, inner reader malicious impersonation attacks, tag impersonation attacks and
desynchronization attacks. The comparisons of security and performance properties show that the pro-
posed protocol has more security, higher efficiency and better scalability compared with other schemes.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Cloud computing and RFID (Radio frequency identification)
technologies are increasingly influencing the applications of IoT
(Internet of Things). A typical RFID system will include numerous
mobile RFID readers and potentially support several thousands of
low cost RFID tags. The message processing and key storages can
be read and updated by the mobile readers, which are normally
supported by the cloud and not by the backend server. In this
way, the mobile user can offer pervasive RFID service securely via
the internet whenever and wherever. RFID technologies are emerg-
ing in various domains, such as animal authentication, asset track-
ing, supply chain management, highway toll collection, intelligent
building, smart electric home appliances, intelligent transport sys-
tems and surveillance systems. An important aspect of RFID se-
curity is secure ownership transfer of the RFID tag as the tagged
product changes control over the distribution chain. The OT (Own-
ership transfer) requires that control (i.e., communication capabil-
ities) of a RFID tag is transferred from the current owner to the
new owner. Secure ownership transfer requires, at a minimum, the
establishment of new shared secrets between the tag and the new
owner. Widespread RFID technologies adoption has drawn close
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attention to massive challenges that are critical and should be
overcome before the explosion of security and privacy attacks.

RFID OT protocols have achieved widespread success in ubiqui-
tous computing and Cloud computing owing to low cost, automatic
authentication and broad applicabilities. However, the security and
privacy of current OT protocols deployed in RFID cloud based ap-
plications is still not guaranteed. The main reason for this being
that RFID OT protocols have not been developed for cloud-based
environments. Therefore, it is essential that RFID clouds should
provide provably secure and private ownership transfer.

The readers communicates with the tags and cloud-database
through the wireless channels, the security of which cannot be
guaranteed. While the communications among the tags, readers
and the cloud sever are assumed to be insecure. Recently, the se-
curity and privacy vulnerabilities of RFID schemes based on cloud
sever [1-3] have attracted many attentions. In addition, the proto-
cols [4-7] use various methods to realize ownership transfer and
authentication, but they do not use the cloud database. The se-
curity, privacy and cost in RFID schemes are the main factors that
slow down the rapid and widespread deployment of the RFID tech-
nology in cloud computing. To reduce the tag cost, resist these se-
curity attacks, protect owners privacy, and prevent unauthorized
communication among tags, readers and cloud database, the RFID
protocol using quadratic residue cryptography is a good choice.
Mean while, because of the limited capacity of tags in computation
and storage, many proposed scheme based on quadratic residue
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cryptography and cloud database can be directly used in large-
scale RFID applications.

Consequently, the requirements of OT protocols providing cloud
storage, efficiency, security, and untraceable analysis with low cost
have become significant for the future applications of RFID OT
schemes. One of the most important attempts to fulfill the re-
quirements is the OT protocol based on quadratic residue mech-
anisms, cloud database and security model. The most resent proto-
cols are proposed by Xie et al. [3] and Doss et al. [9] which adopt
cloud database and quadratic residue, respectively. However, some
of them may not achieve the limited capacity of tags and the oth-
ers may lack untraceable analysis.

The untraceability properties [8] are important privacy require-
ments for the OT protocols. Alagheband et al. [8] used untraceabil-
ity analysis for the RFID protocols. However, many OT protocols
lack untraceability analysis and are vulnerable to various attacks.
In order to limit the vulnerabilities and make the OT protocol se-
cure and anonymous, it is necessary to analyze the untraceability
of OT protocols.

Moreover, we also address the untraceability issues on the two
schemes [3,9], and then provide solutions for the security and
privacy issues. Despite these disadvantages, the security and the
privacy of the entities (tag owners, mobile reader holders, and
pervasive cloud databases) are the main concerns in the rapid
and widespread applications of the Cloud computing technology.
Data storage and processing are moved from the server to a
cloud database, which improves the security and efficiency in the
scheme. This paper proposes an ownership transfer protocol based
on quadratic residues which can meet security co-existence re-
quirements of cloud databases and RFID ownership transfer sys-
tems.

The main contributions of this paper include:

(1) Outlining the disadvantages in the two schemes proposed by
Xie et al. [3] and Doss et al. [9].

(2) When Cloud computing is applied to RFID ownership trans-
fer scenarios, the superior CROP (cloud-based RFID OT proto-
col) is proposed. It inherits pay-on-demand resource deploy-
ment, great scalability and pervasive accessibility from Cloud
computing, without lacking security and privacy protection.

(3) The most important part of the paper is the first comprehen-
sive, untraceable analysis of RFID ownership transfer pro-
tocol. The scheme achieves untraceability privacy proper-
ties and is resistant to eavesdropping, manipulation, replay
and desynchronization attacks. The performance properties
of the proposed protocol are scalable with computational
complexity O(1) and are superior to other protocols.

The rest of the paper is organized as follows. Related works are
reviewed in Section 2. Section 3 introduces some notations, secu-
rity requirements of cloud-based RFID and security models are in-
troduced. Section 4 points out the weaknesses of Xie et al.’s and
Doss et al.’s protocols. The cloud-based RFID ownership transfer
protocol is presented in Section 5. Section 6 formally proves the
improved protocol and investigates its security in detail. Finally, in
Section 7, the conclusions are summarized.

2. Related works

The schemes based on cloud database [1-3] reduces the com-
putation load for low-cost tags and shortens the overall authen-
tication time. The OT schemes without cloud database [4-7] use
various methods to realize OT and low-cost. Nevertheless, most
of these approaches have security issues and lack untraceability
analysis.

For example, Jiang et al. [1] proposed a data storage frame-
work in Cloud computing platform not only collecting IoT data

by sensors and RFID readers, but also enabling efficient storing of
structured and unstructured data. The schemes [2,3] introduce the
cloud database to the RFID system and make full use of the advan-
tages of cloud technology to improve the performance of the RFID
system. The security and privacy cloud-based scheme [3] is highly
dependent on VPN (Virtual Private Network) and EHT (Encrypted
Hash Table) in the Cloud computing service. These schemes also
provide the important guidelines for OT protocol design by adding
the cloud database. For instance, the OT protocol [5] presented
by Chen and Chien is conforming to the EPC Class-1 Generation-
2 (EPCC1G2) standards which strike a balance between low-cost
and functionality, with less security issues. The new proposed pro-
tocol [6], based on sliding window mechanisms, resists against
desynchronization attacks.

Recently, Zhang et al. [10] solved the tag search problem
and proposed the ITSP (iterative tag search protocol). Besides
the readers request the Cloud computing to improve computa-
tion capacity in a large-scale RFID system. Khan et al. [11] pro-
posed a novel cryptographic authentication protocol that resisted
Denial-of-Service attacks and provided significantly lower cost. Li
et al. [12] pointed out that Srivastava et al.’s protocol [13] suf-
fered from privacy damage in that an attacker may connect to
the medical DB server that store medical information associated
with tagged objects from stolen/lost readers (the malicious in-
ner reader). Therefore, they presented a secure authentication pro-
tocol to resist the malicious inner reader attacks and provided
the higher system efficiency compared with Srivastava et al.’s
protocol.

In addition, there are privacy issues in the cloud applications
and RFID ownership transfer protocols. In the cloud-based authen-
tication schemes, wireless open internet connections among the
tags, mobile readers and the public cloud are insecure, since a
cloud provider is not trustworthy. The current scheme [3] lays
emphasis on the authentication protocol based on Cloud comput-
ing. Recently, the security and privacy problems have been solved
by EHT in the Cloud computing service of cloud-based schemes.
However, this paper finds that the cloud-based RFID authenti-
cation schemes are subjected to secret parameter disclosure at-
tacks. Within the aspect of data storing and accessing in ownership
transfer protocols, the ownership transfer scheme faces a series of
challenges, such as the rapid data generation, complicated require-
ments of data management and others.

The protocol based on quadratic residue [14] pointed out that
the scheme [15] was subjected to tag impersonation attacks,
desynchronization attacks and tracing attacks. Because of the vul-
nerabilities in the data structure of the tag in [17], the tag’s outputs
(X, T)in [16] and (x”/, t'") in [17] are similar to the tag’s structure in
the scheme [15], the protocols [16,17] are subjected to the same at-
tacks, such as tag impersonation attacks and tracing attacks. In ad-
dition to the above attacks, it is necessary to analyze inner reader
malicious impersonation attacks in the OT protocols.

Doss et al. presented the quadratic residue property in two
schemes [9,18], and claimed that their scheme [9] achieved strong
security and privacy properties, such as resistance to replay at-
tacks, resistance to desynchronization attacks, resistance to DB
impersonation attacks, forward secrecy, and forward untrace-
ability. However, the schemes lack comprehensive untraceability
analysis.

In the current versions of the ownership transfer schemes, there
are no types of cloud-based OT schemes in practical cloud ap-
plications, because they lack comprehensive security and privacy
considerations. In other words, the reader holders and tag owners
need to achieve requirements of access anonymity and data pri-
vacy in cloud-based RFID ownership transfer protocols. For solving
these problems, this paper develops the suitable ownership trans-
fer schemes in Cloud computing setting.
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Table 1
Notations and descriptions.

Notations Descriptions

Ri(Riy1) The current mobile reader R; (The new mobile reader R, ).

DB, k The database or sever, security parameter.

Adv, Adv-, Adv* The adversary, weak adversary, narrow-strong adversary.

AB The probabilistic polynomial time adversary,Af ¢ (Adv,
Adv—, Adv* ).

Pr The probability when the experiment Expj ™" (k) tends to
1.

Ti(Tiq) The current tag T; (The new mobile reader T;, ;).

ri(riv1) The random numbers created by the tag T; (T;,1).

TID, T The tag identifier.

h (TID) The hash value of the identifier(TID).

Rpp, RID, R The identifier of the reader, Ryjp = h(TID) @ .

SID, S(La) The numbers authentication sessions between a reader and
a tag,
(La: the last number of sessions).

Data A session about the user, the reader, and the tag.

Kmp A key Krip = v1||1a||vs]| ... ||vm shared by the tag and DB.

Vp. Vpyl The pth random number from Krp, where [ = [p — m|.

ns, g, N Three different nonces of the same tag.

np q A positive integer stored in R;, two large prime numbers p
and q (n = pq).

n,p,q A positive integer stored in R;, 1, two large prime numbers

p'and ¢ (' =p'q).
Nr, NT(Ng, NR) The random number generated by tag (reader).
H() Hash function with output length L. H(): (0, 1)x — (0, 1)

iMes, Mesq, The ith session of message Mes, the attacker creates Mesyg, .

Rkey, Tkey All the keys of the reader (tag).

Secy, Secy, Secs The sessions between reader and tag.

EHT The encrypted hash table contains the index I and contents
K and M.

L, Iiq The index for the reader R; and R;, ;.

Ki, M, Kiq,Ki 1 The contents for the reader R; and R;,4.

Tiy Tip1,Tis2 The shared keys for R;, Ri.; and R ,,respectively.

Kripe, Kripn Two shared keys, Kppe for R; and Kpp, for R, q.

Vy The p’th random numbers are drawn from Kryype
(I'=1p—ml).

t; The Mersenne prime t; stored by R;, is used to create
n=24—-1.

ti1 The Mersenne prime t;; stored by R;,;, is used to create
n =2t — 1,

3. The security requirements and security model for the
cloud-based OT protocol

The notations and descriptions of all schemes are shown in
Table 1.

3.1. The security requirements of the cloud-based RFID ownership
transfer system

There are two assumptions in the cloud-based RFID OT scheme.
On the one hand, the cloud database is insecure [22,23], the at-
tackers cannot decode the keys from the stealing the informa-
tion of the corrupted cloud database. On the other hand, the
communications among the tags, the readers and the cloud sever
are usually through the wireless channel, which are assumed to
be insecure. The attackers cannot decode the transmitted mes-
sages from the monitoring information of the communication.
The two security requirements based on the assumptions are as
follows.

(1) Data privacy of the Cloud-storage service
The cloud DB provides the data privacy required to offer
data storage service by encrypting the keys of two entities
(tag and reader).

(2) Access anonymity of the inquiry service
The cloud DB offers anonymity of access and data inquiry
service by encrypting reader’s/tag’s transmitted messages.

The data cloud-storage and inquiry services are secure, since
the keys and transmitted information of the two entities are en-
crypted.

3.2. Security model

The hypotheses of the model are that the channels of tag-
reader, reader-DB and tag-tag are insecure. The security and pri-
vacy properties are proved by using the untraceability definitions
in [8] and the oracles in Vaudenay model [19] for the RFID pro-
tocols. Then we enhance the unreasonable assumption of forward
untraceability (Adv*t misses the (i + 1)th session), since Adv* can
continuously monitor the tags’ outputs at the application environ-
ment. Specifically we present the definition of strong forward un-
traceability for the ownership transfer protocols.

Definition 1 ((Forward untraceability) [20]). The narrow-strong
adversary cannot trace the tag at the round i that i’ > i+ 2, even
though Adv* corrupts the target tag in the ith session and misses
the (i + 1)th session.

Definition 2 ((Backward untraceability) [20]). Even if Adv* cor-
rupts the ith keys of the target tag, she/he cannot trace the target
tag’s transactions and keys in the i’ session i’ < i-1.

Definition 3 (Strong forward untraceability). It is impossible for
Adv™ to trace the tag in the i’ session i > i +1, even though Adv*
corrupts the tag’s keys in the ith session.

The security model use the following oracles.

Init(1%) activates the tag and reader to output the new session;

Send(m) allows the attacker to send arbitrary messages to the
readers and tags;

Corrupt(t) responds tag’s secret key.

More specifically, we add the Compute and Compare oracles to
complete the model.

Compute(m) allows the adversary to calculate the target tag’s
outputs in any session using the corrupted keys and the known
encryption structure.

Compare(m) allows the attacker to compare the calculated val-
ues with the monitored messages. Finally, the attacker outputs a
bit d (if d = 1, the attack succeeds; else d = 0, the attack fails).

The adversary can only issue the corrupt query to t' in the
current session. The definition of Untraceable Privacy (Upri) [21],
which is essential for private ownership transfer of RFID tags.

The adversary AP controls the communications between all pro-
tocol parties (tag and reader) by interacting with them as defined
by the protocol, formally captured by AP’s ability to issue queries
of the following form:

Definition 4 (Untraceable Privacy+ (Upri+)). Upri+ is defined using
the game G played between a malicious adversary A® and a collec-
tion of reader and tag instances. AP runs the game G whose setting
is as follows.

Phase 1 (Intialization): AP can send any queries (Execute,
Send, Corrupt).

Phase 2 (Learning): AP can send any queries (Execute, Send,
Corrupt).

Phase 3 (Challenge): A® can send any queries (Execute, Send,
Corrupt).

1. At some point during G, AP will choose a fresh ses-
sion on which to be tested. Depending on a randomly cho-
sen bit d e (01), AB compares that t* is from the session
(j—i-1,j—i+1,j—i+2).

2. AB continues making any queries (Execute, Send, Corrupt) at
will.
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Phase 4 (Guessing): Eventually, AP terminates the game simu-
lation and outputs a bit d by using Compute, Compare queries, as
its guess of the value of d. The success of AB in winning G and thus
breaking the notion of Upri+ is quantified in terms of AP’s advan-
tage in distinguishing whether t* is from ti.

i.e. it correctly guessing d. This is denoted by Advi;"™* (k) where
k is the security parameter. We consider the following games for
the above privacy properties:

ExngUntra (k)

Phase 1 (Initialization):

Setup(1¥) — (Rkey’, Tkey');

Plllase %T(Leardlllzinf):E . o .
A]mt,Sen ag.SendReader, xecute.Corrupt(R’ T, Tkey‘) N (R], tl, Sec1, Tkey‘);
Phase 3 (Challenge):
Alzmt,SendTag,SendRea er(R#’ t*, 5€C1) N (R#, t*, Secz);

Phase 4 (Guessing):

ASO™PUE (Secy , Secy, Tkey') — (R¥, t*, Secs):

Aiompare (Secy, Secs) — (R*, t*,d);

//(under Narrow-strong attacker model)

If c=j—i+1 (Backward untraceability)

B—untra(Rf, fiil,A] ,Az, A3,A4) — d;

If c=j—i-1 (Strong forward untraceability)

S—untra(Rj, ti+1 s A1 s Az, A3, A4) — d;

If c = j—i+ 2(Forward untraceability under missing the (i+ 1)t
section)

F-Ul’ltl‘a(Rj+2, l’i, A] s Az, A3, A4) — Cl;

output d

Different from other privacy games, the adversary cannot ob-
tain any of the owner’s secret information. The advantages of the
adversary against the above games are defined by

AdvBUntra () = PrExpj; ™" (k) — 1],

Advs 0t (k) = Pr{Expys ™" (k) — 1],

and Adv! "t (k) = Pr{Expfs " (k) — 1].

Consider that the attacker executes the ownership transfer pro-
tocol and outputs d which indicates whether the protocol is un-
traceable or not. If the three advantages become zero, the owner-
ship transfer protocol meets the privacy properties.

4. The weaknesses of two schemes

RFID ownership transfer schemes presented by Doss et al.
(2013) suffer from desynchronization attacks, tracing attacks and
inner reader malicious impersonation attacks. In addition, the orig-
inal cloud-based RFID authentication protocol proposed by Xie
et al. (2013) is subject to key disclosure attacks.

4.1. The weaknesses of doss et al.’s protocol

4.1.1. Cryptographic analysis of an ownership transfer scheme in an
open loop system

Figs. 1 and 2 describe the ownership transfer schemes in an
open loop RFID system and in a closed loop RFID system, respec-
tively. The attacks are introduced in these schemes in this sec-
tion. Due to the page limitation, the detailed steps of the original
schemes are omitted.

A. Inner legitimate reader impersonation attacks and tracing attacks

Definition 5 (Inner legitimate reader impersonation at-
tacks). There are two cases under the weak attacker as follows:
If the old readers are legal in RFID system and their subjective
requirements are malicious, they can use the known messages and
compute the old readers’ outputs which are the same as the new
readers’. Therefore, the old reader can impersonate the new reader
and achieves ownership transfer without the participation of the

new reader. Similarly, the impersonation attacks of malicious new
readers are the same as the above process.

For instance, the new owner transmits the tag’s key n’ in plain-
text to the old owner who can calculate the same value H. In other
words, the old reader can trace the new tag using the updated key
n’ in the next session. In addition, when the old owner can gener-
ate the same values (N, H) which are verified successfully, the old
owner impersonates the new owner to achieve ownership transfer.

Then the tag receives the fake data (N, H) and verifies whether
the received messages are legal, after verifying that the replayed
messages are legal, the tag proceeds to compute the next step.
Therefore, the malicious old owner impersonates the new reader
successfully.

B. Outer illegitimate reader impersonation attacks

Definition 6 (Outer illegitimate reader impersonation at-
tacks). Outer illegitimate reader modifies the legitimate reader’s
outputs which can be verified by the tag under the weak attacker.

For example, the steps of the attack are as follows:

$1. Adv— monitors a normal run of the ownership transfer
scheme in an open loop RFID system from step 1 to step 5
in Fig. 1. The tag which is undergoing ownership transfer, is
only within the communication range of the potential new
owner.

$3. Adv~ blocks the messages (N, H) in step 5.1 and modifies the
transferred messages as follows:

a. Npygy =N n;
b. Hpgy = H® ns = h(TID) ® v, & N @ PRNG(v,, @ n5) &1

Subsequently, Adv~ forwards the messages (Nagy, Haqy) to
the tag T;.

S3. The tag T; receives (Npgq, Hagy) extracts n’ = Nyq, &
PRNG(vp, @ ns) @1 using Npg, and computes Hr as fol-
lows:

Hr=h(TD)®v,  &nsan
= h(TID) ® Vp,; & Ns & Npgy®
PRNG(vy, @ ns) @
= h(TID) ® vy, & N&
PRNG(v,, @ ns) @1

The tag compares the computed Hy with the received Hpg,. If the
two values are equal to each other, the spoofed reader is verified
by the tag.

C. Tag impersonation attacks

The attacker modifies the tag's output x”/ which can be veri-
fied by the reader, as there is no validation message containing the
message x”/ in reader’s verification process. Therefore, the scheme
suffers from tag impersonation attacks.

D. Desynchronization attacks

After the attacker modifies the reader’s outputs, the modified
messages are verified by the tag, which leads to desynchronization
attacks. The reason is that the reader and tag use different param-
eters to update the tag’s keys, respectively.

S1. Adv- monitors a normal run of the ownership transfer
scheme in an open loop RFID system from step1 to step 7 in
Fig. 1. The tag undergoing ownership transfer is only within
the communication range of the potential new owner. Then

/
the new owner R;; selects a new key Ky,
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Current New
DB/Reader Secure channel DB/Reader

Insecure channel Tag

[A(TID),TID, ky, .7, Ry ]

[A(TID), kyyp,, 7, 1]

If R®v,®n =Ry,
N=n'®PRNG(v,, ©n )®r 41.N,ACK,

., ' [ 4— _
& 3LR.R,.n'n, R, =argy,
—

1 51.N,H |6
_ | p5.H = ACK, @n ’
ACK, =WTID)®v,,, ®n, n'=N®PRNG(v, ®n)®r

1.oT 2.
—
R =hTID)®v,®r®n,

21 R/ 7Rp7n.x Rr” = R:‘ modn

ptl
If W(TID)®v,, ®n Sn'=H
6.1.x" ’ ’

4—(x=K;, ®n, @Oy,

7. choose K, x'=x"modn' &
ACK,=K,, ®R®x x"=x"modn’
C = PRNG(R) 71.C, ACK,
— 8
If PRNG(x")=C
K', = ACK, ®x'® x
9.1. Ry, 8.1.Z,R {
, R 2= WTID)® r ® PRNG(x ®V))
4—'9.Z@PRNG(x®vp)=R,m<— , ,
10. R, =argv,
If Ry, is valid| 101, 71D
— |1l
r < PRNG((TID)® R)|__ 1 1-ACKs

ACK, = h(TID)®r® R T

If h(TID)® x'® PRNG(W(TID) @ x") = ACK,
Ky < K1 < n',r < PRNG(h(TID) ® x")

TID>

Fig. 1. The ownership transfer scheme in an open loop RFID system.

S2. Adv~ blocks the messages (ACKy, C) of the step 7.1 of Fig. 1,
and modifies the transferred message ACK, as ACKpaqy =
ACKy,@®A (A is a random number). Subsequently, Adv— for-
wards the messages (ACKaqy, C) to the tag T;.

S3. The tag T; receives (ACKpaqy, C) and compares the computed
PRNG (x') using its key x’ with the received C. If PRNG(x')
is equal to C, the tag updates the key using the received
ACKypqy as follow: Kp,) = ACKppgy @ x X' = ACKn @ A @ X @
x.

S4. The remaining sessions in the protocol are implemented. At
last, the desynchronization attack occurs, since T;,; and R;,4
update the key K}, using different parameters.

Furthermore, if the old owner knows the updated secret key 1/,
she/he can trace the new tag. Therefore, forward untraceable prop-
erty of the tag is destroyed. The solution is that the new owner
passes the encrypted n’ rather than the plain text n’ to the old
owner. As the malicious reader is not able to resolve the prime
number, its counterfeit goal cannot be achievable in the whole pro-
cess.

Since the old owner passes TID to the new owner in the step
9.1, based on which the new owner can trace the historical infor-
mation of the tag T;. It severely threatens the backward untrace-
ability and data privacy of the database.

4.1.2. Cryptographic analysis of ownership transfer scheme in a
closed loop RFID system

Similar to the attacks on the open loop RFID system, the
scheme in a closed loop RFID system in Fig. 2 suffers from outer

reader impersonation attacks and the desynchronization attacks.
We describe the attack processes without repeating the same steps
for brevity purposes.

A. The outer reader impersonation attack

This attack in a closed loop RFID system is similar to the at-
tack in Section 3.1.1. If the attacker monitors and blocks the mes-
sages (ACK., N) in step 4.1, then she/he can replay ACK. and mod-
ify the transferred message N as Nyg, = N & A. Next, the modified
contents are validated by the tag, the outer reader impersonation
attack succeeds.

B. The desynchronization attack

In order to succeed in the validation process of the tag, the at-
tacker replays the message C and randomly modifies the message
ACK, in step 6.1. Then the tag’s key Krpjp. is updated by the unau-
thorized user, which leads to the desynchronization attack, because
the attacker can optionally modify the message ACK;, as ACKyaqy =
ACKn®A.

In a word, the protocol designers know about the above attacks
which continue to be successful, since the protocol does not check
data integrity for each transmitted message. Therefore, it is imper-
ative that RFID protocols have a safe effective mechanism for han-
dling ownership transfer. Based on this discussion, it is easy to at-
tack the ownership transfer scheme. The attacker can modify the
messages (N, H, ACK;) in an open loop scheme and (N, ACK;) in a
closed loop scheme, since the schemes lack the data integrity for
the transmitted messages.
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Current New Ta
DB/Reader Secure channel DB/Reader Insecure channel 8
“«-————- »> «-————-
[(TID), TID, kyyp, 7, Ry 1 [A(TID), ey, 7, 1]
1.0T 2.
—
R =WTID)®v,®r®n,
SRR 2L.R.R,.n, |R =R*modn
1.R,R ,n',n e
z «— n=plq] < R, =argv,

If R®v,®n =R,

ACK,=CRC(n, ®v,,, ®r) 41.N, ACK, > 5.
N=n'®v, ® PRNG(v,, ®n,) If ACK, =CRC(n, ®v,, ®r)
51 5" n'=N®v,® PRNG(v,,, ®n,)
dox
6. — x:KTID®nT®vq
[—— '
choose K. x'= x4modn &
ACK, =K., ® R®x x"=x"modn
C = PRNG(R) ol C’ACK"’ 7
If PRNG(x")=C
SR, S K,y = ACK, ® x'® x
, "7 |Z=hTID)®r® PRNG(x®v,)
82 ® PRNG(x®V,) = Ry, 4—————| ,
R, =argv,

9.
If R, isvalid| 9.1.TID

— 0

r < PRNG(h(TID)® R) 101 ACK,
ACK, =h(TID)® r ® R

12.

If W(TID)® x'® PRNG(W(TID)® x') = ACK,
K,y < Kyyp,n < n',r < PRNG(h(TID)® x")

Fig. 2. The ownership transfer scheme in a closed loop RFID system.
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Fig. 3. Cloud-based RFID authentication scheme.

4.2. The weaknesses of Xie et al.’s protocol

To avoid repetition, the details in steps which are similar to
the original scheme in Fig. 3 are omitted. The designers claim that
their protocol is in optimal security. However, we present a passive
attack which can retrieve the (i + 1)th key SID in the ith session by

eavesdropping. The complexity of this attack is eavesdropping only
one session between the tag and a legitimate reader. In addition,
we show that an active adversary can retrieve secret parameters
more efficiently with the complexity of two sessions. The success
probability of the given attack is “1”. In other words, the scheme
does not meet backward untraceability and forward untraceability.
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The above protocol is subjected to tracing attacks, replay at-
tacks, tag impersonation attacks, outer reader impersonation at-
tacks and key disclosure attacks. The steps of the attacks are de-
scribed as below.

Phase 1 (Learning 1):

S1.1. Adv~ chooses the target tag T;, monitors one run of the
cloud-based RFID authentication protocol from step1 to step
5, and obtains the messages (H(R||T||S), 'Nr, H(R||T|*Nr),
INt, H(R|IT||'Nt) @'M’, H(T||R||'M’)) between tag and
reader.

§1.2. Adv~ blocks step 5.1 of Fig. 3 from the reader to T; and pre-
vents the tag from updating its keys.

Phase 2 (Challenge 1):

S$2.1. Adv— monitors the tag T*, when T* sends the same request
H(R||T||S) to the reader, then she/he decides that T* is T;.
Therefore, Adv— can trace the tag T; using the same request
H(R||T|IS).

$2.2. When the tag replays H(R||T||S) to the reader, the reader ver-
ifies successfully using the received message H(R||T||S), and
then sends 2Nr to T;. Therefore, the protocol is subjected to
the replay attacks.

$2.3. Adv— continues to transmit 'Nt instead of 2Nr to T*.

$2.4. The tag sends the computed message H(R|T||'Nt) and the
challenge 2Nt to the reader. The scheme is subjected to outer
reader impersonation attacks.

$2.5. Adv— blocks the messages (H(R||T||'Nt), 2Nt), terminates the
scheme. Then, Adv~ computes the old key 'M’= H(R||T||'Nt)
®'M'@H(R||T||! Nt) using the monitored H(R||T||'Nt) @'M'.
In other words, Adv— can calculate the ith key S(M’) of the
tag in the (i+ 1)th session. Therefore, the scheme is not
backward untraceable.

The protocol does not meet forward untraceability and is sub-
jected to tag impersonation attacks and key disclosure attacks. The
steps of the attacks are illustrated as below.

Phase 1 (Learning 2):
The Learning 1 phase is the same as the Learning 2.

Phase 2 (Challenge 2):
The Step 2.1 and Step 2.2 are the same as the Challenge 1.

$2.3. Adv- monitors (H(R||T||2Nr),2Nt). Then, she/he transmits
(H(R||T||I2Nr),2Nr) instead of (H(R||T||2Nr),2Nt) to T;.

$2.4. The reader verifies the modified messages (H(R||T|®Nr),
2Nr) as the legal data, and outputs (H(R|T||2Nr) @2M’,
H(T||R||2M’)). Therefore, the tag impersonation attacks suc-
ceed.

$2.5. Adv— blocks the messages (H(R||T||2Nr) &2M’, H(T||R||2M"))
and computes 2M’ = H(R||T||>Nr)®*M’ @ H(R||T||2Nr).

On the other hand, Adv- can compute the new key S (2M’)
since the key update mechanism M’ = M + 1. The scheme does
not meet forward untraceability. In addition, the data privacy of
the tag’s key is broken, since the cloud creates M’ which is used to
update and store the tag's key in the plaintext.

5. The proposed CROP protocol

To counteract such flaws, the CROP protocol in the cloud plat-
form is presented to protect against various attacks in supply chain
management. There are four kinds of participants in Fig. 4: tag
owner, reader holder and cloud provider. The notations and de-
scriptions of CROP protocol are shown in Table 1.

Table 2
Encrypted hash table.

Index Content

H(h(TID)|[Knipc | 7:) TID* mod n|(H(Knpc i) @Tiv1)
H(A(TID) | Kripn [|Tis1)  TID* mod n'[|(H(Kripnl|Tis1) @7is2)

This paper presents a new EHT, which pre-saves the encrypted
keys for every reader. In order to resist against the attack of an un-
trustworthy cloud provider, an EHT is utilized to protect the stored
data and access anonymity. Its structure is illustrated in Table 2.
The index which is a hash digest K; = H(h(TID)||Kgpc||r;) uniquely
denotes the current session with Kyp. and r;. In order to save the
storage space of the tag, the protocol stores the key t; instead of n.
The key n of R; is calculated using t; (the Mersenne prime)and the
form 2% — 1. For instance, n = 2% — 1 and n’ = 2%+1 — 1. The record
indexed by H(h(TID)||Kgpcllri) is Mi=(TID* mod n|H(Kripc|lri) &
riy1). The fields (Kyjp, ;) are used to check the integrity of the ci-
pher text after decryption by the reader R;. For example, the field
Kripn of Rj,1 is used as the update-secret of the tag for owner-
ship transfer from the old reader to the new reader, the key t;,4
is fixed and pre-allocated for R; ;. In order to protect the privacy
of Ri,, against R;,¢, the content H(Krpp i 1) @ i, is extracted as
the pre-distribution key ri,, of R, for the tagi*! in the (i + 2)th
session.

The scheme has three phases: an initialization phase, an off-line
authentication phase and an ownership transfer phase. The three
phases are described as below.

(1) The initialization phase
The R, stores the Mersenne prime t;,; instead of n’, which
is used to compute n’ and save the storage space. The R; 4
knows two large prime numbers p’, ¢’ for n’ = p’q’. Each tag
is set up with (rj,q, rj, h(TID), Kyjp.). The mobile R; and R; 4
keeps the keys (t; r;, h(TID), Kppc) and (ti,q. i1, h(TID),
Kripn), respectively. The data structure of EHT is listed in
Table 2, which is initialized for all readers in the system.

(2) An off-line authentication phase

S1. The mobile reader R;,; queries to the tag T; with an own-
ership transfer flag.

S2. On receiving the OT flag, the tag T; generates two nonces
(ng, ng) and calculates the messages as follows:

Ri=h(TID)svy@®ns dry;

R/ = Rfmodn; R, = arg v;

Ry =argvy; E =riyy @nr;
F=ri®n;.

S2.1. Then, T; forwards (R/, Ry, Ry, E F) to Ri;1.

$2.2. R;,; sends (R/, Rp, F) to R;. In order to protect the pri-
vacy of R;, 1, the encrypted key n’ is sent from R;,; to R;
through the insecure channel.

$3. On receiving the responses (R, Rp, F), R; executes the fol-

lowing steps.
To acknowledge the received message R; from the tag T;,
R; solves for the least positive residue R of R? modulo n
and obtains the value of R? using the legendre symbols of
these square roots modulo p and q. R; retrieves ns from
the received F, and computes h(TID)@®r; which matches
for Re@vp®ns with Rp. Then it makes sure the tag is legal.
At last, R; computes ACKs = h(TID) SUpy O Ns.

§3.1. Then, R; transmits ACKs to R 1.

$3.2. Then, R,’ sends H(h(TID)”KTIDc”Tl) and H(KTIDC”ri) to the
cloud.
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$3.3.

S$34.
s4.

S5.

Ss5.

Current
Reader (R1)

[A(TID), Ky s730t,]
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New
Reader (R7+1)

[A(TID), Ky, Fisrstin]

Tag

[A(TID), K ypes7ist;in ]

22.R,R,F
30, =r®F <+
If R ®v, ®n, =h(TID)®r,
Then the tag is legal
3.1.ACK, :
ACK, =h(TID)®v,,, ®n, d terminate P.

4. 10M, @ H(Kpp, [|17) # 17,y
Then R,,, is illegal,

IfM, @ H(Kpy, [|17) =1,

32H(HTID) | K, ||y |ThER R i logal
n'=p'q'
34M H (K, 1) |np=E®T,
Online operation by the cloud —> G=n@ n®v,

3.3 find M, =H(Kyp, || 7) @7,

H = PRNG(ACK, || n"|| n,))

by index 1, = H(A(TID) | Ky, || 7) |

6. 1f PRNG(x" | n,) = C,

1.or 2. generate n;,n,
i > R, =hWTID)®v,®r, ®n,
2.1.R,R,,R,.E,F R = R*modn
4— e
R, =argv,
R, =argv,
E=r,®n,
F=r®n,

5.1 h(TID)®v

P+l

4.1.G,H,ACK, Then R, is legal.
EEm—

@n, = ACK,

generate n;,

n'=Gon, v,

If PRNG(ACK, ||n'||n,)=H
Then R,,, is legal

x=Kypp @np, ®v,

51.Cpx"

x'=x"modn'
x"=x*modn'
C, = PRNG(x"|| ny)

e 6.1.to OT in cloud generate K,
provider HM(TID) || Ky, 1%0) | ACK, = Ky, ® RO x
| n "
[EHT] +—
o 4 "

7.find K, = (TID)" mod n 71K, M,,

and M, = H(Kyy, || 1,) @1, C,=H(n, | R|| ACK, || M)

by 1,,,= H(W(TID) | Ky, || 7;,1) 1., < PRNG(h(TID)® x)

i1

8. dencrypt TID* from K, | 8-3.C, ACK,,M,,,

8.2. update £;,, = H(h(TID) || Kpyp, || 7.,)
M, = H(Kpp, 17, © H(K p,, [17.1)
oM, 4 —

8.LH(W(TID) || Kppp, || 722,

The steps 3.2, 3.4, 6.1,7.1 and 8.1 are secure

H(Kpp, 11,)® H(Kpp, 1 7,1)

—>).
If Hny | || ACK, || M,) =G,
Kpe < K,
Kyp, = ACK, ®x'®x
., < PRNG(W(TID) ®x")
T <M, ©H(Kpy, |11,,)

i+2 i+l

in VPN channel, other steps are insecure.

Fig. 4. RFID ownership transfer protocol based on cloud.

Then, the cloud finds M;=TID* mod n||(H(Kgp||1;) ®riy1)
by the index H(h(TID)||Kgpc||1;).

Then, the cloud transmits M; and H(Kypc||r;) to Ri,1.

Riyy extracts ri , by computing (H(Kppc|r;) @rip1) @
H(Kppellr;). Then, it compares the extracted value r/ "
with the stored key r; ;. If r{H #Ti.1, Riyq confirms that
R; is illegal and terminates the protocol. If r{“ =Tii1,
Ri;1 confirms that R; is legal and continues to execute
the protocol. Then, R;,; computes G=n’ @ nr ®vy and
H = PRNG(ACK;||n’||nt) using the received messages. The
validation message H is used to ensure that data integrity
of (n’, ny, ACKs), which prevents the attacker from modi-
fying the transmitted information of the new reader R;_ .

(3) The ownership transfer phase

T; implements the following steps to authenticate
whether the old owner and new owner are legal or not
by using the received messages (G, H, ACK;). At first, the
tag computes ACK’s = h(TID) @vp, ®ns using its keys
(K(TID),vp4y, ns). If ACK’s # ACK, the tag verifies that the
R; is illegal and terminates the protocol. If ACK’s = ACKG,
the tag verifies that R; is legal and continues to execute
the protocol. The tag generates the nonce np,, computes
the value n’ = G ® ny ® v,y and verifies whether the com-
puted value PRNG(ACK;||n’||n7) is equal to the received
H or not. If the above equation is false, the tag veri-
fies that the R;,; is illegal and terminates the protocol. If
the above equation holds true, it demonstrates that R;,4
communicates with T; in secure channels, and the val-
ues (G, H, ACK;) are not modified by the attacker. Then
T; continues to calculate x = Kyjp. @ nrp @ vq. It also cal-
culates two residues modulo 1/, X' = x> modulo n’ and
x" = x* modulo n’, C; = PRNG(X"||nt).

T; then forwards the messages (x'/, Cp) to Riq.

S6.

S6.1.

S7.

S7.1.
S8.

S8.1.

$8.2.

In order to acknowledge the challenge, R;;; computes
PRNG(X"" ||ny) and compares with the received value Cj.
If PRNG(x''|Int) # Co, Riyq terminates the scheme. If
PRNG(x"'||nt) = Cy, Then, R;,; obtains (R, x) from x”, de-
codes for the least positive residue R = x2 modulo n’ and
verifies the key x2 with the Legendre symbols of these
square roots modulo p’ and q'. R;;; chooses a new key
Kripp, computes ACKy, = Krip, @ R x, and updates r;, 1 =
PRNG(h(TID) & X').

The new reader R;, informs that the privilege of the old
owner R; on the tag T; is being revoked. R;,; sends the
OT flag and the index H(h(TID)||Krppllti.1) to the cloud.
In a wireless mobile RFID system, the tag,R; and R; ;
need to authenticate one another. For instance, the old
owner R; confirms that the tag is legal in S3; Then the
new owner R;,; confirms that R; is legal in S4; The tag
confirms that R; and R;,; are legal by checking ACK; and
H in S5. Accordingly, the steps 7-9 explain the ownership
transfer process in the cloud.

The cloud finds (Ki;, M) by the
H(h(TID)||Kripnl|Tiy1) from EHT.

The cloud sends (K, 1, Mj,1) to Ri,1.

R decrypts TID?> mod n’ from K;,;, and calculates C; =
H(nr[IR||ACKn || Miy1).

Then, R, sends its calculated messages I{H =
H(h(TID)||Kripnllr, 1), and H(Kripallrip1) ®HKripallri, )
to the cloud.

Then, the cloud wupdates the =
H(h(TID)||KyipnllT{,;), and parts of content M:{+1 =
H(KTIDn”rH]) ®H(I<T1Dn||r;+1) @Mi_H in the EHT for the
Ri,1. After online-updating the index and content which
contain the key r} 41 for Ri.y, the tag and R;; will
willremain synchronous in the (i + 1)th session. Even if

index

index I
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the attacker downloaded sensitive and encrypted data
from the cloud, she/he cannot obtain the keys of the tag
and readers.
$8.3. Then, R;, 1 sends (M; 1, C;, ACK,) to the tag.

S9. The tag uses its stored information to compute
H(n7||R||ACK;||Mj,1) and compares with the received
C;. If H(n7|R||ACK,||M) # C;, the tag terminates the
scheme. If the equation holds, the tag affirms that the
received messages (M;, 1, Kyp,) are not modified by the
attacker. If valid, the tag acknowledges with the updated
process as follows:
Kripe = Kripn;
Kripn = ACKn X' ®X;
Tiv2 = Miyq @ H(Kripp izt );
rip1 = PRNG(h(TID)&x').
Meanwhile, the ownership transfer is accomplishable and
the (i + 1)th tag stores the shared key r;,, for R, in the
(i + 2)th session.

6. Security, privacy and performance analysis
6.1. Formal privacy and security analysis

The proposed CROP scheme adapts the enhanced security
model which reflects the running environment and different at-
tacker’s ability based on Vaudenay model. The privacy properties
are formally proved by Theorems 7, 8 and 9, while the security
properties are proved by Theorems 10, 11, 12 and 13.

After the Learning phase, the attacker frees vtag® to the set of
the tag. In the Challenge phase, the attacker chooses the tested
tag vtag® and assumes that its keys of vtag® are updated from
iytage in the (i+ 1)th session. In the Guessing phase, the attacker
computes the keys and outputs of i*lytag® using the corrupted
keys and tag encryption structure with the non-negligible prob-
ability. Then, in order to determine whether i*+!vtag® is updated
from ivtag® or not, she/he compares the outputs *lvtagé with
i+1ytag®. If the equation holds true, then x = e(*1Kppy =1 Kyppe),
else x = |1 — e| ("1 Kypx #*! Krjpe). In the proposed protocol, the
keys and outputs in the (i+ 1)th session depends on the values
(ix,, ix). Then, the security of the proposed protocol is based on
the intractability of the integer factorization problem. If the at-
tacker solves the values of ix, and x, with the negligible proba-
bility, then the protocol is secure. The possibility of computed data
ix, and ix, are discussed in the following cases.

(1) The attacker uses the corrupted key Kpp. and the key-
update structure ixe = Krjpe @ o @ Vg to obtain the value ix,
and ix.. However, it is impossible to compute ix,, since the
value ‘np, is random.

(2) In order to solve the value ix,, the attacker uses the output
structure x! = (ix,)* mod n’ with the monitored messages
n’ and ix/. However, it is impossible to compute ix, since a
public-key cryptosystem is based on intractable for factoring
large numbers.

Therefore, the attacker cannot compute the keys and outputs
of "Hlytage. Subsequently, she/he cannot compare *lutagé with
H+lytag®,

Theorem 7. The proposed CROP protocol achieves strong forward un-
tracebility under the Narrow-strong attacker model.

Proof. Initialization phase:
1: CreateTag(KT,Do ), CreateTag(KT,D] )

Learning phase:

: DrawTag (Kpp.) — vtag®, where e € (0, 1).

: Corrupt(vtag®) — ‘h(Knpe), 'Kripe, T, Tiy1.

: SendRe-tag(rr, Init, Kype) — [OT.

: SendTag-Rnew(vtag®, '0T) — R/ .'Rp, 'Ry, 'E, 'F.

: SendRpew-tag (77, 'R, 'Ry, 'Ry. 'E, 'F) > G, 'H, 'ACK;.
: SendTag-Rpew(vtage, iG, 'H, 'ACKs) — ix!/, iCo.

. SendRen-Adv(r, X!/, iCo) — IM, IACK,, ICy.

: Free(vtag®).

O ooy O Ul WN

Challenge phase:

10: DrawTag (Krpy) between 2 tags — vtag".

11: Launch — 17, _

12: SendRpen-tag(*!s, Init, Kype) — 10T ' ‘

13: SendTag—Rnew(v'tag", lﬂOT) - ‘“Rg’, l+1RR, l+1R.P” H1E, "+1F.

14: SendRpey-tag (17w, HIR), IR, IR, WIE, H+1F) - +1G,
i+lH’ HlACKS.

15: SendTag-Rnew(vtag®, *1Gy, " THy H1ACKs) — H1xy, 1G,.

16: SendRyey-tag(itlm, H1xY, 1)) — HIM, H1ACK,, +1¢;.

Guessing phase:

17: Compute('x!, "X H1h(Kripe), 1 Ky pe.
i+1x//
“

i+1 ri~l+1 Tis1 ) N

18: Compare(t'x/, *1x/) — d.

If either "*1x/ = +1x” then x =e, else x = |1 —e|.
19: Output whether T (vtag®) =*1 Kpjpe

Advf‘;;”“”a k) =0<«e.
20: Output d=0.

On the one hand, the attacker computes the tag’s keys (r;, 1i;1,
h(TID), K7;p) in the (i + 1)th session using the known cryptographic
structures and the ith keys. Specifically, the common key-update
parameter of the (i 4+ 1)th keys is ix.. If the attacker computes ix,
using the monitored ith and (i + 1)th messages, then she/he can
calculate the tag output i+1x/ and the (i + 1)th keys. If the attacker
cannot compute (i + 1)th outputs and keys, she/he cannot compare
the computed value *+1x/ with the monitored *+1x/. For example,
the attacker cannot solve ix, using ix/ and n’, due to the difficulty
about the factor decomposed of great number n’. In addition, the
attacker cannot compute x = Kyjp, @ ny, @ vq using the corrupted
Kripe, since ny, and vq are random. Therefore, the attacker cannot
compute ix, using x' = x> modulo n’.

At last, the attacker cannot distinguish the target tag vtag® from
vtag® in the ith session. O

Theorem 8. The proposed CROP protocol meets backward untracebil-
ity under the Narrow-strong attacker model.

Proof. Initialization phase:
1: CreateTag(Krpg), CreateTag(Krp1).
Learning phase:

: DrawTag (Krpe) — vtag®, where e € (0, 1).

. Corrupt(vtage) — H—lh(KTIDE), l+]KTlD€’ ’+1ri, H'er_l.

SendRpew-tag(**!7r, Init, Kppe) — “10T. . ‘

: SendTag-Rpew(vtag?, +10T) — HIRY 1R, IR, H1E HIF,

: Senanew-tag("Hn, i+1R£/, i+1Rp, i+1Rp/, i+1E, i+1F) N i+1G,
i+lH’ HlACKS.

7: SendTag-Rnew(vtage, *1Gy,1H; 1ACKs) — 1xy/, 16,

8: SendRyy-tag (1, Hx/, +1Cy) — 1M, H1ACK,, 1.

9: Free(vtag®).

U W

Challenge phase:

10: DrawTag (Kypy) between two tags — vtag®.
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11: Launch — irx. ‘

12: SendRpy-tag(m, Init, Kpipx) - 0. . o
13: SendTag-Rpew(vtag®, '0T) — 'R, 'Rp, 'Ry, 'Ry, 'E, 'F.
14: SendRpew-tag(m, 'R/, 'Ry, Ryy. 'E, 'F) — IG, H, 'ACK;.
15: SendTag-RneW(vtag", ’C, 'H, ’ACI(S) — 'x;" , 'Co.

16: SendR;eyw-tag(m, 'x, 'Cy) — 'M, 'ACKy, 'Cy.

Guessing phase:

17: Compute('x), "X/, 1 h(Kripe), t  Krppe, 15, Hriq) — X!
18: Compare(ix/, ix!/) — d,
If either ix/ = ix//, then x =e, else x = | 1-e|.
19: Output whether 7 (vtag *) =*1 Kyjpe.
Advin (k) = 0 < e.
20: Output d=0.

The attacker cannot compute the ith keys of the tag, even if
the attacker corrupts the (i+ 1)th keys of the tag and monitors
the (i+ 1)th sessions. Meanwhile, the attacker cannot speculate
and modify the ith output ix/ without the tag’s keys. The attacker
cannot compare the computed value ix/ with the monitored value
ix, she/he is unable to distinguish between vtagé and vtag® in the
ith session. Therefore, AdvB:“""2 (k) is negligible in k. In addition,
the proposed CROP protoccﬁ meets backward untracebility for R; 5.
Since the keys r;,, of R;, are encrypted storage in cloud database,
the attacker, R; and R;,; cannot be obtained r;,,. O

Theorem 9. The proposed CROP protocol achieves the forward untra-
cability.

Proof. If the proposed CROP protocol achieves strong forward un-
tracability, then it meets forward untracability definition, since
the attackers ability in strong forward untracability definition is
stronger than forward untracability. O

An RFID ownership transfer protocol P meets backward untrace-
ability, strong forward untraceability and forward untraceability,
for any probabilistic polynomial time adversary AB, Adv;;;”““a(k),

Adv/‘i;?”““a(k) and Advf‘;”““a (k) are negligible in k, respectively.

Theorem 10. The proposed CROP protocol is resistant to inner legit-
imate and outer illegitimate reader impersonation attacks under the
weak attacker.

Proof. The two attacks are analyzed by using three instances un-
der the weak attacker model, respectively.

(1) Resistance against the legitimate new reader impersonates
the old reader

The new reader cannot compute the same outputs as, and
deduce the key of, the old reader’s outputs (G, H) by us-
ing the communication between the old reader and the new
reader under the assumption that the old reader does not
participate in the RFID systems.

Resistance against the legitimate old reader impersonates
the new reader

The old reader monitors the inputs and outputs of the new
reader, but the old one cannot compute the same output
ACKs and the updated keys of the new reader by using the
old reader’s keys and the known messages under the as-
sumption that the new reader does not create the message
ACKs.

On the one hand, the old reader computes the entities’
keys from the monitored ith messages. Since the transmitted
messages are encrypted, the attacker cannot obtain any enti-
ties’ keys in any session. On the other hand, the attacker cor-
rupts the ith tag's keys and monitors the transmitted mes-

—
N
—

sages, she/he cannot compute the messages which are the
same as the outputs of the new reader.

Resistance against outer illegitimate reader impersonation
attack

In order to prevent the attacker from modifying the mes-
sages and achieve the data integrity of the transmitted infor-
mation, each output has a corresponding verification mes-
sage. Specifically verification messages contain the transmit-
ted information and the unknown tag’s key. In other words,
the attacker cannot construct legal validation messages un-
der the weak model. O

—
w
~—

Theorem 11. The proposed CROP protocol resists replay attacks and
tracing attacks under the weak attacker model.

Proof. For the modified Cy, the tag’s output x”/ must be different in
each section, since nr, and v, are changed. In addition, the verifi-
cation message Cy also becomes quite uncertain, because the mes-
sages (n, X'/, nr) are changed. This analysis is also applied to the
reader’s outputs. There is no fixed relationship among the different
information in different sessions. Thus, the scheme resists tracing
attacks and replay attacks. O

Theorem 12. The proposed CROP protocol resists tag impersonation
attacks and desynchronization attacks under the weak attacker model.

Proof. The desynchronization attacks are analyzed by using three
cases under the weak attacker model, respectively.

(1) The attacker prompts the reader to update the tag’s keys

twice after the tag impersonation attack, but the tag does
not update its keys.
Due to the modification of message X"’ in our improved
scheme, it is quite difficult for an attacker to forge the vali-
dation message Cyqqy- It means that the attacker cannot eas-
ily produce a set of fake information from the tag that can
be verified by the reader.

(2) When the modified outputs of the reader are verified by the
tag, then the reader normally updates the tag keys and the
tag updates its keys using the wrong parameters.

Theorem 10 has proved that the reader impersonation at-
tacks are impossible, so the desynchronization attacks fail in
the proposed protocol.

(3) The attacker prevents the reader from updating the tag keys,

and allows the tag to update its keys.
The designed protocol adapts the reader to update the tag
keys before the tag updates its key. Therefore, the desyn-
chronization attacks cannot exist in this situation. Ulti-
mately, the improved scheme can prevent the system from
desynchronization attacks and tag impersonation attacks.

O
Theorem 13. The proposed CROP protocol meets database security.

Proof. The requirements of database security are introduced as
follow. Firstly, the keys of the tag and the reader are stored and
transmitted in ciphertext. Secondly, the inputs and outputs of the
database are transferred in encrypted form. For example, the en-
crypted messages and hashed data are listed in the EHT, and the
decryption is not executed by the cloud but by the readers them-
selves. Therefore, any keys of tags and readers are not revealed by
the malicious or compromised cloud and reader. [
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Table 3
Comparisons of the security, privacy and performance properties.

Protocols [3] [16] [17] [18] [9] Ours
Security S1 NO YES YES YES YES YES
and privacy S2 NO NO NO NO NO YES
properties S3 NO YES YES NO NO YES

S4 YES YES YES NO NO YES
S5 NO YES YES NO NO YES
S6 - - - NO NO YES
S7 NO YES YES YES YES YES
S8 NO NO NO NO NO YES
S9 NO NO NO NO NO YES
S10  YES NO NO NO NO YES
Performance  PR1  4H 4H + 3M  3M 2M +2C  3M 2H + 3M
properties PR2 31 4/4 4/8 4/5 4/5 4/4
PR3 0O(1) 0(4) 0(4) O(n) O(n) 0O(1)
PR4  YES NO NO NO NO YES
PR5  YES NO NO NO NO YES
PR6 NO NO NO YES YES NO

S1: Replay attack resistance; S2: Traceability attack resistance; S3: Tag impersonation
attack resistance; S4: Desynchronization attack resistance; S5: Outer illegitimate reader
impersonation attack resistance; S6: Inner legitimate reader impersonation attack re-
sistance; S7: Backward untracebility; S8: Strong forward untracebility; S9: Forward un-
tracebility; S10: Database security. PR1: Computation (T); PR2: Storage space (T/R); PR3:
Scalability; PR4: Pervasive (ubiquitous) authentication. PR5: Off-line authentication; PR6:
Conforming to EPCC1G2. H: Hash function; C: Cyclic Redundancy Code; M: Mod.

This paper provides a brief overview of these formal definitions
to analyze the proposed CROP protocol. In order to prove that the
proposed CROP protocol meets private requirements, the formal
analysis methods are applied by using the RFID privacy model. In
addition, the proof results show that the proposed protocol meets
the reader and tag impersonation attack resistance, desynchroniza-
tion attack resistance, replay attack resistance, tracing attack resis-
tance, and database security.

6.2. Performance and applicability analysis

A. Computation cost and storage space

In the proposed CROP protocol, the mobile readers perform the
operations such as encryption, decryption, data storing and search-
ing assignments, meanwhile the cloud supports the keys-update
and distributes mobile readers’ keys.

However, the tag only supports Chinese Remainder Theorem
encryption, due to the use of EHT which protects the privacy of
new reader R;,, against old reader R;, the current reader R;,; and
the cloud. In addition, the tag reduces the storage space, since it
does not need to decrypt p’ and ¢/, and does not store the key n’
of the new reader. The current reader R; stores t; rather than n,
which reduces the storage space. Furthermore, the readers are re-
quired to support Chinese Remainder Theorem encryption and de-
cryption due to the use of EHT which keeps client’s privacy from
being revealed to the cloud.

B. Scalability

The computational complexity (scalability) is that a tag is iden-
tified by a verifier (mobile reader or cloud). The new reader is
able to find the matched tag’s record using r; with scalability O(1),
since H(h(TID)||Krpc|l1;) and H(h(TID)||KTIDy||r;;1) as two indexes
are created by an old reader and by a new reader, then are sent to
a cloud. The tag reads the keys of R;, from the EHT with compu-
tational complexity O(1)in the ith session. However, the scalability
of the schemes [16,17] is O(4). The reason is that a solution ex-
ists for x/ = x* mod n’, there are the four possible solutions (x’,
x) according to the Chinese Remainder theorem, only one of those
would be a quadratic residue modulo n’ satisfying x'= x2 mod n’.

C. Off-line authentication and online update

An off-line reader authenticates tags without connecting to a
cloud. In this way, the method improves the efficiency of the sys-
tem verification and saves verification time. However, in order to
prevent the old and the new reader from obtaining the key of R;,,,
the shared key between tag and reader R;,, is updated online in
the cloud database.

D. Ubiquitous (pervasive) authentication

The proposed CROP protocol utilizes Cloud computing to exe-
cute ubiquitous (pervasive) authentication by mobile readers wher-
ever and whenever, provided that the login user’s identity (r;)
is constantly changing. Therefore, the proposed CROP protocol is
ubiquitous.

6.3. Evaluations and comparisons

The proposed CROP protocol compares with related schemes
and is evaluated in terms of the security, privacy and performance
properties. The comparisons of the security, privacy and perfor-
mance properties are listed in Table 3.

According to the above comparisons, the proposed scheme is
middleweight and low-cost to support PRNG and hash functions.
It is not necessary to analyze the schemes [3,16,17] which are not
OT protocols in term of the inner legitimate reader impersonation
attack. Compared to other schemes, the proposed scheme’s advan-
tages lie in:

(1) The proposed scheme is resistant against replaying, tracing
and desynchronization attack and achieves the untraceability
properties in the Section 6.1.

(2) The proposed scheme is scalable and offers the ubiquitous
and off-line authentication service when it is applied to the
large-scale and low-cost applications in Section 6.2.

It means that the proposed CROP protocol is scalable in the
large-scale application with a huge number of tags. Thus, the pri-
vacy properties of tags and readers are required to be protected
against the attackers and the cloud provider. Therefore, the privacy
requirements of different readers are achieved in the ownership
transfer process.
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7. Conclusions

Existing RFID protocols are inapplicable to ownership transfer
and cloud-based applications, since they do not meet the primary
requirements. Moreover, in order to support mobile, remote and
cloud-platform data access, the proposed CROP scheme integrates
cloud service and quadratic residue mechanisms to provide back-
ward untraceablity, forward untraceablity and strong forward un-
traceablity properties. The ownership transfer scheme in the cloud
platform is expected to be applied in a variety of applications. In
the future, we will optimize the performance (authentication effi-
ciency) by reducing the number of hash computations in the DB,
integrate more practical features for supply chain management,
and explore the simulation of the real experiment. The open issues
include energy-efficient data processing in supply chain manage-
ment, software infrastructures for supporting IoT and interaction
models for hand-held and mobile devices.
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