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a b s t r a c t

This article presents a novel method providing reliable data links for low-power wireless personal area net-

works. The method implements a dynamic frame formation using hamming-codes. The formation process

is made in an optimum way to obtain high throughput while questioning channel condition in the network.

A cross-layer interaction is utilized to get noise resilient link layer operations. This interaction is achieved

by querying the value of bit error rate from the physical layer. The method is adapted to be used in low-

power and low-rate wireless networks based on IEEE 802.15.4 protocol. Performance metrics are evaluated

through extensive Monte Carlo simulations and its success is compared to IEEE 802.15.4 and IEEE 802.15.4g

protocol outputs. The simulations are made over various communication types using high traffic loads. In all

our experiments, the proposed method substantially increases communication throughput, reduces energy

consumption, and increases network life-time.

© 2015 Elsevier B.V. All rights reserved.
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. Introduction

Low-power, low-rate wireless communications have received a lot

f attention in the recent years. This type of communications has

wide range of application areas including Wireless Personal Area

etworks (WPANs), Wireless Sensor Networks (WSNs), and various

ndustrial control systems. Although these systems need low-power

nd low-cost hardware while presenting higher flexibility, a number

f physical factors influence the communication efficiency. These fac-

ors include limited communication range, vulnerability to environ-

ental noise signals, and higher signal fading for mobile communi-

ations. All of these factors cause unreliable links which eventually

egrade the system performance.

Forward Error Correction (FEC) and Direct-Sequence Spread Spec-

rum (DSSS) methods are commonly used in wireless communica-

ions. The first one provides error control in data transmission over

oisy communication channels. However, the second one utilizes

preading techniques for the purposes of establishment of a secure

ommunication, increasing resistance to natural interference, and en-

ironmental noise. DSSS is also used to provide multiple communica-

ions over a single channel by Code Division Multiple Access (CDMA).

oth of the methods improve the link reliability by means of redun-

ant information in the original data. By means of FEC, this redun-

ancy helps receiver nodes correct erroneous bits. On the other hand,
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SSS utilizes this redundancy to provide more robust communica-

ions in noisy environments. A binary data string, received by radio

ircuitry, may have erroneous bits caused by noise signals. Bit er-

or rate gives information about the amount of erroneous bits in the

tring. FEC and DSSS methods are characterized by their code ratios,

nd spreading factors, respectively. It is desired to get high perfor-

ance while using little redundancy data which means providing big

ode ratio and small spreading factor [1].

IEEE 802.15.4 is a commonly used protocol in WPANs, WSNs, and

ndustrial control systems [2,3]. The protocol can be used with 6LoW-

AN [4] and upper-layer internet protocols to build wireless embed-

ed internet. It is organised to be operated in low-power, low-rate

ommunications in noisy environments. Its initial version (named as

EEE 802.15.4) uses DSSS process which encodes 4-bits messages to

2-bits strings as chip sequences on transmission, and decodes vice

ersa on reception. The mechanism has a spreading factor of 32/4 =
, and provides a high noise resilient message transmission process.

new version of IEEE 802.15.4 (named as IEEE 802.15.4g-2012) uses

oth FEC and DSSS processes which provide an improved noise re-

ilient operation. A large number of analytical and simulation stud-

es have been made on the performance of IEEE 802.15.4 protocol.

detailed research on the performance analysis is made by Misic

t al. [5]. This analysis includes the performance results on Media

ccess Control (MAC) related parameters such as packet transmis-

ion and loss rate. It is modelled by probability based functions and

he results are illustrated thoroughly. Although their paper presents a

etailed information about the protocol performance, there is no re-

earch on the effect of different FEC coding strategies. Zhu et al. made
low-power wireless personal area networks, Computer Communi-
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Table 1

Performance analysis in the references.

Analysis [3] [4] [5] [6] [7] [8] [9] [10] [11]

PHY layer – – � � � � � – –

MAC layer � � � � – – – � –

Cross-layer operation – – – – – – – � �
Mobile conditions – – – – – – – – –

BCH coding – – – – � – – – –

LDPC coding – – – – – � � – –

IEEE 802.15.4 coding – � � � – – – – –

IEEE 802.15.4g coding � – – – – – – – –
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another investigation about the protocol performance [6]. However,

their study deals with only unsaturated network traffic without con-

sidering the effect of FEC coding. Shen and Abedi introduced a new

method about using Bose, Chaudhuri, and Hocquenghem (BCH) cod-

ing [7]. They analysed the effect of BCH coding as a FEC strategy on

bit error rate performance. Their paper covers only physical layer

operations, and MAC related co-operations are not studied to im-

prove the link-layer performance. A different code adaptation scheme

which employs LDPC (Low-Density Parity-Check) codes is proposed

in [8]. This study aims an energy efficient communication in WSNs

by reducing bit errors. A similar study [9] is made about LDPC cod-

ing for Wireless Body Area Networks (WBANs). However, these stud-

ies have no research on the effect of dynamically changing bit error

rates which occur at mobile conditions at run-time. They deal with

only physical layer performance issues by lowering bit error rates. No

link layer performance issue is evaluated, and no cross-layer cooper-

ation is established. To address the performance issues on link layer

protocols using cross-layer cooperation, several proposals have been

made as in [10,11]. Although these proposals provide strong schedul-

ing mechanisms, flow controls, and clock synchronizations, no re-

search has been made to analyse the effect of noise signals on the link

layer performance. Table 1 gives a brief comparison to summarize the

related work. Various coding methods are used by the references in

the table including IEEE 802.15.4 PHY, IEEE 802.15.4g PHY, BCH(15,7)

and LDPC coding. The first coding method, IEEE 802.15.4 PHY, has

a common usage in both of research and industrial purposes [4–6].

However, an improved version of this method, IEEE 802.15.4g PHY [3],

is developed to enhance and add functionality to the IEEE 802.15.4

PHY and MAC to better support the industrial markets. Performance

improvement by this new coding method is analysed in Section 5. In

order to decrease bit error rate, other PHY coding methods such as

BCH and LDPC are used by authors of [7–9]. Although they utilized

IEEE 802.15.4 MAC functionalities, coding with BCH and LDPC meth-

ods is achieved instead of standard IEEE 802.15.4 PHY coding. They

focused on developing hardware components and their complexity

issues. Although, they made performance analysis about bit error

rate in PHY layer, they included no link layer analysis. Other studies

such as in [10,11] propose upper-layer communication methods using

multi-hop data transfer. Although, these methods offer suitable solu-

tions for IEEE 802.15.4 based networks (specifically highly populated

networks as in WSNs), their applications are unavailable for a single

hop local area networks such as WPANs.

With regards to cross-layer techniques, queries about link quality

and bit errors provide a valuable information to adapt the parame-

ters of error correcting methods and link layer algorithms. This cross-

layer approach improves link performance in respect of data through-

put and packet delivery ratio. In this work, we are motivated by the

observation that mobile condition (changes in the communicating

distance) leads changes in received signal strength and bit error rate.

It is possible to organize MAC frames to get a better performance for

this kind of dynamic topology. Such an approach makes it possible

to design more resilient communication scheme for noisy environ-

ments. More specifically, we propose a novel cross-layer mechanism
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for
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f physical to/from link layer for low-rate, low-power devices in mo-

ile conditions. To the best of our knowledge, it is the first time that

rganizing MAC frames for low-power WPANs according to different

alues of bit error rate. The novelty and contributions presented in

his paper are summarized as follows:

• A cross-layer method for MAC frame organization is proposed.

This organization provides a highly noise resilient data commu-

nication scheme.

• An adaptive link-layer operation is proposed for mobile condi-

tions.

• A more robust communication scheme is made providing energy

efficient operations for battery powered LR-WPAN networks.

This paper is divided into six sections: in Section 2, IEEE 802.15.4

nd IEEE 802.15.4g protocols are given in brief. Sections 3 and 4 ex-

lain our model by introducing its MAC frame organization and wire-

ess operation. Section 5 includes experimental results to illustrate

he model performance, and finally Section 6 concludes the paper.

. IEEE 802.15.4 and IEEE 802.15.4g protocols

IEEE 802.15.4 and IEEE 802.15.4g protocols provide PHY and link

ayer functionality for WPANs. These protocols are standardized by

EEE P802.15 Working Group. IEEE 802.15.4 is an initial version of low-

ate WPAN protocol family and IEEE 802.15.4g is a specialized version

f its counterpart developed in 2003 and 2012, respectively.

PHY layers of IEEE 802.15.4 and IEEE 802.15.4g operate in many

ifferent frequency ranges. Operation in 2450 MHz is a popular range

or these protocols that offers 2 Mchip/s transmission capability by

ffset Quadrature Phase-Shift Keying (O-QPSK) modulation. 16 com-

unication channels are available for this range and each channel

as 5 MHz wide. Each packet in 2450 MHz operation begins with a

reamble sequence (PRE), Synchronization header (SYN), and a PHY

eader. These fields are followed by a variable length of payload. The

engths are limited to 127 octets for IEEE 802.15.4 and 2047 octets

or IEEE 802.15.4g. Because an IPv6 packet has a minimum of 1280

ctets, an adaptation protocol of 6LoWPAN is used for IEEE 802.15.4 to

nable IPv6 internet usage [12]. Apart from frame lengths, other dif-

erences between IEEE 802.15.4 and IEEE 802.15.4g rely on PHY layer.

he alternate PHYs of IEEE 802.15.4g support outdoor, low-rate, smart

etering utility network (SUN) applications under multiple regula-

ory domains. The SUN PHYs include multi-rate and multi-regional

requency shift keying (MR-FSK), multi-rate and multi-regional or-

hogonal frequency division multiplexing (MR-OFDM), and multi-

ate and multi-regional offset quadrature phase-shift keying (MR-

-QPSK) modulations. The PHY layer of SUN supports multiple data

ates in bands ranging from 169 MHz to 2450 MHz. While DSSS opera-

ion is compulsory in IEEE 802.15.4, it is optional in IEEE 802.15.4g ac-

ording to the option of packet type. Although SHR and PHR fields are

ransmitted by means of DSSS operations, PSDU field can be transmit-

ed in three ways in IEEE 802.15.4g using mode 0, mode 1, or mode 2

s shown in Fig. 1. As seen from the figure, mode 2 has no DSSS opera-

ion. Transmissions of PHR and PSDU fields are also exposed to an FEC
low-power wireless personal area networks, Computer Communi-
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Fig. 1. IEEE 802.15.4g PSDU transmission modes [3].
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Fig. 2. Channel access flowchart of the protocols.
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peration with a rate of 1/2 convolutional coding using the generator

olynomials given by G0 and G1 in Eq. (1). Bit differential encoding

BDE) operation is an optional operation according to transmission

ode as described in Eq. (2) where R(n), E(n), and E(n − 1) denote

he raw bit being encoded, corresponding differentially encoded bit,

nd the previous differential encoded bit, respectively. This equation

imply makes a modulo-2 operation of raw bit with the previous en-

oded bit. Although IEEE 802.15.4g has options for DSSS, FEC, and BDE

perations, IEEE 802.15.4 has no utility for FEC and BDE operations.

0(x) = 1 + x2 + x3 + x5 + x6,

1(x) = 1 + x + x2 + x3 + x6. (1)

(n) = R(n) ⊕ E(n − 1). (2)

In IEEE 802.15.4 and IEEE 802.15.4g, CSMA/CA algorithm is used

o access physical medium for unslotted operations. The flowchart of

he operation is given in Fig. 2. As a first step of the transmission, NB

number of trials to access to the channel) and BE (back-off exponent)

re set to 0 and macMinBE (minimum back-off period), respectively.

fter a random number of back-off periods in (2BE–1) slots, channel

ondition is evaluated for the transmission. If it is sensed as idle for

wo subsequent access’, the packet is issued to transmission process.

fter receiving the packet successfully, destination node transmits

n acknowledgement packet (ACK). If the channel is sensed busy be-

ore the transmission, then NB is incremented by 1. This process can

e repeated at most M (defined as macMaxCSMABackoffs) times. Af-

er an ACK is received in MacAckWaitDuration then the transmission

s considered as being successful. Otherwise, transmission process

s restarted. Default parameter values of NB, BE, macMinBE, M, and

acAckWaitDuration are given in related protocol specifications [2,3].

.1. FEC and DSSS methods used in IEEE 802.15.4 and IEEE 802.15.4g

rotocols

Initial version of IEEE 802.15.4 protocol uses only a DSSS method.

owever, current version of the protocol utilises both of these meth-

ds. Data rate of an IEEE 802.15.4 compliant device is limited with

ts hardware capability. This limit is defined as 2 Mchip/s in proto-

ol specifications [2,3]. In the paper, the notation of “ chip/s” is used

o express transmission rate after coding (by FEC) and spreading (by

SSS) as processes are switched to PHY layer operations. Data rate

s not only constrained by transceiver hardware but also by FEC and

SSS methods. The ratio of input bits to output bits of a FEC method

s called as code rate. Since, output of the device is limited with

Mchip/s, a FEC method with 1/2 code rate causes data rate to de-

rease to 1 Mbit/s. Spreading factor of a DSSS method has also a sim-

lar effect. Initial version of IEEE 802.15.4 protocol uses a spreading

actor of 8 owing to DSSS(32,4) which decreases the rate to 250 kbit/s

ith 2 Mchip/s transceiver hardware. However, IEEE 802.15.4g pro-

ocol does not use any DSSS method for the transmission of frame
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for

cations (2015), http://dx.doi.org/10.1016/j.comcom.2015.11.001
eader. It utilise DSSS(8,4) for transmission of PSDU field in the frame

ith spreading factor 2, and a FEC method with 1/2 code rate which

ecreases the rate to 500 Kbit/s as defined in [3].

. A proposal for Adaptive Data Link Layer operations

A mechanism for Adaptive Data Link Layer (ADLL) operations can

mprove the link layer performance over noisy channels. In our pro-

osal, it is aimed to get efficient wireless operations for low-rate and

ow-power communications. For the purpose of PHY layer compli-

nce, the same configuration and control fields are used as in IEEE

02.15.4g. The fields include seven PHY and MAC headers and 32-

its cyclic redundancy check (CRC) trailer for 2.4 GHz MR-O-QPSK

perations in short addressing without coordinator mode. Header

ontrol fields and their lengths are given in Table 2. Payload is
low-power wireless personal area networks, Computer Communi-
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Fig. 3. Transferring data blocks.

Table 2

Header fields.

Name Description Length

PRE Preamble bits 56-bits

SDF Start of frame delimiter 16-bits

PHR PHY header 24-bits

FCF Frame control field 16-bits

SEQ Sequnce number 8-bits

DADR Destination address 16-bits

SADR Source address 16-bits

LQ Link quality 16-bits

CRC Cyclic redundancy check 32-bits

Fig. 4. Data blocks and their contents.
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appended just after the header fields as shown in Fig. 3. In gen-

eral frame, MAC header fields (FCF, SEQ, DADR, SADR) are included

in data blocks as well as MAC payload. ADLL uses the same FEC

and DSSS methods for the PHY header control fields (PRE, SDF, and

PHR). However, it uses a different error correction mechanism for

MAC fields (which are composed of data blocks). This mechanism

utilizes hamming codes. It splits MAC header and payload into m

data blocks (each of them includes n hamming codes). Any single

error in these codes can be corrected by means of hamming de-

coder. These corrections provide no data retransmission procedure.

Only erroneous data blocks (whose IDs are placed in ACK frame)

are retransmitted. Acknowledge frame includes the same header

fields as general data frames. It also includes the field of LQ, er-

roneous block IDs (〈bi〉), and a CRC field. These fields are not is-

sued in IEEE 802.15.4g. However, ADLL utilizes the field of payload

(named as EACK) of IEEE 802.15.4g to place LQ, 〈bi〉, and CRC fields.

The frames are formatted as illustrated in Fig. 3. Error detection

process for header fields is made by means of CRC field. Erroneous

blocks, that cannot be corrected by hamming decoder in complete,

are detected by their individual CRC fields. IDs of these blocks consti-

tute of 〈bi〉. The size of blocks is adjusted to an optimum value by

Algorithm 1 as explained in Section 4. The algorithm searches the

Algorithm 1 Calculate the optimum sizes of blocks.

bitErrorRates ← linearly distributed n values in [0, 0.5]

for all i such that 1 ≤ i ≤ n do

ρ ← bitErrorRatesi maxRatei ← 0

for all j such that 1 ≤ j ≤ m do

ratei j ← 4
7 · j

j+s
· (1 − ρ)s · [(1 − ρ)7 + 7 · ρ · (1 − ρ)6] j

if maxRatei < ratei j then

maxRatei ← ratei j

optimumNumberi ← j

end if

end for

end for
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for

cations (2015), http://dx.doi.org/10.1016/j.comcom.2015.11.001
ptimum data size in the range of [1, 32] bytes. The CRC’s attached

o the blocks are calculated by CRC-8 algorithm.

The field of FCF contains information about the frame type and

ontrol flags as used in IEEE 802.15.4g. Although the same control

onfiguration can be used with ADLL, some exceptions are in issue.

he first exception is that its addressing method supports only 16-bits

dentification. The second exception resides on the spreading process.

n contrast to IEEE 802.15.4g operations, ADLL does not utilize any

preading method.

Data blocks are considered as sub-blocks of a frame which is split

nto m parts numbered from b1 to bm as given in Fig. 4. At the begin-

ing of the transmission, n (the number of codes) is set to minimum

alue (which is 1). After getting ACK messages, this value is set to an

ptimum value obtained by data link layer calculations. These calcu-

ations are made according the value of LQ field of ACK. This field is

pdated by the destination node and includes the value of link qual-

ty. This quality value is calculated by the inverse ratio of bit error

ate and scaled to the nearest integer value in [0,255]. Bit error rate is

ueried from PHY layer where data link and PHY layer interaction is

valuated as a cross-layer operation.

. ADLL operation in wireless networks

As discussed in Section 2.1, FEC and DSSS methods can correct er-

ors using code redundancy. Code ratio of a FEC method gives infor-

ation about the inverse ratio of the redundancy level, where it is

iven by the ratio of input bits to output bits. However, redundancy

evel of a DSSS is expressed by its spreading factor where it is given by

he ratio of output bits to input bits. For a given chip rate (2 Mchip/s

or IEEE 802.15.4 based devices), data rate is found by Eq. (3) where

, c, ω, and f represent data rate, code rate, spreading factor, and chip

ate (supported by the transceiver hardware), respectively,

= c · 1 · f . (3)
low-power wireless personal area networks, Computer Communi-
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Table 3

Data rates of IEEE 802.15.4g PHY fields.

PHY field c ω t

SHR – 128 (1/128) · f

PHR 1/2 32 (1/64) · f

PSDU 1/2 2 (1/4) · f

Table 4

Data rates of IEEE 802.15.4 PHY fields.

PHY field c ω t

SHR, PHR, and PSDU – 8 (1/8) · f

Table 5

Data-bits and corresponding hamming codes (LSB first).

Data-bits Hamming codes Data-bits Hamming codes

0000 0000000 0001 1010001

1000 1101000 1001 0111001

0100 0110100 0101 1100101

1100 1011100 1101 0001101

0010 1110010 0011 0100011

1010 0011010 1011 1001011

0110 1000110 0111 0010111

1110 0101110 1111 1111111
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Fig. 5. State diagram of the proposed link layer algorithm.

Table 6

Operation steps of the states.

Name Operation steps

S0 Receive frame, check PHR field, decode addresses,

and check if it matches to DADR

S1 Receive data blocks, decode them (using hamming

decoder), calculate block CRCs and check them,

identify erroneous blocks, and get their ID’s to

form 〈bi〉
S3 Send acknowledge frame, forward decoded data

(possibly corrected) to upper layer, and return

to state S0
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ADLL uses the same FEC and DSSS processes as in IEEE 802.15.4g

or header transmission. Bits of SHR (synchronization header) and

HR(PHY header) are coded/spread in a way that results f/128 and

/64 data rate as given in Table 3 where PSDU constitutes PHY ser-

ice data unit. Difference in ADLL’s operational behaviour relies on

SDU transmission. Although IEEE 802.15.4g uses FEC with code rate

f 1/2 and DSSS with spreading factor of 2 (Table 3), ADLL uses only

EC process with code rate of 4/7. However, IEEE 802.15.4 uses only

SSS process with spreading factor of 8 as given in Table 4. Although

EEE 802.15.4 provides a robust noise resilient coding functionality,

ow data throughput is expected due to its high spreading factor.

Data in PSDU field is split to form data blocks which include ham-

ing codes with 7 code-bits and 4 data-bits in an ADLL communi-

ation. This process results the value of code rate as 4/7. Data-bits

nd their corresponding hamming codes are given in Table 5. Ham-

ing codes can detect up to 2-bit errors or correct 1-bit error. Since

hese codes achieve the highest possible code rate with their block

ength and minimum distance 3, they are called as perfect codes

13]. A tracking mechanism is achieved by the receiver to record er-

oneous data blocks. By means of this information, these blocks are

equested to be retransmitted by including their IDs in ACK field.

n IEEE 802.15.4 and IEEE 802.15.4g protocol operations, whole data

s retransmitted in case of an error. This unnecessary data traffic is

liminated by ADLL’s tracking mechanism. Data splits and erroneous

lock IDs are placed in the frames as shown in Fig. 3.

ADLL’s transmission begins with M(valued as 56 for MR-O-QPSK)

reamble bits, all zero, and 16-bits delimiter indicating frame start

hich is valued by [1110101101100010] in binary. This sequence, in-

luding preamble and delimiter bits, constitutes the field of SHR. Be-

ore transmission, two processes are applied to SHR bits. The first pro-

ess is bit differential encoding (BDE) described as in Eq. (2), and the

econd process is (N,1)-DSSS where N is valued by 128. (N,1)-DSSS bit

apping can be found in [3]. After transmission of SHR bits, 24 bits

f PHR are transmitted. PHR is also exposed to the processes of BDE

nd (N,1)-DSSS where N is valued by 32. It is also processed by FEC

efore these two operations. This FEC mechanism uses two generator

olynomials, which are given in Eq. (1) resulting two outputs per one

nput. These transmission procedures for SHR and PHR are the same

s in IEEE 802.15.4g.
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for
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Payload data is transmitted in PSDU field. In IEEE 802.15.4g, this

eld is firstly processed by FEC mechanism explained above, then in-

erleaved to take a preventive measure for bursty errors, and finally

rocessed by (N,4)-DSSS where N is valued by 32. However, ADLL uses

different kind of FEC mechanism illustrated in Fig. 4, and no DSSS

rocess. The FEC mechanism works in an adaptive manner by adjust-

ng the values of m and n at run-time. However, the same interleaver

rocess is used as in IEEE 802.15.4g.

To analyse the effect of block sizes, let ζ denote the probability of

etting erroneous code that cannot be corrected. Due to the fact that

hamming decoder of 7 code and 4 data bits can correct 1 possible

rroneous bit, a successful transmission of 7-bits hamming code can

e seen at the probability value which is calculated by Eq. (4). This

quation states that success of probability is the probability of that

even bits are correct or only one bit is erroneous,

= (1 − ρ)7 + 7 · ρ · (1 − ρ)6. (4)

Consider a block with the parameters of n (number of codes) and

(number of CRC bits), then Eq. (5) states the probability of providing

rror-free transmission for a block,

= (1 − ρ)s · ζ n,

= (1 − ρ)s · [(1 − ρ)7 + 7 · ρ · (1 − ρ)6]n. (5)

Then, transfer rate (the ratio of successfully received data bits) is

alculated by Eq. (6). The factor of 4/7 is used because 7-bits hamming

ode includes 4-bits message data. Since n bits data is accompanied

y s bits CRC, the ratio of n/(n + s) is another factor included in the

quation,

= 4

7
· n

n + s
· P (6)

Because the number of n has influence on the probability of block

rrors as seen in Eq. (5), it is essential to find the optimum value of n.

or a given set of ρ , the best value of n for each value of ρ can be found

y a searching method. The algorithm, used to find the best number,

s given in Algorithm 1. In the algorithm, optimum block sizes are

alculated for a set of bit error rates. Results are obtained in the array

f optimumNumber including optimum numbers of hamming codes

n the block, providing the best transfer ratio.

In the reception process, three states are utilized. Execution of the

tates is made conditionally. Fig. 5 shows the states and switching

onditions. Note that switching from S1 to S2, and S2 to S3 has no

ondition. Descriptions of the states are given in Table 6.
low-power wireless personal area networks, Computer Communi-
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Table 7

Coefficients of the function.

Function a0 a1 R-square (%)

Eq. (8) 4.06 · 10−2 1.26 · 10−3 99

Fig. 6. Optimum number of codes.
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4.1. Deriving a light-weight function for the optimum block size

Transmission with minimal error is an important factor on the

quality of link layer operation. To provide successful transmissions

at a high rate, ADLL searches for the optimum value of n. This value

is defined as optimumNumber in Algorithm 1. For a given ρ value in

the range of [0,0.5], this optimum value can be found by Algorithm 1.

However, the search process employed by the algorithm brings a high

degree of complexity including many iterations of calculations using

Eq. (6). Such a complexity can cause some implementation problems

for low-power WPANs having limited processor capabilities and low-

capacity memories.

A real-time function in a low complexity manner can produce the

optimum value of n. Since this process is executed in a single step,

it is expected that run-time is decreased considerably. In this sense,

the function given in Eq. (7) can be used to obtain the value of n for a

given ρ . The function is characterized by its parameter set given as �a.

n = f (�a, ρ). (7)

Algorithm 1 utilizes the outputs of the function given by Eq. (7).

It is used to get �a by means of an interpolation method. In order

to obtain a functional fit through the data obtained by the algo-

rithm, the sum of the squares of the differences between the ac-

tual data and function fit is evaluated. This evaluation is made by a

popular optimization method named Levenberg–Marquardt [14]. Al-

though several other optimization methods can offer similar results,

Levenberg–Marquardt method is preferred due to its fast conver-

gence characteristic.

ADLL uses this fit in real-time to adjust its block sizes given in

Fig. 4 to an optimum level. It is not possible to observe ρ as stable in

a mobile environment, since the channel has varying signal to noise

ratio according to the changes in communication distances. So, it is

required to adjust the sizes according to the current channel condi-

tion. The steps for the adjusting process are below:

Step 1. Query the current value of ρ from PHY layer.

Step 2. Calculate the value of n using Eq. (7).

Step 3. Adjust block sizes to n.

The usage of the method and the process of the functional fit thor-

ough the experimental data are described in Section 5.

4.2. Suitability of ADLL for IPv6

IP connectivity with IPv6 over low-power WPANs allows elec-

tronic devices with low-power and limited hardware to connect to

internet. Since low-power WPAN devices use transmission signals at

low strengths, transmitted packets are more vulnerable to noise sig-

nals. Moreover, frame error rate is observed at high values for larger

frame sizes, since a large packet is more prone to errors than the

smaller one. Therefore, initial versions of IEEE 802.15.4 protocol use

127 octets of maximum frame size which is relatively too smaller than

the sizes of other IEEE wireless communication protocols. Transmis-

sions of IPv6 Packets over IEEE 802.15.4 networks using 127 octets

are made by 6LoWPAN standard [12]. This standard proposed by IETF

to be used for internet connection of networks using low powered

devices. Each device in this type of networks uses short range trans-

missions. A compression mechanism is introduced in the standard to

reduce the overhead of IPv6 headers [15]. A fragmentation process

is also provided by the standard. This is because an IEEE 802.15.4-

2003 frame can get a maximum size of 127 octets (including 102 data

octets). Although IEEE 802.15.4-2003 requires segmentation and re-

assembly operations for 6LoWPAN, there is no need to achieve these

operations for IEEE 802.15.4g and ADLL protocols. Because their frame

lengths can easily be adapted to 1280 octets which is required mini-

mum frame size for IPv6 packets.
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Mobile communications are common in a large number of 6LoW-

AN applications. Therefore, it is essential to maintain IP connectiv-

ty in mobile conditions. Mobility is the main factor causing signal

trength to be changed according to communication distance. The

hange in the strength eventually results different ρ values. The qual-

ty of wireless communication is highly dependent on the value of ρ .

herefore, the mobility is the key factor effecting the performance of

PAN internet connections. ADLL can offer a superior success at this

oint than its counterparts. ADLL also offers a significant amount of

verhead elimination for the adaptation layer of 6LoWPAN as well

s IEEE 802.15.4g. This overhead is unavoidable for IEEE 802.15.4

ommunications. Such an overhead of segmentation at transmission

tage, and reassembly at reception stage may cause long execution

imes for low-power devices with limited processor capability and

emory capacity.

. Performance results

The results presented in this section are experimentally obtained

y running the scenarios 50 times providing 95% confidence interval

hich indicates the reliability of our measurements. We utilized a

arallel discrete model providing continuous data transferring, which

s developed in Octave.

In order to obtain optimum block sizes for the current environ-

ental condition (with bit error rate of ρ), Algorithm 1 is used. How-

ver, it is a time consuming job for a real time process. Therefore, a

ighter equivalent real time function is derived by means of curve fit-

ing. Polynomial functions are among the most frequently used em-

irical models. However, they have poor interpolation properties, and

igh-degree polynomials cause oscillations between fit values. High-

egree polynomials also require long processing times that is not

uitable for real-time systems. Rational function models offer moder-

tely simple forms. They accommodate much wider range of shapes

han do the polynomials. They can often be used for modelling with

ower degrees and fewer coefficients compared to the polynomial

odels [16]. Therefore, we prefer to use a light version of rational

unction.

Curve fitting process is made by a first degree rational function

hich is given in Eq. (8). The simplicity of this function offers a fast

alculation. The process is made according to the steps explained in

ection 4.1. After this process, coefficients of the function are ob-

ained where the values of them are given in Table 7. Fig. 6 shows

he results of theoretical (by Eq. (5)), experimental (by Monte Carlo
low-power wireless personal area networks, Computer Communi-
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Fig. 7. Wireless personal area network used in the simulations.

Fig. 8. A BSC process.
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achine), and rational fit function of degree 1,

f = a0/(a1 + x). (8)

From the figure, it is seen that fit function closely follows the ex-

erimental and theoretical data. It successfully fitted with suitability

egree of 99% (R-square).

The performance results of the protocols in a WPAN are obtained

sing an example network given in Fig. 7. This WPAN area includes

wireless router and a number of nodes representing wireless hosts

uch as mobile devices and internet of things. They are initially placed

n random in a fixed area of (10 m × 10 m), and a single base located in

he middle (5 m × 5 m). For performance measurements, authors of

12] and [5], assumed the number of nodes (denoted as n) as 10, and

arious values from 5 to 50, respectively. In our experimental sce-

ario, this number is assumed as 5, 10, and 50 for small, moderate,

nd dense WPANs, respectively.

Binary Symmetric Channels (BSCs) are used in our experiments as

ireless channels for physical-layer operations as in [17]. According

o BSC model, each bit in a frame has the same probability (ρ) to be

orrupted. This probability has no dependency on its previous values

nd previous erroneous situations. This process is simply illustrated
Fig. 9. Transmit energ
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n Fig. 8. The choice of BSC is not required for our model but it sim-

lifies performance analysis of the proposed link-layer method. Link-

ayer setup parameters are used as specified by their default values

n [2,3]. These values are given in Table 8. Simulation setup also uti-

izes chip specific parameters (ADF7241) to follow a realistic setting

18]. The values of these parameters are given in Table 9. In simula-

ions, it is assumed that every node has a capability of communicat-

ng with others. Free space radio model is used as discussed in [19],

ith energy consumption values on the receiver (ERX) and the trans-

itter (ETX). The values of ERX and ETX are experimentally found by

easuring energy consumptions for transmission and reception, us-

ng the device where its chip specific parameter values are given in

able 9. The experiment includes a transmitter and a receiver with

etup parameter values given in Table 8. The consumption values are

btained using physical-layer measurements. Output power of trans-

ission amplifier is adjusted to the minimum level which provides

nough power to keep receiver’s Link Quality Indicator (LQI) on. LQI

s referenced as the level which provides desired ρ values for 1Kbit

ata transfer. This adjustment is made for various ρ values and dis-

ances (open-air) to plot energy consumptions. Experimental data for
TX is plotted in Fig. 9 where ERX is measured as 2.75 · 10−7 Joules.

A small sized lithium battery model suitable for low-power WPAN

odes which can supply about a 100 J is used [20]. Simulations are

un until network energy is depleted to 10% which is expressed as

ormalized Energy Level (NEL) in Figs. 18–23.

The performance evaluation considers two aspects: (i) network

ife-time monitoring by observing residual energy level in the net-

ork; and (ii) total number of messages received successfully. Such

n evaluation gives information about network performances using

ifferent link layer protocols as well as their energy consumptions.

n order to get a clear demonstration of each protocol performance

or different levels of ρ , results are plotted individually. The protocols

rovide performance increase by preserving energy and maintaining

he nodes alive as much as possible. Frames are organized to be suit-

ble for IPv6 where their sizes are fixed to 127 octets for IEEE 802.15.4,

nd 1280 octets for others using 6LoWPAN. Data link layer perfor-

ance in the respect of received data size per a unit of transmission

ime (1 s) is experimentally obtained and illustrated by bar graphs

iven in Figs. 10–15. This illustration is made according to changes in

by figure by figure. In each figure, small (with 5 nodes), moderate

with 10 nodes), and dense (with 50 nodes) WPAN data throughputs

re given in bars. To evaluate the impact of changing environmen-

al conditions with variable ρ values, which is caused by mobility,

e simulated the protocol operations in terms of data transmission

ate using different channels with ρ ranging from 0% to 5% for peer

o peer communications (Fig. 16). ADLL performance improvement

n these ρ values are also given as factor values in Tables 10–12.

line graph showing changes in data throughput versus ρ for the

oderate WPAN is plotted by Fig. 17. Performance change according
y consumption.

low-power wireless personal area networks, Computer Communi-
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Table 8

Setup parameters.

Name Description Value

aMaxBE Maximum back-off exponent 5

aMaxFrameRetries Maximum number of retransmission 3

aUnitBackoffPeriod Backoff period in symbols 20

MacWaitDuration Maximum time for waiting ACK message in symbols 120

CCAPeriod Channel listening time for CCA process in symbols 8

macMaxCSMABackoffs Maximum number for channel access failure 4

macMinBE Minimum number for back-off exponent 3

f Carrier frequency 2.4 GHz

Mode MAC operating mode Contention based

Message size Size of protocol-data-unit in application-layer 1 kbit

Table 9

Chip specific parameters.

Name Description Value

MacAckDuration Transmission period for ACK message in symbols 12

PhyTXtoRXDuration Mode transfer time from transmission to reception 192 μs

PhyRXtoTXDuration Mode transfer time from reception to transmission 192 μs

PhyCCAtoTXDuration Mode transfer time from channel listening to transmission 106 μs

Fig. 10. Data gathering per second for ρ � 0.

Fig. 11. Data gathering per second for ρ = 0.01.

Fig. 12. Data gathering per second for ρ = 0.02.
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o the different ρ values is clearly seen from this figure. The perfor-

ance constantly degrades as the value of ρ gets higher. From the bar

raphs, individual WPAN performance can be analysed. Fig. 10 shows

here there is no error or very small amounts of error (ρ � 0). ADLL

erforms the best at this condition where the others follow as LDPC

oding [8], BCH Coding [7], IEEE 802.15.4g and IEEE 802.15.4. As ρ in-

reases to 0.01 and closes to 0.02 (Figs. 11 and 12), the performance of

DLL decreases sharply. As environmental noise increases to higher

evels causing ρ above 0.02 and 0.03, ADLL gets its superiority again

Figs. 12 and 13). In this condition, it is notable that the performance

f LDPC Coding [8] gets closer to ADLL. However, as ρ increases to

urther values in [0.04,0.05], the success of LDPC Coding remains far

elow from ADLL as seen from Figs. 14 and 15. Performance factors

or ADLL give a good comparison for the protocol outputs as given

n Tables 10–12. The values in the tables are given by the ratios of

uccessfully received data bits by ADLL to that of others. It is seen

rom the tables that ADLL performs about × 2 factor when ρ is near 0

nd over 0.04 for the most of its counterparts. When ρ gets values in

0.02,0.03], ADLL’s success remains near × 1.5 factor in average. How-

ver, when ρ closes to 0.01, its success falls sharply. ADLL performs
low-power wireless personal area networks, Computer Communi-
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Fig. 13. Data gathering per second for ρ = 0.03.

Fig. 14. Data gathering per second for ρ = 0.04.

Table 10

Performance factors of ADLL for the small WPAN.

ρ IEEE IEEE BCH coding LDPC coding

802.15.4 802.15.4g [7] [8]

� 0 1.99 3.82 1.31 1.14

0.01 0.81 1.51 0.69 0.66

0.02 1.09 1.39 1.34 1.17

0.03 1.59 1.28 1.96 1.09

0.04 1.85 1.35 1.79 2.12

0.05 1.79 1.06 2.63 1.99

g

I

p

f

c

n

s

h

Fig. 15. Data gathering per second for ρ = 0.05.

Table 11

Performance factors of ADLL for the moderate WPAN.

ρ IEEE IEEE BCH coding LDPC coding

802.15.4 802.15.4g [7] [8]

� 0 2.12 3.95 1.32 1.20

0.01 0.83 1.43 0.75 0.73

0.02 1.00 1.15 1.21 1.01

0.03 1.27 1.10 1.81 1.39

0.04 1.60 1.13 2.28 1.76

0.05 2.05 1.16 2.98 2.18

Table 12

Performance factors of ADLL for the dense WPAN.

ρ IEEE IEEE BCH coding LDPC coding

802.15.4 802.15.4g [7] [8]

� 0 2.03 3.88 1.35 1.18

0.01 0.87 1.44 0.78 0.77

0.02 1.08 1.19 1.34 1.16

0.03 1.38 1.23 2.02 1.32

0.04 1.61 1.16 2.33 1.66

0.05 2.00 1.19 2.98 2.22

l
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reater amount of data gathering for the most of ρ values in [0,0.5].

ts weak performance is observed when ρ is valued about 0.01. The

erformance at this level decreases considerably. However, ADLL per-

ormance for other ρ values can be reached to the value over 200%

omparing to the closest performance.

It is notable for IEEE 802.15.4 protocol that it keeps its resilience to

oise signals up to very high levels (Fig. 17). The superiority of its re-

ilience over IEEE 802.15.4g begins after 2.5% of the bit error rate. Its

igh resilience is provided by keeping its spreading factor at a high
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for
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evel which is given as 8 with DSSS(32,4). However, this level is too

igh for low ρ values causing decline in data transmission rate. This

s observed at the level of about × 0.5 factor in throughput (where

is about 0.5%). As seen from Fig. 17, it is notable that IEEE 802.15.4

as a robust response to ρ values in the given range. This robustness

s provided by its high spreading factor by DSSS(32,4). By contrast,

uch a factor causes throughput to be decreased significantly over

he whole range of ρ . On the other hand, IEEE 802.15.4g and ADLL

espond to the changes in ρ by more gradient values. This condition

s mostly observed in [0,0.02] of ρ values. However, IEEE 802.15.4 per-

orms less performance than IEEE 802.15.4g up to the value of 0.025

f ρ , and than ADLL for all the range of ρ . It is clear from the figure

hat ρ has an enormous influence on the throughput. The numerical

esults show that an appropriate frame organization with ADLL max-

mizes the mean value of throughput for a wide range of ρ .
low-power wireless personal area networks, Computer Communi-
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Fig. 16. Transmission overhead versus ρ .

Fig. 17. Throughputs of the protocols.

Fig. 18. NEL versus received data bits with ρ � 0. Fig. 19. NEL versus received data bits with ρ = 0.01.

e

I

1

i

Fig. 18 shows that no environmental noise is present or near ideal

condition is met by near zero values of ρ . Differences in data gath-

ering performances are clearly seen where network energy closes

to be emptied. ADLL offers its highest performance where ρ is
Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for
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xtremely small. It succeeds to receive over 5.06 · 109 data bits while

EEE 802.15.4g and IEEE 802.15.4 receive below 2.38 · 109 and 1.28 ·
09 data bits, respectively. ADLL has its lowest performance where ρ
s valued by 0.01 as shown in Fig. 19. Decrease in the performance at
low-power wireless personal area networks, Computer Communi-
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Fig. 20. NEL versus received data bits with ρ = 0.02.

Fig. 21. NEL versus received data bits with ρ = 0.03.

Fig. 22. NEL versus received data bits with ρ = 0.04.

Fig. 23. NEL versus received data bits with ρ = 0.05.

t

e

W

e

m

A

t

c

c

2

f

o

p

A

c

a

p

A

a

q

Please cite this article as: S. Okdem, A cross-layer adaptive mechanism for

cations (2015), http://dx.doi.org/10.1016/j.comcom.2015.11.001
his value observed as 20% comparing to that of IEEE 802.15.4g. How-

ver, it performs about 40% more performance than IEEE 802.15.4.

hen ρ is valued by 0.02, outputs are observed at close values to

ach-other as shown in Fig. 20. It is notable that IEEE 802.15.4 brings

uch more performance decrease as network energy depletes while

DLL performs the best performance. The performance difference be-

ween IEEE 802.15.4g and ADLL gets a clearer view while the energy

loses to the end. Superiority of ADLL is also observed in wireless

hannels with ρ values of 0.03, 0.04, and 0.05 as shown in Figs. 21–

3. It is observed from these figures that IEEE 802.15.4 gets more per-

ormance than IEEE 802.15.4g with ρ values over 0.025. From these

bservations, it can be concluded that IEEE 802.15.4 provides better

erformance than IEEE 802.15.4g for ρ values over 0.025. However,

DLL performs the best performance for all ρ values except 0.01.

The states of ADLL algorithm (Fig. 5) can be employed by the pro-

essor of a transceiver module in real-time. To make its complexity

nalysis, the functions and related routines of the states are com-

iled by means of GNU C++ compiler and its library file (math.h).

fter compilation, the program is embedded to processors which

re well-known for real-time applications [21]. The operation re-

uires 136 machine level instructions to employ an ADLL frame. The
low-power wireless personal area networks, Computer Communi-
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Table 13

Operational specifications of ADLL.

Processor unit ARM Cortex-M0 ARM Cortex-M3

MIPS 127 MIPS at 50 MHz 378 MIPS at 100 MHz

Operating power 5.1 μW/MHz (255 μW at 50MHz) 8 μW/MHz (800 μW at 100 MHz

Execution time(s) 1.07 · 10−6 3.60 · 10−7

Required energy(pJ) 273.07 287.83

f

a

R

[

processors, clock frequencies, Mega Instruction Per Second (MIPS)

values, execution times, and required energies are given in Table 13.

These values give information about time complexities of ADLL oper-

ation and its energy requirement. As seen from the table, execution of

ADLL job by the proposed chips requires very small time periods com-

paring to a unit of back-off time (320 ms) of IEEE 802.15.4 communi-

cations. It is also notable that the computations require as low energy

as about a thousand times smaller than transmission energy (Fig. 9).

Computational energy requirement turns relatively small amounts of

battery consumption which can be negligible.

ADLL has the same control fields as in IEEE 802.15.4 and IEEE

802.15.4g. However, it uses more additional control fields to provide

higher resilience for noisy communications. These fields are given as

block CRCs, LQ, and erroneous block IDs. Block CRCs are used in gen-

eral data frames. And, the others are used for ACK frames. The opera-

tions of these fields are described in Section 4. From the performance

simulations, transmission overhead of these fields are observed as

given in Fig. 16. However, this overhead is bearable as it eventually re-

turns high resilient transmissions, providing high data throughputs,

as discussed in the evaluation of performance.

6. Conclusions

WPANs are emerging technologies for short-range communica-

tions to be used in computer, industrial, and many control systems.

Low-powered and low-rate WPAN communication is standardized by

the IEEE 802.15 working group in 2003. The standard specifies the

physical layer and link layer operations. It is commonly used in many

applications. In 2012, the standard is improved as IEEE 802.15.4g. Al-

though this newer version of the standard has many advantages over

its predecessor, adaptation issues to mobile conditions are not dis-

cussed by its specifications. Since, mobile conditions cause physical

parameters to be in changing values, physical from/to link layer inter-

actions are essential to provide an optimum operation. In this paper,

a comprehensive study of WPAN architecture for cross-layer cooper-

ation has been conducted. The objectives of new low-power WPAN

communication paradigms have been described. Also, the proposed

protocol operations for this type of networks are explained in detail.

Then, its performance over IEEE protocols is investigated for various

environmental conditions. Link-layer performance of the proposed

method is analysed for mobile conditions. This analysis is made by

observing Monte Carlo (MC) simulations for the environments with

various bit error rates. Performance results are compared with IEEE

802.15.4 and IEEE 802.15.4g which are commonly used protocols in

low-rate and low-power wireless networks. Energy consumptions of

battery powered LR-WPAN networks are analysed for each proto-

col and MC simulations are made to observe network life-time in a

comparative way. Comparisons show that the proposed method pro-

vides low-cost, low-energy consumption, and high throughput. These
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eatures offer advantageous solutions to WPANs to be more powerful

nd functional in low-power operations.
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