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a b s t r a c t

Smart meters send fine-grained client electricity consumption readings to suppliers. Although this presents

advantages for both entities, it results in a serious loss of privacy for customers. We present a monitoring-

purpose system that preserves customers’ privacy by homomorphically aggregating the consumptions of all

n members of a neighborhood. The proposal has an efficient linear O(n) communication cost and is proven to

preserve customers’ privacy even in the presence of a corrupted substation and some malicious smart meters.

It requires neither secure communication channels nor a trusted third party (except for issuing public-key

certificates). Computation on the smart meters is limited to modular exponentiations. These favorable prop-

erties come at the expense of increased computation cost on the electricity suppliers’ side. We show that the

computation is easily feasible for realistic parameter choices.

© 2015 Elsevier B.V. All rights reserved.
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. Introduction

.1. Smart meters systems

Smart meters are a refined adaptation of traditional electric-

ty meters. These devices record energy consumption in small in-

ervals of time, for example every 30 min, and regularly com-

unicate their readings to the utility for monitoring and billing

urposes.

Since electricity cannot be stored in large quantities, it is highly

seful for energy suppliers to keep track of the current energy con-

umption, as well as to know its trend. This way, they can adapt their

rades at the energy exchange, and—in the long run—avoid the pro-

uction of an electricity surplus. Smart metering is an appropriate

echnology for monitoring, measuring, and making predictions of en-

rgy utilization, which results in advantages both for energy suppli-

rs and final customers. The former can elaborate an energy plan to

void unnecessary energy production and try to promote electricity

onsumption in times of higher availability. The latter may benefit

rom different prices, more accurate billing, and better knowledge on

onsumption habits.

However, smart meters have raised concerns about being privacy

nvasive. Meter readings allow one to infer behavioral patterns such

s the time at which a given customer leaves his home, switches
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n the washing machine, or goes to bed. For this reason, smart me-

ering solutions should provide mechanisms for customer privacy

reservation.

.2. Related work

Research on smart metering privacy has tremendously increased

ver the last few years, starting in 2010 with publications highlight-

ng the privacy problems introduced by smart metering [2]. Complete

verviews—not including most recent research results—can be found

n [9,12,15].

Proposals for privacy protection in smart metering can be classi-

ed according to the technique employed for providing privacy. Three

ain techniques exist:

• Anonymization: data are transmitted so that the link between

electricity readings and the identity of customers is removed

[8,10,21].

• Perturbation: each reading is transmitted after adding some ran-

dom noise to it. Since this random noise will not be removed, such

solutions have to be tuned to provide an appropriate trade-off be-

tween privacy and accuracy [1,2,14].

• Aggregation: smart meters are partitioned into communities that

aggregate (add) their readings prior to transmitting them to the

energy supplier [2,3,5,11,12,17–19,24,25]. Data can be aggregated

by a trusted party or by making use of the homomorphic property

of some cryptosystems. The homomorphic solutions require the

use of secure computation techniques when some of the partici-

pants in the system may act dishonestly.
on homomorphic encryption, Computer Communications (2015),
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1.2.1. Anonymization-based proposals

Efthymiou and Kalogridis [8] propose that every smart meter has

a high-frequency identity used for anonymous transmission of power

consumption readings on a regular basis and another low-frequency

identity that is used by the meter for transmissions of bills, com-

puted on the smart meter based on the readings, to the electricity

supplier in infrequent intervals. The relationship between those two

identities is not known by the energy supplier, but only by an escrow

party.

Petrlic [21] proposes the introduction of so-called collector sys-

tems within switchyards. Individual smart meters send their readings

to the collector, which checks their authenticity, removes identifying

information, and then forwards the readings to the electricity sup-

plier. The proposal is complemented with the use of trusted comput-

ing to ensure integrity of the smart meters.

Finster and Baumgart [10] propose a system based on anonymiza-

tion. It employs an anonymous peer-to-peer overlay network in its

smart metering architecture. Each smart meter is in possession of a

pseudonymous public key that has been previously certified anony-

mously by the grid operator. The smart meter then encrypts its meter

reading value with the grid operator’s public key and signs it with its

private key. The value is then sent—together with the certificate—to

the energy supplier over the overlay network.

1.2.2. Perturbation-based proposals

Bohli et al. [2] propose the addition of random noise with known

finite variance and expectation by each individual smart meter. The

values are then aggregated by the electricity supplier. While the sum

is more precise than the individual readings, the authors conclude

that large groups are required for the approach to provide sufficient

privacy guarantees while giving the electricity supplier useful aggre-

gated data.

Ács and Castelluccia [1] provide differential privacy by adding

Laplacian random noise to the consumption measurements. The

noisy measurements are sent to an aggregator that will add them ob-

taining a noisy overall consumption value. The system tolerates lim-

ited failures.

The general proposal of Shi et al. [23] on privacy-preserving

aggregation of time-series data can be indeed applied to smart

metering systems. This proposal combines perturbation-based

techniques with data aggregation. Each meter adds noise to its read-

ing before encrypting it. Afterwards, the encrypted values are trans-

mitted to an aggregator which homomorphically aggregates them.

At the end, the aggregator is able to obtain a noisy addition of

data.

Jawurek and Kerschbaum [14] present a proposal for calculating

diverse statistics (sums) of users’ power consumption that provides

differential privacy and fault-tolerance.

1.2.3. Aggregation-based proposals

The proposal we are presenting provides privacy by means of

data aggregation employing an additive homomorphic cryptosystem.

Next, we review some proposals using the same approach. The ob-

vious approach of having a trusted third party computing the aggre-

gation is already mentioned by Bohli et al. [2], but more advanced

aggregation proposals have been published later.

García and Jacobs [11] were among the first to propose a privacy-

friendly smart metering architecture based on additive homomorphic

encryption. In their architecture, they consider a neighborhood with

n smart meters. Each meter Mi, i ∈ {1, . . . , n}, divides its energy read-

ing mi into n shares, mij, j ∈ {1, . . . , n}, then encrypts each share mij,

for j �= i, under Mj’s public key and sends the resulting ciphertexts

to its substation SSt. Next, SSt homomorphically aggregates all n − 1

shares encrypted under the public key of Mi and sends the result to

it. Each Mi decrypts the received ciphertext and adds mii to it. Finally,

it sends the result to SSt. The SSt computes the aggregated energy
Please cite this article as: N. Busom et al., Efficient smart metering based
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onsumption by adding all the received results. In [11], each reading

eriod requires the transmission of O(n2) ciphertexts.

The proposals by Shi et al. [23] and Xie and Zhang [25] require

he presence of a trusted dealer that generates a set of random val-

es that sum up to zero. During the set-up, each value is privately

ssigned to a different smart meter which will employ it for encrypt-

ng each of its readings prior to their transmission. Such a solution

s not suitable for dynamic scenarios since each time a smart meter

s added (or removed), the aforementioned set–up process must be

xecuted from scratch. Moreover, the trusted dealer knows all the se-

ret values so that, in case of corruption, it could obtain the individual

easurements of all the smart meters.

Li et al. [18] and Lu et al. [19] present aggregation methods that

reserve customers’ privacy but only provide security against honest-

ut-curious attackers. In [18] a neighborhood of n meters is repre-

ented as a graph G whose vertices correspond to the meters and each

dge represents an available wireless link. Then, a proper spanning

ree of G rooting at the collector node is taken and the power con-

umption is recursively computed from children to parent nodes. The

ggregation is performed using the additive homomorphic property

f the Paillier cryptosystem. In [19], a centralized aggregating entity

ses the Paillier cryptosystem to efficiently aggregate the collected

ata. The validity of data is provided by means of digital signatures

sing bilinear pairing cryptography.

Vetter et al. [24] suggest an approach that enables flexible server-

ide aggregation of smart meter readings. It combines homomor-

hic encryption with homomorphic message authentication codes

or preserving customers’ privacy. The energy consumptions are en-

rypted and stored in a database so that aggregation operations over

ime and other selective SQL-queries are possible. However, only ag-

regated values of at least one group of smart meters can be retrieved.

he proposal requires the introduction of a trusted third party, which

omputes aggregate keys from the smart meters’ secret keys (but is

ot involved in the transmission of individual values to the electricity

upplier).

Gómez Mármol et al. [12] propose an architecture that allows the

ransmission of up-to-date electricity measurements to energy sup-

liers on a group basis, i.e. the data of individual users belonging to

group are not revealed in their approach. The solution is based on

n additive homomorphic encryption scheme by Castelluccia et al.

3]. No trusted third party is needed, but only an untrustworthy ag-

regating node. Every smart meter encrypts its power consumption

alue with a homomorphic key. The encrypted meter value is then

orwarded to the energy supplier. However, this value cannot be de-

rypted by the supplier, who is not in possession of the correspond-

ng key. At this point, key aggregation comes into play. Each smart

eter sends its homomorphic key to the aggregating node, who then

ggregates all the received individual keys and sends forth only the

ggregated key to the energy supplier. The energy supplier can now

ecrypt the aggregation of the encrypted meter readings with the ag-

regated key. This proposal presents some drawbacks derived from

ts high complexity due to the need for smart meters to implement

LS connections, group signatures, and anonymous credentials (de-

ending on the attack scenarios).

Jung and Li [17] present several proposals for privacy-preserving

um and product calculation. They present a proposal for sum com-

utation in which one of the parties (called the aggregator) computes

sum
∑n

i=1 mi being mi the private input of party i. In the context

f smart metering, the substation SSt would play the aggregator role

hile each smart meter would participate by providing its reading as

nput. Their proposal requires a set-up operation in which the parties

re required to be arranged in a circle. When dealing with possible

orrupted parties, the set-up operation consists of k + 1 rounds for

olerating up to k colluding adversaries. If the amount of corrupted

arties exceeded k, they would be able to obtain individual readings

hrough a passive attack.
on homomorphic encryption, Computer Communications (2015),
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.3. Contribution

In an outline, the current aggregation-based proposal lies on the

se of an n-out-of-n threshold ElGamal cryptosystem. A neighbor-

ood group public key, whose secret key is shared among the smart

eters, is used for encrypting the consumption values. These read-

ngs have been previously masked with some random values, which

ill be completely removed after the whole process. Then, they are

ent to a substation SSt which homomorphically aggregates them and

eturns the aggregated ciphertext to each smart meter. Afterwards,

ach smart meter computes a partial decryption using its secret key

hare and returns the result to the substation which will compute the

leartext aggregated value.

The communication cost of this proposal is O(n), with n being the

umber of meters per group.

One problem that is inherent to all the approaches, especially

hose based on homomorphic encryption, is that checking whether

he transmitted meter readings are correct (or even whether they fall

n a range of values that make sense) is not possible for the aggre-

ating party. There are approaches, though, that enable the electricity

upplier to check whether the received aggregation of meter readings

quals the supplied electricity, as we do in the current proposal.

The proposal is secure against a coalition composed of a misbe-

aving substation and some corrupted meters. It does not require

omplicated tools such as an anonymous channel, group signatures,

r secure channels (provided, for instance, by TLS) like [12].

In our proposal, the capability of a corrupted smart meter is equiv-

lent to revealing its individual reading. That is, in a neighborhood

ith a coalition of corrupted smart meters and a corrupted substa-

ion, the attacker can just obtain the addition of the remaining honest

eters readings. Obtaining an individual reading would require the

orruption of all the other n − 1 meters. This is achieved by making

se of a modified ElGamal in which electricity readings are encrypted

fter masking them with a random value. The added masking value

s removed later when the partial decryption is computed.

The only underlying security assumption we require is the pres-

nce of a certified public key in each smart meter and the ability of

mart meters to verify the validity of public key certificates.

As pointed out in [[17], Section 5.7], a protocol for privately com-

uting a sum can replace the trusted dealer in [16]. As a result, you

et an efficient system in which an aggregator obtains the sum of the

rivate inputs of a set of parties after the transmission of only one

essage from each party to the aggregator. Our proposal could also

e integrated in such a construction.

This paper is organized as follows: Section 1 provides an overview

n related work in the field of privacy on smart metering, as well as

sketch of our contribution. Section 2 introduces the required back-

round on public key cryptography. Our proposal is presented in de-

ail in Section 3. Section 4 is devoted to the security analysis of the

roposed system. Finally, Section 5 highlights the main conclusions

f the paper.

. Preliminaries

This section summarizes the public key cryptography background

eeded to implement the proposed system, mainly based on the use

f the threshold ElGamal cryptosystem.

.1. The discrete logarithm problem

Let G be a multiplicative group of order q and let g be a generator of

, G = 〈g〉. The discrete logarithm problem (DLP) in group G is stated

s follows:

iven g, y ∈ G, find an integer x such that gx = y.

uch an integer x is the discrete logarithm of y to the base g (x =
ogg y).
Please cite this article as: N. Busom et al., Efficient smart metering based
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There exist groups for which solving the DLP is believed to be a

ard problem. That is the case, for instance, when G is a large prime

rder (at least 2048 bit long) subgroup of the group of integers mod-

lo a large prime. Other cryptographically interesting examples in-

lude the group of points of an elliptic curve or the Jacobian of a hy-

erelliptic curve defined over a finite field.

The security of several public-key cryptosystems holds on the as-

umption that the DLP cannot be solved efficiently on such groups.

.2. The computational Diffie–Hellman problem

Let G be a multiplicative group like that in Section 2.1. Given g,
a and gb (a and b are not known), the computational Diffie–Hellman

CDH) problem consists in computing gab. The computational Diffie–

ellman assumption states that the CDH problem is computationally

ntractable on some groups. The security of ElGamal cryptosystem

olds on this assumption.

.3. ElGamal cryptosystem

ElGamal [7] is a widely known public key cryptosystem whose

ecurity is based on the assumed intractability of the DLP and

DH problems. We describe it considering an implementation over

large prime order subgroup of the group of integers modulo a

rime.

The cryptosystem proceeds as follows:

• Set up: two large primes p and q such that q | p − 1 are chosen.

Next, a generator g of the order q multiplicative subgroup G of Z
∗
p

is selected. Afterwards, g, p, q are published.

• Key generation: a secret key x is generated by setting its value

at random x ∈R Z
∗
q. The corresponding public key is computed as

y = gx.

• Encryption: a message m ∈ G is encrypted under public key y by

taking a random r ∈R Z
∗
q and computing c = gr and d = m · yr . The

ElGamal encryption of m under public key y, Ey(m), is the tuple

(c, d).

• Decryption: a ciphertext Ey(m) is decrypted using the private key

x by computing m = d · c−x.

.3.1. Homomorphic property of ElGamal cryptosystem

Let Ey(m1) = (c1, d1) = (gr1 , m1 · yr1) and Ey(m2) = (c2, d2) =
gr2 , m2 · yr2) be two ElGamal ciphertexts encrypting m1 and m2, re-

pectively. We can obtain an encryption of m1 · m2 by computing the

omponent wise product of Ey(m1) and Ey(m2). That is,

y(m1) · Ey(m2) = (c1 · c2, d1 · d2)

= (gr1+r2 , m1 · m2 · yr1+r2)

= Ey(m1 · m2).

ence, ElGamal is a multiplicative homomorphic cryptosystem.

.3.2. Additive ElGamal cryptosystem

The ElGamal cryptosystem can be used in such a way that it is

dditively homomorphic [4] with the integer addition modulo q as

roup operation. In that case, a message m ∈ Zq is encrypted by per-

orming the ElGamal encryption of gm, that is Ey(gm). The decryption

f Ey(gm) generates gm as a result. Hence, an additional discrete loga-

ithm computation is required for obtaining m from gm. This compu-

ation can be performed efficiently when m is not too large or known

o fall in a known—not too large—range. Indeed, according to [13],

he range of the contracted capacity power in households in Spain

s 0.330–14.490 kW. If the measurements are sent every 30 min, the

ransmitted consumptions fall in the 0–7.5 kW h range. Represent-

ng such a consumption as an integer (0–7500 W h) requires 13-bit

umbers. In a neighborhood with 128 smart meters, representing
on homomorphic encryption, Computer Communications (2015),

http://dx.doi.org/10.1016/j.comcom.2015.08.016
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Smart meter Mi Substation SSt

Secret key: xi

Public key: yi = gxi
yi,Certi−−−−−−−−−−−−−−−−−−−−−→

y =
∏n

i=1 yi
y1,...,yn,Cert1,...,Certn←−−−−−−−−−−−−−−−−−−−−− if Certi is correct

Group public key: y

Reading: mi

zi ∈R Z
∗
q

Ey(gmi+zi) = (ci, di)
(ci,di)−−−−−−−−−−−−−−−−−−−−→

C = (
∏n

i=1 ci,
∏n

i=1 di) =

(gr, gm+z · yr) = (c, d),

with m =
∑n

i=1 mi,
c←−−−−−−−−−−−−−−−−−−− and z =

∑n
i=1 zi

Ti = cxi · gzi Ti−−−−−−−−−−−−−−−−−−−−→
D = d · (∏n

i=1 Ti)
−1 = gm

Computes m = logg D

Fig. 1. Sketch of the protocol.
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the addition of these consumption values would require 20-bit num-

bers. In our experiments, performed on a computer with a 2.5 GHz

Intel Core i5 processor and 4GB RAM, solving such discrete loga-

rithm problem instances (over a subgroup of Z
∗
p with a 2048 bit car-

dinality) using Pollard’s lambda algorithm took only 0.046 s on an

average.

Notice that, given Ey(gm1) and Ey(gm2), then,

Ey(gm1) · Ey(gm2) = Ey(gm1 · gm2) = Ey(gm1+m2).

2.4. Threshold ElGamal cryptosystem

In a public key n-out-of-n threshold cryptosystem, the secret key

(required for decryption) is composed of n fragments x1, . . . , xn. Each

fragment is possessed by a different party. In such a cryptosystem, a

ciphertext can only be decrypted if each of the n parties does collab-

orate [6,20].

The n-out-of-n threshold ElGamal is an ElGamal encryption

scheme, in which the secret key is distributed among n parties. In this

scheme, the public key and the private key fragments are generated

without the need of a trusted dealer.

The set up and encryption steps are performed as in the basic El-

Gamal. Regarding the key generation and decryption procedures:

• Key generation: each of the n parties, Pi, storing a secret key frag-

ment, takes a random xi ∈ Z
∗
q (this is Pi’s key fragment). Next, each

Pi computes yi = gxi and makes yi public together with a zero-

knowledge proof proving knowledge on logg yi, for example [22].

The public key is then computed as y = ∏n
i=1 yi.

• Decryption: given a ciphertext Ey(m) = (c, d), each sharing key

party Pi, computes Ti = cxi . This value is called partial decryp-

tion and has to be made available to those parties allowed to ob-

tain the cleartext. Finally, the cleartext message m is computed as

m = d ·
(∏n

i=1 Ti

)−1
.

Please cite this article as: N. Busom et al., Efficient smart metering based

http://dx.doi.org/10.1016/j.comcom.2015.08.016
. Efficient homomorphic smart metering proposal

We consider a neighborhood of n smart meters Mi, i ∈ {1, . . . , n}
nd an electricity supplier substation SSt. Smart meters periodically

end electricity measurements to SSt. After each electricity consump-

ion transmission operation, the SSt obtains the aggregated value

= ∑n
i=1 mi, with mi denoting the reading of Mi. An overall sketch

f the protocol is depicted in Fig. 1.

.1. Smart meters

We assume that each smart meter has the ability to perform ba-

ic ElGamal encryption operations. It comes with some hardware in

hich the vendor has stored the parameters of an ElGamal cryptosys-

em (primes p, q and a group generator g). Each smart meter in the

eighborhood receives the same parameters. Each smart meter Mi

lso stores a secret key xi and the corresponding public key yi = gxi

ogether with a certificate Certi linking that public key with the iden-

ifier of that smart meter (it could be its serial number, for example).

he authority public key required to verify Certi is also stored in the

mart card.

.2. System set-up

When a smart meter is installed in a home, it establishes a con-

ection with the SSt. Prior to transmitting electricity measurements,

he SSt indicates to all the smart meters the beginning of a key estab-

ishment operation. This is done as follows:

1. SSt sends a message to each Mi indicating that a key establishment

will be carried out.

2. Each M sends y and Cert to SSt.
i i i

on homomorphic encryption, Computer Communications (2015),

http://dx.doi.org/10.1016/j.comcom.2015.08.016
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3. Then SSt verifies the validity of Certi. If it is found to be correct, yi

and Certi are sent to all the other smart meters that will perform

the same check.

4. Finally, each smart meter computes the group public key as

y =
n∏

i=1

yi.

For privacy preservation, a smart meter will not transmit its mea-

urements unless the number n of smart meters in its group is larger

han some fixed value.

In step 3, the SSt transmits n − 1 public keys and certificates to

ach smart meter. Hence, each smart meter receives an O(n) amount

f data. Since there are n smart meters, the overall amount of data

ransmitted by the SSt is O(n2). Note that a set-up operation only

as to be carried out after removing or adding a new smart me-

er to a neighborhood, so that set-up operations will be infrequent.

ence, we can tolerate its elevated quadratic cost. If the smart me-

ers and the SSt communicated through a medium that allows broad-

ast messages, the data transmitted at step 3 could be broadcast

ust one time by the SSt reducing the overall communication cost

o O(n).

.3. Electricity consumption transmission

Every time period (e.g., every 30 min) the smart meters send

heir own electricity consumption to SSt. Let mi denote the reading

f smart meter Mi.

1. The SSt sends a message to each smart meter requesting its elec-

tricity measurement.

2. Each Mi generates a random noise value zi ∈ Z
∗
q and computes a

ciphertext as

Ci = Ey(gmi+zi) = (ci, di)

which is sent to SSt.

3. SSt aggregates all the messages as

C =
(

n∏
i=1

ci,

n∏
i=1

di

)
= (c, d)

and sends c to each Mi.

4. Each Mi computes Ti = cxi · gzi and sends the result to the SSt. After

that, each Mi removes zi from its memory.

5. Then, SSt computes D = d ·
(∏n

i=1 Ti

)−1
.

6. Finally, SSt computes loggD obtaining m = ∑n
i=1 mi as a result.

Notice that since m is a small number the DLP in step 6 can be

solved in a short time, as mentioned in Section 2.3.2.

In an execution of the transmission protocol, each smart meter re-

eives a constant length message in steps 1 and 3 and transmits a

onstant length message in steps 2 and 4. Hence, the overall com-

unication cost for each smart meter is O(1). The SSt sends a con-

tant length message to each of the n smart meters in steps 1 and

and receives a constant length message from each smart meter

n steps 2 and 4 so that the overall communication cost at the SSt

s O(n).

The correctness of the transmission protocol is guaranteed by the

ollowing lemma:

emma 1. If all the parties act honestly, at step 6 of the transmission

rotocol the SSt obtains the addition of electricity consumptions in the

eighborhood, that is
∑n

i=1 mi.

roof. During the electricity consumption transmission, the meters

nd the SSt compute the following values:
Please cite this article as: N. Busom et al., Efficient smart metering based
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Firstly, each Mi encrypts its consumption mi masked with a ran-

om value zi:

i = Ey(gmi+zi) = (gri , gmi+zi · yri).

hen, SSt aggregates the received ciphertexts as follows:

=
(

n∏
i=1

gri ,

n∏
i=1

gmi+zi · yri

)
=

(
g

∑n
i=1 ri , g(

∑n
i=1 mi)+(

∑n
i=1 zi) · y

∑n
i=1 ri

)
= (gr, gm+z · yr) = (c, d),

ith r = ∑n
i=1 ri, m = ∑n

i=1 mi and z = ∑n
i=1 zi. After that, each smart

eter receives c and computes Ti as follows:

i = cxi · gzi = (gr)
xi · gzi = (gxi)

r · gzi = yr
i · gzi .

inally, SSt computes:

= d ·
(

n∏
i=1

Ti

)−1

= gm+z · yr∏n
i=1 (yr

i
· gzi)

= gm+z · yr

(
∏n

i=1 yr
i
) · gz

= gm+z · yr

gz · yr
= gm.

Hence, by computing loggD, the SSt gets the aggregation of the

lectricity consumptions, as stated. �

. Security analysis

The objective of the proposed protocol is to protect the individual

onsumptions in order to prevent monitoring of customers’ behavior.

The system has been proven secure under a plausible attacker

odel.

The proposed system is shown to provide privacy in the sense that

he only data a coalition composed of a corrupted SSt and some cor-

upted smart meters can obtain is the aggregation of electricity mea-

urements of the honest smart meters.

Regarding data integrity, integrity against external attackers can

e easily achieved by attaching an HMAC or a digital signature to

he transmitted data. Integrity against internal attackers cannot be

rovided since the SSt or any corrupted smart meter can generate a

orrupted message and attach an appropiate redundancy to it. Fortu-

ately, our system provides privacy without requiring integrity.

.1. Attacker model

Our security analysis holds on the following very likely assump-

ions:

• Meters store a private/public key pair. The public key comes with a

digital certificate whose validity can be verified by the smart me-

ters. Smart meters can become corrupted and reveal their private

information.

• The substation SSt is not trusted. If corrupted, its objective is to

obtain the individual reading mi of some meter Mi possibly after

colluding with some corrupted smart meters. A corrupted SSt will

not necessarily follow the protocol steps as they are indicated.

• The communication channel between the SSt and a smart meter is

not trusted. Data sent through it may be eavesdropped on or even

modified.

.2. Privacy analysis

After a proper protocol execution, the substation obtains the addi-

ion of all the readings
∑n

i=1 mi. Hence, if some meters are corrupted

hey reveal their individual readings which can be substracted from

he previous addition. So, the addition of the honest meters readings

s obtained. In this section, we will prove that such a coalition can not

btain more than that, so that privacy is guaranteed.

The first lemma states that the private key required to decrypt ci-

hertexts encrypted under the neighborhood public key is actually
on homomorphic encryption, Computer Communications (2015),
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distributed among the smart meters. As a consequence, attacks based

on making smart meters encrypt data under a fake public key whose

private key is known by an attacker are not possible.

Lemma 2. The neighborhood public key generated during the set-up

protocol is of the form y = g
∑n

i=1 xi with each xi being a value only known

by smart meter Mi.

Proof. As stated in Section 3.1, we assume each smart meter is pro-

vided with some hardware storing a secret key xi, the corresponding

public key yi and its digital certificate Certi. During the set-up proto-

col (Section 3.2), each smart meter computes the neighborhood key

y = ∏n
i=1 yi on its own (step 4) after checking the certificate Certi of

each received public key yi. The validity of Certi ensures that yi is of

the form gxi with xi being only known by smart meter Mi. Hence, the

neighborhood key y is as claimed. �

The following lemma will be the basis for proving the privacy

property.

Lemma 3. Let y1 = gx1 , . . . , yn = gxn be a set of ElGamal public keys

and let Ey(m) = (gr, m · yr) = (c, d) be an ElGamal ciphertext (r is not

known) with y = y1 · . . . · yn. Given a set of values T1, . . . , Tn of the form

Ti = cxi · gzi , for some random zi ∈ Z
∗
q (neither of xi nor zi are known)

obtaining m is as hard as solving the CDH problem.

Proof. Let us assume there exists an algorithm A that takes g,

y1, . . . , yn, Ey(m) and T1, . . . , Tn as input and generates m as output.

Given y = gx and gr (x and r are unknown), the value gr · x (CDH prob-

lem, see Section 2.2) could be computed as follows:

First, compose an ElGamal ciphertext E = (c′, d′) taking d′ ∈ <g>

at random and setting c′ = gr . Next, generate the values y1, . . . , yn−1

randomly and compute yn = y · (y1 · . . . · yn−1)
−1. After that, generate

a set of random values T1, . . . , Tn with each Ti ∈ <g> . Next, call A
providing g, y1, . . . , yn, E and T1, . . . , Tn as input and let m′ be the re-

turned result. Being E an encryption of m′ under public key y implies

that d′ = m′ · yr . Hence, gr·x = yr can be obtained by simply comput-

ing d′ · (m′)−1.

Let x1, . . . , xn be the set of integers satisfying yi = gxi . Since Ti ∈
<g>, then Ti · ((c′)xi)−1 ∈ 〈g〉 so that there exists some value zi which

satisfies gzi = Ti · ((c′)xi)−1 ∈ 〈g〉 since g is a generator of the group

< g> . Hence, Ti is of the form (c′)xi · gzi . �

Next we will show that a coalition composed of a corrupted sub-

station and some corrupted smart meters can obtain just the aggre-

gation of all the consumption values of the honest smart meters. The

following proposition proves this statement.

Proposition 4. Let us consider a neighborhood composed of n smart

meters so that a subset of them, M1, . . . , Mn′ , n′ ≤ n, acts honestly. Ob-

taining a partial aggregation of their consumption values is as hard as

solving a CDH problem.

Proof. Let M1, . . . , Mn be a neighborhood of meters. Consider that a

subset Mn′+1, . . . , Mn of them have been corrupted and collude with

a dishonest substation SSt. An attacker controls all the corrupted par-

ties. The corrupted smart meters will reveal their private information

when requested.

When a measurement is requested, all the smart meters transmit

the ciphertexts Ey(gm1+z1), . . . , Ey(gmn+zn) as a response (step 2 of the

electricity consumption transmission protocol).

All the data received by the SSt is encrypted under the neighbor-

hood public key y. From Lemma 2 we know that the private key of

y is distributed among all the smart meters M1, . . . , Mn. As a con-

sequence, a decryption operation requires the participation of all of

them.

Let us assume the attacker just aggregates a subset of the ci-

phertexts received from the honest meters. This subset comes from
Please cite this article as: N. Busom et al., Efficient smart metering based
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1, . . . , Mn′′ , with n′′ < n′. Hence, it obtains

c, d) = Ey(g(m1+...+mn′′ )+(z1+...+zn′′ )) = (gr, g(m1+...+mn′′ )+(z1+...+zn′′ )yr),

or some unknown integer r. Next, the attacker asks the corrupted

eters to reveal their private keys xn′+1, . . . , xn. Now, the attacker can

ompute the value d′ = d/cx
n′+1

+...+xn , so that

c, d′) = Ey1 ···yn′ (g(m1+...+mn′′ )+(z1+...+zn′′ )).

Next, the attacker sends c to each honest Mi which returns

i = cxi · gzi .

By computing d′′ = d′
T1 · · · Tn′′

, we can see that (c, d′′) is an El-

amal encryption Ey
n′′+1

,··· ,y
n′ (gm1+...+m

n′′ ) encrypted under public

ey yn′′+1, · · · , yn′ . From Lemma 3, obtaining the cleartext gm1+···+m
n′′

rom the knowledge of Tn′′+1 = cx
n′′+1 · gz

n′′+1 , . . . , Tn′ = cx
n′ · gz

n′ is as

ard as solving the CDH problem, hence it is computationally unfeasi-

le. As a consequence, the attacker obtains useful data only if n′′ = n′,
n which case, it obtains the aggregation of all the honest smart me-

ers readings.

The attacker could send a value c∗ different from c to some honest

mart meter Mi. In such a case, the smart meter would send T ∗
i

=
c∗)xi · gzi as a response. Let c∗ = gr∗

, then,

∗
i = (c∗)xi · gzi = gr∗xi gzi = grxi gzi+(r∗−r)xi = cxi gz∗

i ,

or z∗
i

= zi + (r∗ − r)xi, so that T ∗
i

is of the form required by Lemma 3

nd the same conclusion follows. �

. Conclusions

In this paper, we have presented an efficient privacy-preserving

ystem for reporting the consumption of a neighborhood of n smart

eters.

By homomorphically adding all n consumptions, the existing link

etween customers and their individual consumption values is bro-

en. In this way, detailed information can be sent without leaking in-

ividual personal data. Our approach does not require a trusted third

arty (except a certification authority), and has a linear O(n) commu-

ication complexity. In contrast to some other approaches [12,18], our

olution does not require communication among smart meters, but

nly with the electricity supplier (represented by the substation). The

ndividual reading of a smart meter has been proven to be kept pri-

ate even assuming a corrupted substation. Malicious smart meters

re also acceptable—the precise reading of one smart meter is only

evealed if all others in the group are malicious. The hardest com-

utations to be performed by the smart meters are a few modular

xponentiations per round, which are easily feasible despite possible

esource limitations. While computation overhead on the substation

s larger, we have shown that this does not pose a problem in a real-

stic setting—even without any optimizations.
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