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The decoupling of software from hardware by means of virtualization presents us with a unique oppor-
tunity to perform on-the-fly network deployment and reconfiguration. Virtual Machines could be instan-
tiated and virtual links can connect these machines to form end-to-end virtualized networks on top of a
physical network infrastructure. Virtual Network Embedding (VNE) algorithms could be used to map such
virtual network on a physical network infrastructure. However, present VNE algorithms do not consider
overall network protection. This is critical for a Telecom operator that needs to realize 99.999% network
availability. Moreover, VNE is an NP-hard problem. In this paper, we propose a heuristics VNE aimed at
protecting Telecom operator sites. Our objective is to develop advance counter-measures in the form of
telco-grade redundancy to avoid large scale network failures such as the one observed during the tsunami
in Japan in 2011. In designing our VNE algorithm, we distinguish server nodes from switching nodes as a
server function cannot be embedded on a switching node. We also choose not to employ path splitting
which is difficult to implement in real network operations. Along with detail modeling of our proposal,
we also evaluate our scheme which shows its efficiency in realizing operators’ valuable infrastructure
protection while maintaining lower resource consumption.
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1. Introduction

Network virtualization has gained large momentum in the re-
search community over the recent years and is now moving to-
wards commercialization. Extensive usage of network virtualization
can be observed in the datacenters or clouds in the IT sector where
service availability and the consequent protection requirements are
not so stringent. Telecom operators are also becoming increasingly
interested in network virtualization. Some potential use cases in
the Telecom sector [1]| are the ease of deployment of nodes like
MME, S/P-GW [2], on-demand scaling of such nodes based on in-
stant load rather than peak load based over-provisioning [3], dy-
namic topology reconfiguration for disaster avoidance and recovery
[4], etc.

Network virtualization consists of computing node virtualiza-
tion and communication link/path virtualization. This creates vir-
tualized end-to-end networks on a Physical Network Infrastruc-
ture (PNI). Virtual Machine (VM) virtualizes computing nodes or
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network functions. For transport network virtualization, Software-
Defined Networking (SDN) has become a prominent candidate for
virtualizing communication links/paths. The key features of virtu-
alization are isolation among virtualized entities i.e. VMs and Vir-
tualized Links (VLs), and decoupling of software from hardware.
Isolation among virtualized entities enables the coexistence of
multiple Virtualized Networks (VNs) in the same PNI e.g. different
generations of cellular networks [5]. The independence of software
e.g. VM from the underlying hardware enables on-the-fly network
creation, which takes years at present in physical network deploy-
ments. The PNI is a static entity on top of which, VNs with differ-
ent topologies, computing and link resources can be created, oper-
ated and removed on demand. This enables faster network deploy-
ment, reduces occupying resources when not necessary, and thus
improves resource usage efficiency of a PNI to maximize revenue.
Such decoupling between software and hardware also enable VMs
and VLs migration [6]. Such characteristics can be used to migrate
critical network facilities, when virtualized, to safer location during
natural disasters.

Such automated and on-demand VN generation can be per-
formed by Virtual Network Embedding (VNE) techniques. A VNE
request consists of a VN topology, necessary computing and link
resources e.g. number of VMs per computing node in the requested
topology, link Bandwidth (BW), delay and other requirements. A
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VNE algorithm then finds out the best possible mapping i.e. em-
bedding solution of such requests on a PNI. VNE is an NP-hard
problem [7]. Many heuristics have been proposed with a view to
finding a workable polynomial time solution. A major drawback is
that network protection aspects are largely absent in the existing
solutions. Many schemes are available for path protection in the
form of multi-path redundancy. However, site e.g. datacenter pro-
tection schemes are not available. Network paths are stateless and
if paths are lost, service does become unavailable. However, it does
not destroy user or operational data. If a site is destroyed, uncount-
able amount of user and network operation data are lost. In this
paper, a site refers to a datacenter or cloud, consisting of a collec-
tion of physical servers. Sites are assumed to be geographically dis-
tributed i.e. a Telecom operator or a service provider has multiple
such sites in a country, connected by a core transport network. In
this paper, we consider such sites hosting telecom node functions
[2] in the form of VMs, which require high service availability. For
modeling purposes, a site is sometimes referred to as a site node
which is an abstraction of the whole site to a single network node
providing computational and storage resources.

In this paper, we propose a polynomial time VNE algorithm for
telecom operators site protection. Our objective is to design a solu-
tion which can provide protection for all sites in an operators net-
work [8]. There is no less critical site for an operator, who is bound
by regulatory constraint on service availability of 99.999% (five 9s).
This results in a downtime of around 5 min a year [9]. The conven-
tional 1+ 1 protection scheme employed by the Telecom operators
is based on such a constraint. Unlike the available site protection
schemes which address a single-site failure at a time, our objec-
tive is to provide solution for simultaneous multiple-site failures.
Therefore, our aim is to develop a VNE algorithm which provides
a 1+ 1 redundancy to all Telecom sites so that any number of site
failures can be recovered without service interruption. This comes
from our experience with the earthquake/tsunami in March 2011
in Japan, where Telecom operators experienced large-scale network
failures over a prolonged period of time. We explicitly do not ad-
dress path protection in this paper because of the availability of
in-depth research in this area which has resulted in a number of
path protection schemes [18-22]. We do address link embedding
in this paper to the extent of the correlation between link em-
bedding and node embedding to improve the overall VNE perfor-
mance. Correlation between node embedding and link embedding
is largely absent in existing VNE methods, where a two-step ap-
proach is adopted - first, selection of the nodes, then discovery of
paths among the selected nodes to embed the requested links. In
such approaches, a node having sufficient computational resources
but not sufficient link resources can be selected as potential candi-
date to embed a virtual node. Such nodes are discarded in the sec-
ond step where the link embedding algorithm discards such nodes
with insufficient bandwidth. To avoid this inefficiency, we only se-
lect those nodes that have sufficient ingress/egress link bandwidth
to host the consequent VLs. This correlation between node and link
embedding is also an originality of our proposal.

The scope of this paper is to propose a polynomial time heuris-
tic VNE for Telecom site protection, where a backup site is explic-
itly found for each site in a VNE request. Our objective is to put
forward an efficient VNE which achieves the above but with higher
resource usage efficiency compared to existing solutions. We re-
strict ourselves to the theoretical evaluation of the VNE algorithm
itself in terms of its success rate, and how much network resources
the VNE solution consumes. In this paper, we do not address the
site recovery procedure i.e. exactly when and how a primary site
is switched over to a backup site. Such decision depends on tele-
com operators operational principles, as well as the particular node
backup mechanism involved (e.g. hot standby). In this paper, our
objective is to ensure that a backup site is found which realizes a

telco-grade 1+ 1 protection scheme for all Telecom sites. The con-
sequent evaluation of switching mechanism to backup sites during
failures is an important item to further evaluate the efficiency of
our proposed solution in practical network operations, and we in-
tend to address this in our future work.

The rest of the paper is organized as follows: Section 2 dis-
cusses related work. Section 3 presents our network model and
formulates the VNE problem mathematically. In Section 4 , we
present our site-protection VNE algorithm, and provide evaluation
results in Section 5. In Section 6 we discuss how to use such VNE
algorithms in a Network Functions Virtualization (NFV) context.
Section 7 concludes the paper with a summary and areas for fu-
ture exploration.

2. Related work

ViNEYard [7] proposes VNE algorithms where node mapping
is coordinated with link mapping. Here, VNE is formulated as
Mixed Integer Linear Program (MIP). As MIP is computationally in-
tractable, they relax the integer constraints to obtain a Linear Pro-
gram (LP) which can be solved in polynomial time. However, they
use location as a requesting parameter in a VNE request. This limits
the embedding location of a VNE request. It potentially overloads a
certain locality of a physical network infrastructure whereas other
parts of the infrastructure may remain underutilized. They also use
Multi-Commodity Flow (MCF) which embeds a virtual link over
multiple physical paths by path splitting, thus increasing the suc-
cess rate of a VNE. However, path splitting is not supported in real
commercial public network. Routers do not keep multiple paths to
a certain destination and even if they do, they do not use them si-
multaneously for the same session. Besides, sending packets of the
same session over multiple paths leads to packet reordering prob-
lem in the end host, as different packets arrives in a different order
due to different lengths of the paths. Packets out of sequence are
usually discarded.

Authors in [10] propose two Fault-Tolerant VN Embedding (FTE)
approaches. These are FTE-PP for protection in the physical layer
and, FTELP for protection in the logical or VN layer. The FTE-PP
provides two protection paths for each link, and focuses on mini-
mizing the backup resources necessary for such redundancy. FTE-
LP augments a VN topology with redundant resources so that a
VN survives physical link/node failure by using the redundant re-
sources. In our proposal, we provide 1+ 1 backup for a site. How-
ever, it does not necessarily mean that the backup sites cannot
be used for other purposes in the absence of a failure in the pri-
mary site e.g., allocating to low priority services. In [10], the au-
thors assume that the substrate network (PIP) is not operational
all the time. The authors re-emphasize our statement that although
there are numerous physical link protection schemes available, lit-
tle work has been done on node failure protection.

However, in this work, the node mapping and the link map-
ping remains uncorrelated which, as demonstrated by the authors
in [7], leads to suboptimal VNEs as well as extra complexity for the
embedding process itself. The most significant difference between
the research presented in [10] and our solution is that the authors
in [10], like most other related work, assume that there are no si-
multaneous multiple node or link failures. Our solution is entirely
based on the assumption that there are indeed cases where simul-
taneously multiple nodes/sites fail, e.g. during large scale natural
disasters. The proposal in [10] solely focuses on protection against
single-node or link failure.

Authors in [11] propose a heuristic Virtual Network Embedding
techniques that increase the survivability of the embedded virtual
network by means of node migration and link remapping. They
use the Artificial bee colony algorithm to achieve optimal Virtual
Network Embedding. When a node fails (a node is a site in the
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context of our proposal), it is migrated to a normal node. After
that, affected links are all remapped by using the shortest path
algorithm. However, as mentioned before, a mobile Telecom net-
work which is the primary focus of this work, has a service avail-
ability requirement of five 9s. Searching for a new node after the
failure and then migrating a heavy telco node virtual machine re-
quires significant time [12]. To meet telecom service availability re-
quirements that are also regulatory, we not only prepare a backup
node beforehand, but also prepare it at a reasonable network dis-
tance so that switching over to the backup node once the primary
node fails could be done within Telecom service availability re-
quirements. For voice service, fail-over needs to be performed in
less than a second.

Authors in [13] propose a reliability-aware heuristic VN embed-
ding algorithm, where they try to minimize the over-provisioning
of network resources necessary for such reliability, in other word,
redundancy. They assume a heterogeneous failure rate for different
elements in the Physical Network Infrastructure (PNI), which, we
believe, is a realistic assumption. They then calculate the overall
reliability based on the heterogeneity of the PNI elements. In their
model, a VNE request comes with its reliability requirement which
needs to be met during the VNE process. However, as the authors
themselves point out, measuring the reliability of a VN is a daunt-
ing task. To reduce the problem space, they define protection-
domains where, failure of one element in the domains leads to
the failure of the whole domain. Such clustering reduces the num-
ber of elements needed to be considered in order to measure the
overall reliability of a VN. However, while performing the VNE tak-
ing the overall required reliability of a requested VN, this proposal
uses Multi-Commodity Flow (MCF), which we consider unrealistic
in real network operation (see Section 1).

Authors in [14] consider regional disasters to be of stochastic
nature and incorporate this when they perform VNE for improved
reliability. They estimate risk values for different regions and con-
sequently perform the VNE with such risk-awareness. We consider
this work very suitable to disaster-prone regions like Japan where
strong earthquakes are frequent. As explained in detail in Section
4.1, our backup site mapping considers a network distance from
the primary site to its backup site so that both do not fail simul-
taneously. The proposal in [14] could be an efficient way to define
such network distance so that the primary and backup sites are not
mapped in the same failure region e.g. continental plates. However,
we generalize this aspect rather than explicitly focus on disaster-
prone regions so that our scheme could be used in any arbitrary
site failure scenario.

Authors in [15] address the topic of this paper i.e. survivable
VN design by means of protection against site node (‘facility node’
in their term) failure. They propose two heuristic schemes which
extend the target VN for redundancy during embedding, and then
improve resource usage efficiency by enabling resource sharing be-
tween primary and backup sites. The Extended Virtual Network
(EVN) approach before embedding taken in [15] is similar to our
approach where we extend the requested VN first for our objec-
tive of simultaneous multiple site failure protection. However, this
work purely focuses on recovery from a single site node failure and
proposes a resource efficient way to design an N+ 1 VN topology
(N is the number of site nodes in the original VNE request). The
proposed scheme in [15] will fail to provide protection during si-
multaneous multiple site failures, which is the main focus of our
work.

Authors in [16] assume a flexible optical grid transport plane
which is controlled by a Software Defined Network (SDN) con-
troller. The controller takes a VNE decision, and performs the em-
bedding to realize link protection and node (‘site’ in our context)
protection. However, they consider a shared protection scheme
which reduces resource consumption necessary for redundancy at

the expense of the number of failures the system could recover
from. From the node perspective, a node, which has sufficient re-
sources to backup all other nodes, is selected as the shared backup.
Creating such resource-heavy single site in a Telecom network is a
formidable task. Further, the authors in [16] consider a particular
transport network topology i.e. optical grid, whereas we do not re-
strict ourselves to any particular topology. Our network model is
sufficiently robust to accommodate any present, as well as future
network topology that could appear due to the flexibility provided
by network virtualization.

Authors in [17] present a heuristic VNE algorithm which takes
into account the substrate node reliability awareness during the
embedding process. In their proposal, they first rank the substrate
network nodes based on their reliability and resource load. They
then chose the high ranking nodes to optimize reliability against
resource consumption. However, the focus remains on minimiza-
tion of node resource consumption rather than redundancy for fail-
ure recovery. The proposed scheme relies on the high reliability
value of a chosen substrate node. In real-life network operation,
all nodes fail—highly reliable or not. Besides, highly reliable nodes
cannot avoid failure in natural disasters which is our focus area for
improved protection and reliability.

Including the works presented above, most network protection
and service availability schemes aim at optimizing network redun-
dancy against resource consumption. This leads to an N+ K pro-
tection scheme where N>K. Here, N is the number of site nodes
in the requested VN, and K is number of backup sites for N site
nodes. Our proposal is an explicitly N + N protection scheme which
is a telco service requirement. And, an N+ N protection scheme
can always be reduced to an N+ K protection scheme without any
added complexity, but not vice versa. Extending an N+ K protec-
tion scheme to an N+ N protection scheme is not straightforward.
If executed along the lines of the conventional approach described
in Section 4, it becomes very inefficient from the point of view of
resource consumption, as would be shown in Section 5 of this pa-
per. The motivation to develop a robust N+ N protection scheme is
further underlined by this issue.

In the existing literature, link protection schemes have been ex-
haustively investigated. Our focus in this paper is not on link pro-
tection; rather, the protection of high-availability Telco-sites, which
hold data of millions of customers per-site. Existing link-protection
schemes [18- 20] can be readily used with our scheme to realize
link protection. However, in relation to multiple simultaneous link
failures, we present two recent works which can become useful
under such failure scenarios.

Authors in [21] confirm our finding that a live migration-based
protection scheme would not suffice to limit the service downtime
to below a reasonable value [9]. They propose Opportunistic Re-
silience Embedding (ORE) which proactively maps a virtual link to
multiple physical paths for protection reasons. They also have a re-
active step which tries to recover the lost capacity after a failure.
Although we do not explicitly address link protection, but rather
try to minimize link resource consumption during a VNE process,
mapping a virtual link to multiple substrate paths will consume
substantially more link resources than in our scheme. However, as
the path redundancy level is quite high, ORE [18] can be a suit-
able technique to recover from multiple simultaneous link failures.
In our view, this proposal can fit very well with ours where we
ensure simultaneous multiple site failures, whereas this scheme is
used to recover from simultaneous multiple link failures, both of
which are observed during large scale natural disasters.

The work presented in [22] provides a modeling scheme for
VNE, where the link availability constraints are added to the links
in a VNE request. As VNE is an NP-hard problem, authors in
[22] present a heuristic which meets the link availability require-
ment in a VNE request. The heuristic selects multiple physical
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Table 1
Summary of related work.
Related work Features
Link-node correlated No path splitting Server-switch Limited site All site Proactive
embedding distinction protection protection approach
ViNEYard [7] Yes No No No No Yes
FTE [10] No Yes Partially Yes No Yes
Migration-based [11] No Yes No Yes No No
Reliability aware [13] No No No Yes No Yes
Region failure [14] Yes Yes No Yes No Yes
Survivable VN [15] Yes No No Yes No Yes
Optical grid [16] No Yes No Yes No Yes
Selected protection [17] No Yes No Yes No Yes
Our proposal Yes Yes Yes Yes Yes Yes

paths, where the total availability over all the selected physical
paths can meet the requested availability of one VL. Thus, one VL,
depending on the physical links it is being mapped on, can have
multiple backup paths. This is a realistic approach in ensuring link
failure recovery as the conventional 1+ 1 link protection may not
suffice if the underlying physical links availability values are too
low.

In Table 1, we present a summary of the related body of work
focusing on the research that explicitly mentions site protection.
In our view, the link protection schemes can be used with most
site protection schemes. Table 1 clearly positions our proposal and
shows its scope compared to other relevant work. The higher num-
bers of ‘Yes’ shows the proximity to our work in this paper. Proac-
tive approach refers to the case where a protection scheme is de-
termined and deployed beforehand. Table 1 should be viewed in
conjunction with the detailed comparison provided above.

3. Modeling and problem formulation

In future commercial networks, a VNE request will come from
a Virtual Network Operator (VNO) which wishes to provide ser-
vice using the PNI. Fig. 1a shows an operational structure [5] of
the process. Operators Network Operation System will receive such
VNE requests, and embed them in the PNIL The PNI consists of two
components: the sites and the core transport network. A site here
is a datacenter/cloud (shown as a cloud in Fig. 1a), consisting of
numerous physical server machines. These sites are geographically
distributed over a large area e.g. a country, and the core trans-
port network provides connectivity among these sites. We envi-
sion that the sites with computation and storage capabilities can
be used to host services like 3GPP core network nodes/functions,
e.g. MME, S/P-GW, etc., which can be deployed in the form of VMs
on physical machines. Such mobile core nodes are conventionally
deployed in a geographically distributed way to perform mobility
management and user plane aggregation closer to mobile users.
Upon a particular VN embedding request, these mobile core net-
work nodes are embedded in the PNI. The graphical interpretation
of the scenario explained above is shown in Fig. 1b. The Telecom
sites in Fig. 1a are modeled as single-site nodes in Fig. 1 b. The
numbers shown in Fig. 1b beside these represent their capacity,
such as the number of VMs this site can accommodate at the mo-
ment, or the number of physical machines available etc. The core
transport network consists of switching nodes and links connect-
ing the site nodes. Links can be specified by their BW limitation
and delay (d) values.

3.1. Network model

The entire PNI can be modeled as a graph G, = (V;, Ep), where
Vp and E, represent the set of vertices/nodes and the set of links
within the PNI, respectively. We use |Vp| to denote the number of

nodes in the set of V,. We use n, to refer to a node with ID i which

belongs to set Vp, VniJ € Vp. A link between node i and j is given by
ep(i, j), and Ve, € E,. The adjacency matrix of G, is given by A,
which is a |Vp| x |Vp| matrix. If there is an incident link between
nodei and j, Ap(i, j) = 1; otherwise, A,(i, j) =0. A bidirectional
graph is assumed in this work, hence Ap(i, j) =Ap(j,i). A path
from source nodei and destination node j is denoted as p(i — j),
which is the collection of the links along the path. The path length
is given by |p(i — j)|. i and j represent a set of sources and desti-
nations, hence p(i — j) is the set of paths containing all the com-
binations of the sources and destinations. Pyrepresents the set of
all the feasible paths within G,. Therefore, if the source and desti-

nation are physical nodes (Vni,, n{, € Vp), then the notation p(i — j)
represents a physical path, which can be represented asp(i — j) €
Pp. The set of switching nodes within the core transport network
is given by Vi and the set of site nodes are represented as V,
hence we have V, = V;U" on condition that Vsn'" = ¢. Node ca-
pacity is specified by a x|V,| arrayCp, in which, the capacity of
node i is Cp(i). The link BW is specified by a |V;| x |V},| matrix Bj.
For a link e,(i, j) € Ep, its available BW is given by Bp(i, j). The
available BW on a path p(i — j) is denoted by f,”’, the value of
which is limited by the intermediate link that has the minimum
BW as f,”) =min(By(i.v1). ...Bp(V|pii_. jy_1. j)), Where v; for Vi e
[1,]|p@i — j)| — 1], is an intermediate node on the path.

3.2. Virtual Network Embedding request

The VNE request can come in different granularities. If a VNO
chooses to operate its virtual network at router level and above, it
can send a request in that detail. As this work is about site pro-
tection, we assume that a VNO sends its embedding request at site
granularity. A VNE request consists of VN nodes and links, which
can also be represented by an undirected graph G, = (Vj, E;) with
adjacency matrix Ay. Beside the VN topology, the VNE request also
provides the requirement constraints in terms of node capacityC,,
link BW By, and delay limits D,. Delay can be defined by round trip
time (RTT) or hop count. We assume that the dominant factor of
delay is the processing time when packets pass through a switch-
ing node, hence we use hop count as a parameter to model delay.
Fig. 1b provides an example of a VNE request, which consists of
four nodes with capacity, link BW, and delay requirements. Once
a VNE request arrives, it will be mapped to the PNI, which means
that a number of site nodes will be selected within the PNI, and
the bandwidth among the site nodes will be reserved for hosting
service and communication purposes.

To host Telecom services like 3GPP core network nodes in VNs,
carrier-grade availability is compulsory. The embedded VNs should
be survivable and recoverable from any number of simultaneous
site failures. Providing 1+ 1 backup for all the sites is one solu-
tion to achieve this required high availability. Therefore, along with
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Fig. 1. VNE request embedding.

one primary site, one backup site is also needed for mapping a VN
node. The backup site can be hot-standby and the running service
states are synchronized between the primary and backup sites at
all times, hence the backup site can take over the service immedi-
ately without interruption when the primary site goes down. How-
ever, the backup mechanism is out of the scope of this work. In
this paper, we focus on how to select and inter-connect the backup
and primary sites.

3.3. Problem formulation

The VNE problem can be considered as a process with two
stages: VN node mapping and VN link mapping. In the first stage,
VN nodes are mapped to site nodes in the PNI using function
M, :Vy — V.. In order'to achieve 1+ 1 site protection for VN nodei,
a primary site node n,” and a backup site node n) are selected to-

gether for VN node mapping:
n?’ eV, ni" # ni”
(1)

In the second stage, the feasible paths between all the mapped
site nodes are established by using function M; : E, — Pp, where,

My(n) = {np. nP}. VnieV,. Vny

M (ey (i, j)) = PO (1) > My (nd)), V0, nd eV, (2)

To guarantee the seamless service migration in the site failure
scenario, for instance for a VNE request with two nodes and one
link as shown in Fig. 2a, we have to explicitly search for two pri-
mary and two backup nodes, and six links between all the primary
and backup nodes to enable 1+ 1 site protection as illustrated in
Fig. 2b. This would be the conventional method to handle 1 + 1 site
protection. Hence, the total required BW to embed one VN link is
the summation of the reserved BW on all six links. The required
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®

a. Embedding request

b. Conventional embedding

c. Proposed embedding

Fig. 2. 1+ 1 site protection illustration.

backup BW for the path between the primary and backup nodes
might be fewer than the requested BW on the primary path, which
depends on the selected backup mechanism as we mentioned be-
fore, or the explicit request from the VNO. For analysis simplicity,
we assume that the required backup BW is the same as the re-
quested BW for the primary path. 99 (e, (i, j)) defined in (2) is a
path set with two kinds of paths: data communication path set
9Mf (ey(i, j)) and backup path set mf(ev(i, J)) where M (ey (i, j)) =
{p(ip — jp). Pliy — Jb). Plip — Jp). Plip — jp)} and ME(ey(i. ) =
{p(ip — i), p(jp — Jjp)}. The VNE request embedding issue can be
formulated as an optimization problem as following:
Objective:

min Y By(i. j) >

ey(i.j)eEy p(x—y)eMi(ey(ij))

DD

px—y)emy (e (i)

[p(x — )|

[p(x — )| (3)

Resource constraints:

C,(i) < min (G (ip). G (ip)). VP . n e V; (4)
ol o
[P = 3 B j). Vnln) eV, (5)
=1
fp Y =By, j). p(x — y) € M (ey(i, j)) (6)
[p(x = ¥)| < Dy(i, j), p(x — y) € M (ey (i, J)) (7)

2 2

ey(i.j)eEy \p(x—y)emi(ey(i.j))

2
+ 37 Byl )1y (ep(. 1)) | <Bp(u.v)

p(x—y)emp (e (i, j)) J=1.J#

By (i, ))1pxy) (8p (U, 1))

(8)

Node and link constraints:
x.j€{0,1},Vnl e Vi, Vn) e V; 9)

4]
Xij, = 1.X;5, =1, Xji, =0
j=1,  j#i
V|
and )" x;;, =0 (10)
j=1j

xup € {0, 1}, Vnj, nj e Vy, Vep(u,v) € Ey (11)
Z Xik — Z Xkj
ire, (i,k)eEp jrep(k,j)€Ep
-1, k=sneV
=11, k=d, nleV,, p(s—d)ePp, (12)
0, nkeV;

Eq. (4) represents the capacity constraint from a VNE request,
which means that the selected primary and backup site nodes
should have sufficient capacity to host it. Eq. (5) is the BW con-
straint for the path between the primary and backup site nodes,
which are mapped from VNE node i. It implies that the reserved
BW for this path is the summation of all the incoming and outgo-
ing traffic from VN node i. Eqs. (6) and (7) are the BW and delay
constraints for the communication paths. Eq. (8) implies that the
total BW of all the flows passing through the physical link u — v is
limited by its available BW By (u, v), in which 14(a) is an indicator
function and 14(a) =1 if a € A, otherwise, 14(a) = 0.

In Eq. (9), x;j is a binary variable, which is 1 if site node j
is selected as a primary or a backup node for VN node i. Oth-
erwise, it is zero. Eq. (10) ensures that one site node can only
accommodate one VN node (primary or backup) for one VNE re-
quest. X,y introduced in Eq. (11) is also a binary variable which is
equal to the indicator function 1,_.,)(ep(u, v)) defined in Eq. (8).
Eq. (12) limits that, for all the intermediate switching nodes on the
path p(s — d), the number of incoming links is equal to the num-
ber of outgoing links.

4. Our proposal: VNE for telco site protection

As mentioned in the previous section, we aim to realize the
telco-grade 1+ 1 protection scheme for all Telecom sites. 1+ 1
site protection is expensive in terms of bandwidth because the re-
quired bandwidth is not only reserved from the primary to pri-
mary sites, but also the path between primary to backup, and
backup to backup sites. This is implemented in order to handle
any number of primary site failures. Therefore, our main objec-
tive is to reduce the bandwidth consumption to embed the VNE
requests.

At first, we select potential candidate site nodes in the PNI
with enough resources to accommodate the requested nodes. In
the second step, we form primary-backup site node pairs based
on a predefined network distance between them. Once such candi-
date pairs for each VN node have been selected, the problem space
is significantly reduced. Then, we embed the links among the pairs
which satisfy both the BW and delay requirements from the VNE
request. Multiple candidate pairs provide the flexibility to find out
viable paths and optimize BW consumption.
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4.1. Primary-backup pair searching

We consider all computing and storage resources (physi-
cal/virtual machines) connected to the same access router as one
logical site node. Therefore, we model the PNI in such a way that
each switching node does not attach more than one site node. To
realize a 1+ 1 protection scheme, a VN node needs to be mapped
to two site nodes to form a primary-backup pair. If these two sites
are connected to the same ingress/egress router, their network dis-
tance would be 2 hops. We consider this an unsuitable scenario
where the primary and backup sites can reside very close to each
other and increase the possibility of both being affected during
large-scale disasters. Therefore, we propose that the distance be-
tween the primary and its backup site is at least 3 hops. Moreover,
we limit the path length between the primary and backup site
nodes by a threshold d;,, with a view to make sure that primary
and backup sites are not too far away from each other. Hence,
we have one more constraint for objective (3): For a candidate
primary-backup pair of VN node i, we have,

3 < |p(ip = ip)| < dw (13)

The primary-backup node distance constraint d;; is a network
operational parameter which can be determined by a VNO. In or-
der to geographically distribute primary and backup sites, a backup
site node can also be considered even though the path length be-
tween the primary-backup pair is longer than d;,. However, a large
value of primary-backup pair path length may increase the com-
munication cost for service backup to achieve site protection and
network downtime during migration from primary to backup sites
due to a longer network distance. It should be noted that d,, is
not a compulsory constraint and our proposed VNE algorithm can
work without it. However, we believe that (13) helps in keeping a
primary-backup pairs at the right distance. In practice, a Telecom
operator knows how its PNI is deployed and what could be the
right distance between a primary-backup pair. The operator can
then use (13) to reflect the desirable distance in the VNE process
or can advertise to a VNF. We will perform detailed investigation
on (13) in our future work. In this paper, we assume distance in
routing hops.

Searching all the candidate primary-backup pairs for all the
VN nodes takes up time and computing resources, and is also
unnecessary especially for a large scale PNI. Greedy node map-
ping algorithm is applied here for primary and backup site nodes
mapping. For a VN node i, its capacity requirement is C,(i) and
its BW requirement is the summation of the BW required from
all its incident links le‘i’l#i By(i, j). We first sort the VN nodes
according to their required capacity in decreasing order as V;, =
{n,lf, n,zf, ...n!,v”lf} and use this sequence to map the VN nodes to
the site nodes in the PNI. The rationale behind this is that it is
more difficult to embed a node with a high capacity requirement
than a low capacity VN node. Site nodes with sufficient capacity
are considered as candidates for VN node mapping and any two
candidate site nodes form a candidate primary-backup pair. How-
ever, searching the optimized primary-backup pair is complex in
terms of computing resource and time. Geographical constraints
could be added to assist site node selection as in [7], but they are
not considered here due to space constraints. We simply limit the
number of selected site nodes per each VN node by a fixed number
Nnm (e.g. npm = 5). In the next step, the candidate pairs are sorted
according to the hop count in an increasing order. If several pairs
have the same hop count, the pair with higher capacity is put on
top of the pair with lower capacity. We choose the first n;, pairs
as the selected primary-backup pairs. If the number of candidate
pairs is smaller thann,, all the pairs are selected. For a VN node i,
it then has n; candidate primary-backup pairs, where n; < n;,. All
the site nodes in the candidate primary-backup pairs is given by

V;b = Ugle {ip,.ip,} where ip, and i, represents the primary and

backup nodes from the xtht" candidate pair respectively. Primary
and backup nodes can be randomly decided within the primary-
backup pairs or based on their capacity. For instance, a node with
higher capacity is the primary node. We assume that each site
node can only be mapped to one VN node within one VNE re-
quest. Therefore, after establishing V;;b‘ all the nodes within V;;b are

reduced from the site nodes as V, =V, N (V;b)‘, where (V;;b)C is the
absolute complement of\/;b.

Algorithm 1
PBPS algorithm pseudo-code.

1 procedure PBPS (G, G,)

2 Ins < sort Vj, (according to site capacity in decreasing order)
3 for x < 1,|V,||V,| do

4: Inm < @

5: "« s (x)

6: for all ni € V; do

7 if (i) > G, (") then

8: lim < Lym Ut

9: end if

10: if |lym| == nym then

11: break

12: end if

13: end for

14: if |lym| == 0 then

15: PBPS Fails

16: end if

17: r<11,x) =¢

18: for i < 1, |lnm|, |lsm| do

19: for Jj<1i |lan1nm| do

20: if < [p(m () — um ()] < dy then
21: Lpp(0) < Ly (0) Ul by (). b (1)}
22: end if

23: if |1,,(x)| == n;, then

24: break

25: end if

26: end for

27: end for

28: end for

29: end procedure

The searching of primary-backup pairs for the rest of VN nodes
continues within the updated set of V, until all the VN nodes
form their own primary-backup pair sets. Primary-backup paths
are found in this step as described above. By combining them with
the primary-primary paths, we ensure a complete connectivity be-
tween all nodes in two primary-backup pairs. The pseudo code of
this Primary-Backup Pair Searching (PBPS) algorithm is shown in
Algorithm 1.

4.2. VN link embedding

After selecting the primary-backup pairs for the VN nodes, the
VN links between VN nodes are mapped to the paths on the PNI.

(a) Link embedding based on link degree: VN links are mapped
sequentially based on the node degree of the VN nodes. First, we
sort the VN nodes according to their node degrees in the decreas-

ing order V;, = {n},‘, nﬁ’, LM n,‘,v"ll}. The VN links are mapped
from higher node degree VN nodes to lower node degree VN
nodes. We assume that the node degree of VN node i is k and
the node IDs of its neighbors are denoted as i',i2, ..., K. All the
VN links that pass through the same VN node, e.g. e,(i,i*) for
Vx € [1, k], have the same priority for mapping. In our algorithm,
we sort i* in increasing order and map ey(i, i*) using the sorted
neighbor sequence. In the next step, the shortest paths between all
the candidate pairs are established. Constraint-based Shortest Path
First (CSPF) [23] can be used to determine the path with sufficient
BW between all pairs. If the path length of a candidate pair cannot
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satisfy (13), this pair is removed from the candidate pair set. For a
certain VN node, the BW constraint for its primary-backup pair is
the summation BW of all links passing through this VN node.

This has two effects. Firstly, it correlates the node embedding
with the link embedding. There is no point of selecting a node
as the candidate which only has enough node capacity but not
enough BW for ingress/egress links. Secondly, we only establish
primary-primary paths in the PNI for inter VN node link embed-
ding which is explained below.

(b) Joint embedding of primary and backup paths: Using the con-
ventional 1+ 1 site protection approach as shown in Fig. 2 b, a
mesh needs to be created among primary and backup nodes to en-
sure connectivity during any number of site failures. For example,
for the VNE request of two connected nodes of A and B, in the con-
ventional approach, we need to find out A and B, their respective
backup nodes A’ and B’ and then interconnect all four of these. In
our approach, we only connect the primary-backup pairs A-A’ and
B-B’, and then we connect the primary nodes A-B, as shown in
Fig. 2 c.

This way, we reuse a part of the primary-primary path to en-
sure connectivity among all 4 nodes if both A and B fail simul-
taneously or if one of them fails. The rationale behind this is,
if the primary and backup sites are not too far away from each
other (which would perform badly for backup data synchroniza-
tion and migration-based switch over), the paths between two pri-
mary nodes and their backups would overlap for a large section.
Therefore, to map two VN nodes, identifying three paths would
suffice. If B fails, the path can be switched to B’ from the intersec-
tion point of A-B and B-B’. Path searching between primary sites
is a standard routing problem, which can be solved by many exist-
ing shortest path algorithms [23]. Constraint-based Shortest Path
First (CSPF) is used in this work for route discovery in the PN, in
which the required BW is the constraint. If the shortest path found
in this way does not meet the delay requirement, we conclude that
other paths will not either.

The conventional approach practically embeds the VNE request
twice, and then connects the nodes in the primary network with
nodes in the backup network in a mesh. Therefore, the number of
paths (Pn) for a VNE request G, = (Vj, E;) in worst case would be,
Peon = 2Ey + W

Contrary to this, in our scheme, we only find out the paths re-
quested in a VNE request and additionally, the paths between the
primary-backup pairs. Therefore, the number of paths (Pyew) in our
scheme would be, Pyew = E, + Vj, which is much smaller than Py
when V,, is large.

Please note that a primary path is interchangeable with its
backup path in our scheme. For two given primary-backup pairs,
the path with minimum length can be chosen to work as the pri-
mary path between these two pairs.

(c) Embedded link adjustment: After mapping the VN nodes, the
VN link embedding process may not be successful in one trial. For
instance, site nodes i and j are selected for VN node mapping, but
there is no path that can be found between them after running
CSPF because of BW scarcity. If this scenario occurs during the VN
link embedding process, instead of using the BW constraint, we
find out all paths between site nodes i and j that meet the de-
lay constraint. We first take the shortest one and check if it over-
laps with any previously embedded paths. If there are overlapping
links, we check if releasing the previously embedded path would
help releasing enough BW to embed the current path. If not, we
go to the next shortest path between site nodes i and j, and do the
same as above. If releasing the previously embedded path can help
in embedding the current one, we release the previous one, embed
the current VN link and re-embed the previous VN link as has been
explained before. In order to avoid an algorithm loop, we mark all
the overlapped links in the PNI. If further VN link embedding over-

Table 2

Simulation parameters.
Parameter Value
Physical node capacity [100, 300]
Physical link bandwidth [100, 200]
Node capacity in VNE request [1, 5]
Link bandwidth in VNE request [1, 5]
Number of nodes in VNE request  [2, 5]
Link delay limit in VNE request 10 hops
Primary-backup node distance 4 hops

Link probability in VNE request 0.5

laps on such marked links again, we exit the algorithm and declare
a failure. This is because releasing a previously embedded path go-
ing through the marked links means that when re-embedding this
released path, it will have the same overlapping link(s), releasing
which will take us into a loop. If all the paths satisfying delay con-
straints do not overlap with any previously embedded paths, path
searching fails, which means that there is no path available in the
PNI to meet the BW requirement.

4.3. Algorithm complexity discussion

The algorithm complexity should be considered separately for
node selection and link selection. For node selection, let us sup-
pose that there are m virtual nodes and n physical nodes, in which
we assume that there are cn resource node and (1-—c)n switching
nodes. For each virtual node, we go through all possible resource
nodes (with linear complexity O(n)), and for each selected resource
node, we run the shortest path search to find a backup (with
complexity O(n?)). Therefore, the primary and backup site nodes
searching for one virtual node has the complexity of O(n)+ 0(n?),
which is O(n?). For m virtual nodes, we have complexity mx0(n?)
which is O(n?) when m is a constant number. For link selection,
our proposed algorithm selects the shortest path between two pri-
mary nodes, therefore, it has the same complexity as the short-
est path searching algorithm i.e. O(n?). Thus, the summation of the
two parts is still O(n?) + 0(n?), which makes the complexity of our
proposed VNE algorithm O(n2) and thus, can be solved in polyno-
mial time.

5. Performance evaluation

In this section, we provide the simulation-based evaluation re-
sults of our proposal against the conventional approach to achieve
1+ 1 site protection.

5.1. Simulation settings

(a) Physical network: To evaluate the performance of our al-
gorithm, we have implemented a MATLAB based discrete event
simulator. We randomly generate |V;| switching nodes in a circu-
lar area to form the core transport network. Each switching node
selects the five closest neighbors in terms of distance as its di-
rect neighbors. We also generate |V;| site nodes, which are ran-
domly attached to one of the switching nodes. Any two site nodes
cannot attach to the same switching node. The major simulation-
related parameters are listed in Table 2. The capacity and band-
width of each site node and switching node are uniformly dis-
tributed within the range [100, 300] and [100, 200] respectively.
For capacity and bandwidth, we do not present any unit. For band-
width, it could be K/M/Gbps. It could also be the numbers of A
in an optical network. For capacity, the unit could range from the
number of physical machines, or VMs possible to accommodate to
the numbers of CPU cores available. Network operators can decide
in which granularity they want to perform capacity management.
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Table 3

Comparison of best, conventional and our solution in terms of path

length.
Number of switching nodes 13 16 18 22
Analytical model (best solution) 6.86  7.76 7.44 8.22
Conventional approach 9.3 9.7 10.06  10.78
New algorithm (our proposal) 9.3 9.7 10.06 10.78

(b) VNE request: For one VNE request, the number of requested
VN nodes is set to a fixed number 3, and the probability of connec-
tivity between every two VN nodes is 0.5. If all the nodes within
the VNO graph are not connected via single or multiple hops, the
VNO graph is regenerated. The bandwidth and capacity require-
ments are uniformly distributed within the range [1, 5]. The de-
lay limit for a VNE request is set to 10 hops. The path length limit
between a pair of primary and backup site nodes is 4 hops. The
number of selected primary and backup candidate pairs n, is set
to 1.

5.2. Performance evaluation

In this section, we evaluate the performance of our proposed al-
gorithm to achieve 1+ 1 site protection. We simulate the arrival of
VNE requests as discrete events. To test the maximum number of
VNE requests that can be embedded in a PNI, we do not define the
lifetime of a VNE request. Hence, once a VNE request is embedded
in the PNI, it will remain in the network for the rest of the simu-
lation. For averaging, different number of iterations are performed
in different comparisons below. In general, 200 simulation runs are
used, unless specified otherwise, e.g. in (a) Overall comparison be-
low, we use 50 iterations as it is highly time- consuming to search
the whole problem space in order to find out the best solution.

(a) Overall comparison: To evaluate the performance of our pro-
posal, we use primary path length as an indicator which is the
summation of the hop counts from all the primary paths of a VNE
request. We compare the results averaged over 50 iterations for the
heuristic, with the optimal results derived from exhaustive search
over the whole problem space to find out all the primary-backup
possibilities in the analytical model. The analytical model is built
on the conventional approach, which requires full mesh between
all the primary and backup sites. In this study, the number of site
nodes is fixed to 10, and the number of switching nodes varies
between 13 and 22. Table 3 shows the results (in terms of path
length) obtained from different types of approach, where we com-
pare the embedded primary path lengths of the three types of ap-
proach. What should be noticed is that, to compare the bandwidth
consumption efficiency from different VNE solutions, we use the
same node mapping mechanism for primary-backup pair selection
in both conventional and our proposed algorithms to eliminate the
influence from the VN node embedding. This is also the reason
why the primary path lengths for these two algorithms (conven-
tional and our proposal) are the same as shown in Table 3. The
optimal solutions are obtained by searching the complete problem
space, and they therefore indicate the results that are not only op-
timized for node mapping but also for link mapping. The results
from the analytical model are superior to the heuristic algorithms,
but the required computing resources and computing time neces-
sary to achieve so cannot be neglected.

(b) Bandwidth consumption: As emphasized before, BW usage is
one of the main metrics to evaluate the VNE algorithm efficiency.
Therefore, we compare the BW consumption for each VNE request
by using both the conventional algorithm and our proposal. We
set up a PNI with 50 switching nodes and 20 site nodes. In or-
der to test the overall capability of the PNI to host the VNs, within
one simulation run, we input 20 VNE requests to one PNI sequen-

tially by using our proposal and the conventional approach. If one
VNE request can be embedded, its requested site node capacity
and link bandwidth are reserved for this VNE request. Otherwise
this VNE request is dropped. Fig. 3a depicts the BW consumption
for each VNE requests within one simulation run. A VNE request
that is generated earlier is associated with a smaller sequence ID
as shown in the X-axis in the figure. The Y-axis is the allocated
BW within the PNI for each VNE request with backup solution.
If a VNE request is rejected, the assigned BW is set to zero. The
results shown in the figure indicate that our proposed algorithm
consumes much less BW to embed a VNE request and it can also
accept more VNE requests than the conventional algorithm due to
its better resource allocation efficiency. To gain better understand-
ing about the algorithm performance, the simulation was repeated
200 times. For all the embedded VNE requests, the average BW
consumption for the embedded VNE request with the same se-
quence ID is shown in Fig. 3b, which indicates that the conven-
tional algorithm reserves around three times the BW compared to
our proposed algorithm. Moreover, the reserved BW while using
the conventional algorithm has a higher fluctuation than our pro-
posed algorithm.

(c) Path length: Based on the same simulation setup described
in the previous subsection, the total primary path length (paths
from primary site to primary site) and backup path length (paths
from backup site to backup site) has been investigated for each
VNE request. The results are shown in Fig. 4a. As shown in the
figure, for both conventional and our proposed algorithms, the pri-
mary path length is not always shorter than the backup length.
This is due to the fact that we setup the role of primary and
backup nodes (based on the site node capacities) before link em-
bedding. Therefore, the primary path length is not necessarily
shorter than the backup path. However, as mentioned before, pri-
mary sites can be selected based on the shorter path as well, as
primary and backup sites are interchangeable in our proposal. As
we can see, by using our proposed algorithm, the path length of
the backup path has a higher probability to be longer than the pri-
mary path. This phenomenon occurs because, after assigning the
primary backup pairs for a VNE request, we first select the short-
est path in the primary-primary site nodes which satisfies the BW
requirement. By doing so, the primary path is always the opti-
mized solution. Due to the fact that our proposed algorithm tries
to reuse part of the primary path to reduce the bandwidth reser-
vation for backup paths, the selection of backup paths might not
be optimized. This may result in longer backup path lengths than
the primary paths. In this work, we do not optimize the backup
path length. During a failure and the consequent site switchover,
the path to the backup PNI node could be optimized step by step.
In such cases, a new primary backup site pair will be formed, or
the failed primary site node can become the backup site node af-
ter its recovery and an unnecessary switchover back to it can be
avoided. We will address this in our future work. The average path
length for each embedded VNE request with the same sequence ID
is shown in Fig. 4b, which is based on 200 simulation runs. It also
indicates that the average backup path length of our proposed al-
gorithm is longer than the average primary path length, which is
not the case for the conventional algorithm.

(d) VNE request acceptance ratio: In order to gain better under-
standing about the above obtained results from Figs. 3b and 4b,
the VNE request acceptance ratio is plotted in Fig. 5, which is de-
fined as the ratio between the total number of accepted VNE re-
quests (successfully embedded) and the total number of simula-
tion iterations for this setup, which is the summation of success-
fully embedded and unsuccessfully embedded VNE requests. As
shown in the figure, it indicates that our proposed algorithm sees a
mild decrease in acceptance rate as the number of embedded VNs
increases in the network. In comparison, the decrease shown by
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the conventional algorithm is more dramatic. This is because the
more VNE requests are embedded in the PNI, the less resources
are left to embed the later VNE requests (having higher sequence
ID). In our scheme, we require much less resource than the con-
ventional scheme, hence the VNE request acceptance ratio tends to
be higher. In comparison, the conventional scheme fails to come
up with an embedding solution when resources become scarce.
(e) Physical network scale influence: The size of a PNI also in-
fluences the VNE performance. To investigate the PNI scale influ-
ence, we generate a core transport network with a grid topol-
ogy. The number of switching nodes is set to 5x5, 6 x6, 7x 7
and 8 x 8 in different simulation scenarios. Moreover, the number
of site nodes is varied from 10, to 15 to 20, and they are ran-
domly attached to the switching nodes. The results shown in Fig.
6 are the mean value after 100 iterations, in order to average the
randomness effect. The number of VNE requests is set to 30 in
each run of the simulation. We further compare the VNE request
acceptance ratio under different scales of transport network and
the results are shown in Fig. 6a. Our proposed algorithm has a
much higher VNE request acceptance ratio than the conventional
approach. When the network size increases, the acceptance ratios
drop in both cases. There are two causes of VNE request drop.
Once the core transport network becomes larger, the average dis-
tance between site nodes also increases when the number of site
nodes is fixed. Hence, the first cause of VNE request drop is the
fact that the path length between the selected site nodes cannot
satisfy the delay constraint specified by the simulation. This is a
direct influence from the PNI topology. The second cause of VNE
request drop lies in the BW within the PNI not being sufficient to
host the VNE requests. When we further investigate the causes of

the VNE request drop by using these two algorithms, we find that
the VNE request drop in our algorithm is mainly due to the first
cause, and for the conventional one, it is mainly due to the second
cause.

As shown in the figure, the results also indicate that the num-
ber of site nodes also has certain impact on the acceptance ratio,
i.e. the more site nodes we have, the better the acceptance ratio.
More number of site nodes puts them closer to each other which
helps in finding out paths requiring lower latency. Once the site
node number becomes higher, the reason for embedding failure
shifts to the scarcity of transport network resources.

In Fig. 6b and ¢, we show the average primary and backup path
length for the embedded VNE requests in different PNI sizes. As
shown in the figures, compared to the backup path length, the
difference of primary path lengths between our proposed algo-
rithm and the conventional algorithm is smaller. In our scheme,
the primary path is the shortest path whereas in the conventional
scheme, all paths are the shortest paths. Therefore, path lengths
are similar for the primary paths in both schemes, whereas the
backup path is longer in our scheme. In relation to this, it should
be noted that our proposal has higher success rate (acceptance ra-
tio) in larger PNI which also makes the path length longer while
averaged over the total number of successful embedding.

Although our backup paths are few hops longer (Fig. 6¢), we
still consume fewer link resources (Fig. 4b). This is because we
require to find and establish fewer links to ensure the necessary
connectivity (Fig. 2b and c). Along with the reasons explained
above for network scale, this is also the reason why we achieve
higher acceptance ratio. As more and more VNE requests are em-
bedded and consequently resources run out, the algorithm which
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Fig. 7. US IP backbone topology.

consumes fewer resources achieves higher acceptance ratio i.e. is
successful in the embedding when resources are scarce.

An implication of longer backup path is the usage of subopti-
mal paths after failure. Once a primary VN node is switched to its
backup node, the path length to the backup node from other con-
nected VN nodes will be suboptimal. These paths can slowly be
optimized step by step once switching over to the backup node is
completed without interfering with the intended service delivery.

(f) Real network topology: In order to understand our proposed
algorithm performance in real networks, we use the data from
topology zoo [25]. The used topology (Fig. 7) is from ATT North
America with 25 switching nodes. We re-run the simulation with
the same parameter setup as mentioned before (see Table 2). We
show the Cumulative Distribution Function (cdf) of the embedded
path length in Fig. 8a when the number of site nodes vary from
10, to 15, to 20.

In Fig. 8 a, total path length of all successful VNE is plotted. Al-
though our scheme has longer backup paths, it still performs better
as it realizes a requested VN with less number of paths than the
conventional approach. As illustrated by the results, the variation
of site nodes (i.e. from 10 to 20) has influence on the embedded
path length for a VNE request by using our scheme compared to
the results obtained by using conventional scheme. Fig. 8b recon-
firms a result from Fig. 6a, which shows that VNE acceptance ra-
tio increases with the number of site nodes available. However, as
seen in Fig. 6a, this increase becomes less prominent after a certain
number of site nodes (15 site nodes in Fig. 8b). After this point, the
VNE failures occur due to the scarcity of transport resources.
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6. Realization under NFV context

In this section, we explain the relevance of our work within the
context of Network Functions Virtualization (NFV) as specified by
European Telecommunications Standards Institute (ETSI) Industry
Specification Group (ISG) NFV. ETSI ISG NFV has been formed by
major operators and vendors to define global standard specifica-
tions for Telecom network virtualization. A virtualized implemen-
tation of a Network Function (e.g. mobile core nodes [2]) is called
a Virtualized Network Function (VNF) which may contain multi-
ple sub-components running in different VMs. These VMs could
be located in the same datacenter i.e. site, or in multiple sites,
according to the VNF deployment requirements and policies. In
this paper, we have made the problem formulation such that a
VNE request is embedded to geographically distributed sites con-
nected by a Transport Network (TN). However, when a single VNF
which is analogous to a VN node in our model, consists of multi-
ple sub-components, the sub-components may need to be embed-
ded within the same site. Besides, there could be a request to em-
bed a chain of VNFs and each of the VNFs may contain multiple
sub-functions as shown in Fig. 9. Whatever may be the scenario
is, the VNE request can be formed as G, = (Vj, Ey) as explained in
Section 3.2. In such a case, Vj, represents the sub-components of a
VNF, and E, represents the intra-VNF links connecting those sub-
components.

Fig. 10 is the NFV reference architecture proposed by ETSI ISG
NFV [24]. Functional blocks such as the Orchestrator, Virtualized
Infrastructure Manager and VNFs as shown in Fig. 10 are the ma-
jor relevant entities for VNF embedding. The embedding request is
sent to NFV Orchestrator (NFVO), which will trigger the embedding
decisions on the VNF Managers (VNFMs). VNFMs manage the life-
cycles of VNF instances. Virtualized Infrastructure Manager (VIM)
controls and manages the compute, storage and network resources
analogous to the PNI. A network within a site (e.g. datacenter)
under the NFV context refers to the datacenter networks, which
normally consist of different types of switches, e.g. core switches,
aggregation switches and top of the rack switches, and all the
switches are deployed according to certain pre-defined topology,
e.g. two/three-tier tree, fat-tree, etc. If multiple sites are involved
in deploying one VNF or a VNF chain, the TN (core transport net-
work in Section 3) is also involved in the process. In this case,
embedding needs to be done in two steps. Step 1 is the top-tier
embedding, which selects suitable sites and links within the TN
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that interconnect the sites. Step 2 is the local embedding: i.e. the
sub-components of each VNF need to be within a site where mul-
tiple VMs are instantiated on different physical machines and con-
nected through intra-site links. Therefore, the infrastructure graph
for physical network G, = (V},Ep) should be formulated and up-
dated accordingly by taking the switches of different types and
capabilities inside the site into consideration. If the TN is not in-
volved, the VNE algorithm can be run in VIM. If multiple VIMs and
the TN between are involved in the VNE process, the top tier VNE
will run in the Orchestrator and our proposed algorithm needs to
be deployed in both the VIM and the Orchestrator to ensure overall
protection.

7. Conclusions

In this paper, we have proposed and evaluated a heuristic algo-
rithm which realizes VNE for 1+ 1 site protection to meet Telco-
grade network protection and service availability requirements. In
approaching this issue, we do not relax the problem by using path
splitting as that is unrealistic in operational networks. We also dis-
tinguish between server nodes and switching nodes, as a server
node cannot be mapped on a switching node.

Our algorithm achieves sound correlation between node and
link embedding, consumes less bandwidth and provides higher
success rate than any conventional approach. Evaluation results
also show that our algorithm performance in finding out a VNE
solution is close to the theoretical ceiling. In our future work, we
will address VN node mapping over multiple sites in order to fur-
ther optimize site resources and backup path optimization in order

to further reduce the consumption of link resources. In addition,
we intend to further analyze the performance of the proposed VNE
algorithm in failure scenarios focusing of service recovery latency.
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