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a b s t r a c t 

XML-based publish/subscribe (pub/sub) systems have been receiving a great deal of attention from the 

academic community and the industry. This research focuses on efficient pub/sub systems and considers 

the devising of XML-based pub/sub systems from the perspective of subscription/query and publication 

message delivery. Existing research mainly focuses on the efficiency of XML publication message filtering 

algorithms. Not much research, however, has considered using the system or the communication model 

in the context of XML publication messages delivery. This paper presents innovative XML delivery tech- 

niques, the cross-layer model and the peer model; both techniques make use of publisher and customer 

edge brokers for efficient XML subscription aggregation and publication message delivery. The primary 

contribution of the proposed models is the reduction of the number of XML publication message filtering 

and XPath query aggregation operations performed in the conventional filter-based XML multicast model, 

which has a high computational overhead. The main idea is to store user subscriptions at customer and 

publisher edge brokers which are either directly connected or close to the subscribers and the publisher, 

respectively. We have performed a number of experiments within a controlled local area network (LAN) 

environment for demonstration of the basic concepts underlying the techniques and in the Amazon cloud 

environment that emulates the wide area network (WAN). Both the cross-layer and the peer models can 

reduce the end-to-end (E2E) delay in message delivery. For example, the results obtained from experi- 

ments in a LAN demonstrate several-fold performance improvement in E2E delay for both the cross-layer 

and the peer models compared to the conventional filter-based XML multicast model, and the results us- 

ing the cloud show an improvement as high as 64% in E2E delay for the peer model over the multicast 

model. 

© 2016 Elsevier B.V. All rights reserved. 
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1. Introduction 

As more information becomes available on the Internet, both

information users and producers face more challenges, stemming

from both the volume of information and the format variety of

information such as HTML, XML and JSON. XML has been used

for publish/subscribe (pub/sub) systems for message delivery. In

pub/sub systems, subscriptions or queries are submitted by users,

which are forwarded to a publisher, whereas messages are sent by

the publisher to interested subscribers. In XML (Extensible Markup

Language, [9] pub/sub systems, messages from the publisher are

encoded in XML and user subscriptions are specified using the

XPath syntax [28,68] . 
∗ Corresponding author. Tel.: + 16135202600. 
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XML has received a great deal of attention in the research

ommunity [2] . XML is a markup language for creating documents

ontaining semi-structured information. Various features are avail-

ble in XML and XPath expressions. Our paper currently supports

he key XPath features, including the parent/child operator (‘/’),

ncestor/descendant operator (‘//’), wildcard (‘ ∗’) and predicate

‘[]’), i.e., XP /,//, ∗, [] . In this paper, the following pairs of terms are

sed interchangeably: user and subscriber, (user) subscription and

uery, (publication) message and document, and node and broker. 

A number of techniques have been proposed to improve XML

rocessing, including XML pattern matching [47,48] , XML key-

ord searching [65] , efficient XML queries evaluation [40,46,67] ,

ata structures or labeling schemes for XML tree management

 [33,43,45,70] ), parallel processing of XML queries matching for

erformance improvement [51,52] ; and message dissemination

nd delivery (see the following paragraphs for more detailed

escription). This paper focuses on XML message dissemina-

ion and delivery for pub/sub systems. Specifically, the paper

http://dx.doi.org/10.1016/j.comcom.2016.03.023
http://www.ScienceDirect.com
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2016.03.023&domain=pdf
mailto:chlung@sce.carleton.ca
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eals with the development of efficient application-layer delivery

echanisms—the cross-layer model and the peer model —and perfor-

ance evaluation of these models for XML message dissemination

nd delivery from the publisher to interested subscribers. 

XML message dissemination and delivery . XML message deliv-

ry or routing in a pub/sub system include two main operations:

i) XPath query summarization/aggregation, and (ii) XML mes-

age filtering/matching to identify matched subscribers. To match

 query that contains a combination of XPath operators against a

ublication message, the computational cost for the matching op-

ration can be high for complex and nested queries. The perfor-

ance of XML message delivery or routing plays a crucial role for

ML based pub/sub systems, as the volume, variety, and velocity

f information have been increasing dramatically. 

Most existing XML pub/sub systems are based on the XML

ulticast model. With this model, the aforementioned two oper-

tions are performed at application-layer XML-capable nodes or

rokers based on a multicast tree, rather than regular network-

ayer routers. Moreover, most existing approaches to XML routing

mphasize on the efficiency of those two operations from the data

tructure or algorithmic perspective. A representative approach is

filter [31] . See Section 2 for more related filtering techniques.

owever, based on the multicast model, those two operations are

erformed at each intermediate XML broker along the multicast

ree, which can significantly affect the overall system performance

nd scalability. 

On the other hand, performance improvement can also be

ackled from the communications system or communication

odel aspect as well. One of the most successful examples using

ommunications system for performance improvement is content

elivery networks (CDNs) [37] . The concept of CDNs is straight-

orward, but the benefits of CDNs are enormous for bandwidth

sage savings and delay reduction. Other highly successful com-

unication models for efficient management and cost reduction

nclude the MPLS-based peer-to-peer model [36] that has been

idely adopted for virtual private networks (VPNs) and the recent

opular software-defined networking (SDN) [42] . 

The motivation of this research is to investigate communication

odels for performance enhancement for XML pub/sub systems.

pecifically, the main objective is to reduce or remove the afore-

entioned expensive XML query aggregation and message filter-

ng operations from the intermediate XML brokers. The paper is

n extension of our initial paper using the cross-layer model [14] .

Note that we have renamed the approach as cross-layer model

n this paper.) In comparison to our earlier paper, a new peer

odel is introduced in this paper, which is also compared with

he conventional XML multicast model and our previous cross-

ayer model. A short description of the key features of each of re-

ated models XML pub/sub message delivery is presented as fol-

ows. Section 3 presents a more detailed description for different

odels. 

• Unicast model. This model is based on the traditional unicast

approach that does not use query aggregation or XML publica-

tion message filtering. A unicast is established from the pub-

lisher to each matched subscriber for the publication message

delivery. The main problem with the unicast model is that the

number of messages can be very large and some messages will

also be duplicated. Subsequently, the delay and network band-

width usage can be large. 

• Application layer XML multicast model. Generally speaking, mul-

ticast can be supported at the network layer or the application

layer. Multicast has become popular, mostly for multimedia ap-

plications [49] . The primary advantage of multicast is the in-

creased efficiency resulting for the reduction of traffic redun-

dancy. Nevertheless, there are limitations or disadvantages with
the popular network layer multicast for streaming applications

due to its use of User Datagram Protocol (UDP). Although UDP

is suitable for multimedia applications, it may not be desirable

for applications that require reliable transmissions, as packet

drops, duplicates and out of order delivery are to be expected

for UDP [66] . In addition, providing multicast services increases

a great deal of complexity on Internet service providers [58] ,

such as the state information for each multicast distribution

tree in the network needs to be provided and maintained. 

The overlay model has been proposed for application layer mul-

icast services with specialized brokers and a broker topology built

bove the network layer. The application layer overlay model of-

ers additional computational power, as existing network devices

re unsuitable for the application layer multicast due to limited re-

ources and high-performance demands for routing and forwarding

asks. The application layer multicast model has been adopted for

any XML filtering and matching approaches. Examples include

filter [31] , Afilter [10] , Gfilter [26] , Bfilter [29] , Efilter [38] , Pfil-

er [61] , and Wfilter [50] . Section 3 describes Yfilter in more de-

ail, as it is the most popular XML multicast model. In this model,

 logical application layer multicast network is constructed from

 publisher to subscribers. The main problem with these methods

s their high cost for subscription (or query) aggregation and XML

ublication message filtering operations that need to be performed

t each XML-capable broker at the application layer. 

• Cross-layer model . The cross-layer model was proposed in [14] .

The proposed cross-layer model removes the XML query aggre-

gation and publication message filtering operations from inter-

mediate brokers. Instead, these two operations are only per-

formed at edge brokers that include both publisher edge (PE)

and customer edge (CE) brokers. Each PE is connected to the

publisher and each CE is connected to a number of subscribers.

However, the model still creates and maintains a similar appli-

cation layer message delivery tree used in the multicast model.

Each CE forwards the queries it has received from the sub-

scribers to a PE through XML-capable intermediate brokers and

the PE will perform the query aggregation operation for queries

received from all CEs to build an aggregated query tree. When a

publisher sends a publication message to a PE, the PE will per-

form a filtering operation to identify the matched CEs and for-

ward the message to those CEs through intermediate brokers. 

This paper extends the investigation of the cross-layer model

urther from a LAN setting used in [14] to a WAN environment

sing multiple Amazon data centers. 

• Peer model . This paper proposes a new peer model for the XML

pub/sub systems. The proposed peer model adopts the same

concept of using edge brokers as that used in the cross-layer

model for query aggregation and publication message filtering

operations. Hence, PE(s) and CE(s) perform the same operations

as that in the cross-layer model. However, the peer model dif-

fers from the cross-layer model that builds and maintains the

application layer multicast tree or delivery paths. In the peer

model, a multicast tree is no longer needed. Specifically, a PE

has a direct logical (not physical) connection to CEs. When the

publisher sends a publication message to a PE, the PE performs

a filtering operation to identify the matched CEs and forwards

the publication message to the matched CEs using the regular

network layer IP routing/forwarding technologies, instead of the

application layer multicast forwarding. 

Therefore, the cost, i.e., both capital expenditure (CAPEX) and

perational expenditure (OPEX) can be greatly reduced with the

eer model, as no specific arrangement of XML-capable interme-

iate routers across a geographically distributed area is needed,
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and the cost for a multicast tree establishment and maintenance is

eliminated. We have performed extensive experiments using Ama-

zon datacenters around the world to emulate the WAN to inves-

tigate the peer model and compare the efficiency of these three

models. Section 5.4 presents the experimental results. 

Section 3 presents a detailed description for all those models

and the popular Yfilter. Yfilter is used as the filtering technique

for comparing different models in this paper. Note that query ag-

gregation is a separate topic, as it involves complex algorithms for

XPath queries. Various query aggregation techniques and related

labeling algorithms have been discussed in [13,15,22,24,33,35,43–

45,69] . Those algorithms can be used in any of the aforementioned

multicast, cross-layer, or peer model. Hence, this paper assumes

that queries have been aggregated and only focuses on XML publi-

cation message filtering and forwarding. 

The rest of the paper is organized as follows. Section 2 high-

lights related work on various application layer XML routing ap-

proaches. Section 3 explains in details the three models under

investigation—the traditional XML multicast model, the cross-layer

model, and the peer model. Section 4 explains how experiments

are set up. Section 5 presents the performance evaluation results.

Section 6 concludes the paper. 

2. Related work 

This section addresses existing application layer XML multicast

routing technologies for a pub/sub system, which can be grouped

into four classes: conventional filter-based XML multicast, chan-

nelization XML message routing, rendezvous-based XML message

routing, and other models. For an unstructured overlay topology,

conventional filter-based XML message routing and channelization

XML message routing can be used for XML message delivery. The

rendezvous-based XML message delivery model is proposed for a

structured overlay topology. Other XML routing models are pro-

posed in specific contexts, e.g., a VPN environment or an integrated

existing pub/sub system. Each of the models is described in the fol-

lowing sections. 

2.1. Conventional filter-based XML multicast 

With filter-based message routing, all user subscriptions or

queries are stored and aggregated at each node along the path

from the leaf node to the root node of a distribution tree rooted at

a publisher. In turn, a published message needs to be repeatedly

evaluated at each intermediate node or broker along the paths in

the tree. A message is forwarded to a node if matched subscrip-

tion(s) of the message can be found. 

A number of filtering techniques for XML pub/sub systems have

been proposed in the literature. Xfilter [3] is one of the first XML

filtering techniques based on deterministic finite automata (DFA). It

stores user requests and handles each request individually, which

may be redundant for similar queries. Xfilter can handle more

complex XPath relationship, such as ancestor/descendant (repre-

sented by a ‘//’ in XPath) as well as a wildcard ‘ ∗’, than simply

the linear parent/child relationship. 

Yfilter [30] , instead, adopts nondeterministic finite automata

(NFA) to deal with the state explosion problem that DFA has. YFil-

ter emphasizes prefix sharing and builds a single combined NFA,

which significantly improves system performance. However, the

ancestor/descendant relationship in complex queries may result in

the number of active states increasing exponentially [50] . Post-

processing is another extra task for Yfilter to deal with queries

with nested paths. YFilter decomposes a complex query into sim-

ple ones and matches them separately. For example, a complex

query /a[/d]/b/c is decomposed into two simple queries: /a/d and
a/b/c . Consequently, the processing time may be high for complex

ueries. 

ONYX [32] is one of the first XML-based pub/sub systems

sing the filter-based XML message routing scheme. ONYX uses

filter [30] as a filtering engine. XNET is another representa-

ive filter-based XML message routing system [22–24,21] . Xtrie

20] is the filtering engine in XNET. XNET supports reliability in

ase of network failures and manages dynamic subscriptions. In

44] , the authors present an XML-based pub/sub system using

ltering-based XML message routing. Although the publisher-

ased distribution tree is optimal in ONYX and XNET in terms of

he number of forwarded messages, it is expensive to maintain

hen the number of publishers is large [34] . 

On the other hand, Afilter [10] uses both prefix and suffix com-

onalities (as opposed to only prefix commonalities adopted in

filter) to reduce mismatches. Afilter organizes user queries or re-

uests as a directed graph, and uses stacks and a triggering mech-

nism to delay the message matching task until a trigger condition

s met. Afilter was found to be more efficient than Yfilter [10] , but

fiter does not consider predicates for queries. 

Gfilter [26] improves the post-processing of complex queries

sing the Tree-of-Path coding scheme. Gfilter focuses on improv-

ng the path matching via a bottom–up approach instead of a top–

own mechanism, which results in faster filtering decision. How-

ver, decomposition and post-processing are needed for handling

omplex queries, which increases the overall processing time. 

Hfilter [64] combines lazy DFA and NFA techniques, because

FA based approaches are more space efficient than lazy DFA

ased techniques, but lazy DFA based techniques could be more

ime efficient than NFA based methods. However, the large space

onsumption problem still exists, resulting in memory overflow

nd degradation of efficiency [64] . 

Bfilter [29] uses lowest-level branch points as starting points

or message processing, as opposed to a top–down (e.g., YFilter) or

ottom–up (e.g., Afilter and Gfilter) approach. The filtering process

ill recursively utilizes higher-level branch points for triggering

atching operation. The main idea is based on heuristic that the

robability of mismatching that will occur at the branch point is

xpected to be the lowest in comparison to top–down and bottom–

p approaches. The probability of mismatching is lower means that

he filtering process can be completed faster, because mismatch-

ng in the XML message filtering process causes the filter to spend

ime on evaluating queries that will ultimately fail. 

Wfilter [50] utilizes a coding scheme to convert each query

nto a special internal representation. The approach can efficiently

tore and identify query nodes for the message matching process.

owever, the approach only focuses on linear parent–child and

ncestor–descendant relationships. Nested paths and queries with

ranches are currently not considered. 

Pfilter [61] is a sequence-based filtering technique. Pfilter en-

odes queries into value-based sequences using pre-order travers-

ng of the query tree. The objective is to identify related profiles

or structure and content matching. The generated sequences are

rouped into hash-based indices that can be processed concur-

ently. 

Efilter [38] incorporates the advantages of FiST [41] and Sfilter

1] . FiST is another sequence-based method that converts queries

nto sequences which are organized as tree structures. The filter-

ng task is to find matched sequences. The matching is efficient

sing FiST, but it is restricted, because the nodes in a twig pattern

eed to follow the document order in XML. Sfilter utilizes a query

uide and simple integer stacks (as opposed to a state stack used

n YFilter) to improve efficiency. A query guide represents all the

ath trees for the queries. However, Sfilter focuses on linear paths;

t does not handle predicates, twig queries (queries with twig
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atterns or branches), or nested paths, which are important fea-

ures for XML documents. 

All those aforementioned methods focus on the data structure

r algorithmic aspect for XML message filtering. Although those

pproaches use different filtering techniques, they share a com-

on communication model: each broker needs to perform the fil-

ering operation and find the matched subscriptions for XML mes-

age delivery. The publication message will then be forwarded to

he next broker on the multicast tree. As stated in Section 1 , the

ain problem with the conventional filter-based XML multicast

odel is the computational overhead that is needed for each bro-

er. Section 3 describes in detail the conventional XML filter-based

ulticast model and presents a comparison of this model with the

ther two XML message delivery models. 

The authors in [11] and [12] propose a new architecture for

ontent-based pub/sub network, called Match Early with Dynamic

ulticast (MEDYM). The MEDYM system matches subscriptions

rom remote servers to calculate a destination list of servers with

atching subscription, then routes a message to the destination

ervers. A broker computes the next hops and a new destination

ist for each next hop as it receives a message. Similar to our pro-

osed peer model, the complex matching operation is also only

erformed at network edge using the approach. But, unlike our

roposed peer model, the intermediate brokers in MEDYM need to

ompute an approximate minimum spanning tree across destina-

ions associated with the matched messages for multicast routing

sing a shortest-path-MST routing algorithm. 

.2. Channelization XML message routing 

XTreeNet is an architecture for supporting XML-based systems,

hich integrates the pub/sub and the query/response model [34] .

ublished messages and user subscriptions are mapped to sets of

ontent descriptor (CD). A published message matches a subscrip-

ion when their associated CDs have at least one common CD. A

istribution tree is established for each CD that is rooted at each

ublisher. Only the first hop (source overlay) broker needs to map

essages to CDs, whereas the intermediate brokers only need to

o forwarding. XTreeNet uses CDs as channels to alleviate repeated

atching of published messages against subscriptions at multiple

odes in an overlay network. But XTreeNet does not support XPath

uery aggregation. In the SemCast [54] system, there are source

rokers, gateway brokers, and internal brokers. The source brokers

onnect to publishers and the gateway brokers connect to sub-

cribers. The coordinator is responsible for channelization manage-

ent. It communicates with the source brokers and gateway bro-

ers. SemCast aggregates and merges subscriptions into channels.

 published message is matched to such aggregates. After match-

ng, each published message needs to be mapped to corresponding

hannels and forwarded to a specific channel(s). Each channel is

etermined in a centralized manner using a cost-based model and

s implemented as a multicast tree. Subscriptions are sent to the

oordinator to check whether an existing channel covers it using

 containment algorithm, then join corresponding trees. Our pro-

osed peer model uses the IP network layer for message delivery

rom PE to CEs and there is no need to maintain CDs and the dis-

ribution tree for each CD, as used in [34] , or to have a central

oordinator to manage channels and the multicast tree. XTreeNet

nd SemCast cluster messages and queries to semantic topics and

emove content-based XML message filtering. Our peer model sup-

orts content-based XML message matching. 

.3. Rendezvous-based XML message routing 

Net-X [59] is a proposed pub/sub system built on top of a

istributed hash table. Net-X uses signatures to discover interest
atch between user interests and published document. The pub-

ished document can be either small text files or MPEG7 movies,

hich requires a different distribution tree for different docu-

ents. Net-X builds a per-document tree. For each published doc-

ment, there is an overlay distribution tree rooted at the publisher

nly connecting the users who are interested in the specific doc-

ment. In Net-X, XPath subscriptions and published XML docu-

ents are mapped to polynomial signatures and are stored in a

istributed hash table (DHT) on which subscriptions and published

ocuments can be matched. 

Hermes [57] is an example of type-based pub/sub systems,

hich has an XML-based API. Hermes uses a network of event bro-

ers built on top of a structured overlay network for rendezvous-

ased routing and fault-tolerance. 

To provide an efficient network delivery, Net-X and Hermes are

mplemented via a structured overlay-DHT, while our peer model

s implemented via an unstructured overlay. 

.4. Other models 

In [8] , the author proposes to deliver a pub/sub XML system

ithin a VPN. A VPN is implemented on top of a backbone net-

ork, such as an IP/MPLS backbone [8] . Each VPN has a unique

dentifier. An XML router can be embedded in a publisher edge

PE) node or connected to a PE. An XML router can communi-

ate on multiple carrier-based VPNs crossing a PE based on unique

dentifiers [8] and deliver the publication messages within the

ame VPN. 

In [56] , the authors propose a common API for pub/sub systems

n order to build an extensible system on top of existing pub/sub

ystems. XML messages are defined using the XML-RPC data model

nd subscriptions are described using a lightweight XPath gram-

ar. The API supports three levels of compliance. Level 1 com-

liance specifies abstract operations; level 2 compliance describes

nteractions using an XML-RPC mechanism; and level 3 compli-

nce wraps different pub/sub systems and hides the semantic dif-

erences of events and subscriptions used in the systems. Siena

16–18] , Hermes [57] , and Scribe [19] are used as case studies in

56] . 

Our proposed peer model is not limited to VPN environments

nd the VPN service provided by ISPs, as advocated in [8] . In ad-

ition, our proposed peer model does not need to construct and

aintain a multicast tree. Our peer model focuses on efficient

uery and message delivery for XML pub/sub systems. 

The paper [6] presents a complementary approach to the con-

entional application layer multicast by reorganizing the overlay

etwork topology based on the similarity of interests. For the

onventional application layer multicast, some intermediate nodes

pure message forwarders) act as event routers, even though they

ave no subscription matching event to be transmitted. The use of

ure forwarder type of nodes is considered inefficient. The self-

rganization algorithm proposed in [6] includes: triggering of a

roker overlay, broker discovery, tear-down link selection and over-

ay topology update. However, it is not enough to use only the

imilarity of interests between brokers, because the brokers shar-

ng high degree of similarity may have a long geographical dis-

ance between them. Overlay networks are usually built by con-

idering constraints based on physical proximity between brokers,

uch that the resulting overlay topology closely matches the un-

erlying network topology. Moreover, measuring the similarity of

nterests between brokers and other operations can be expensive

or XML messages and XPath subscriptions. 

The broker overlay of a pub/sub system can impact system per-

ormance. Existing approaches to constructing broker overlay build

eparate dissemination overlays on a per-topic basis. But the re-

ulting overlays can exhibit high average node degrees [27,25] . The
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Fig. 1. XML pub/sub with the conventional filter-based XML multicast model. 
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paper [25] addresses the topic-connected overlay (TCO) construc-

tion problem for topic-based pub/sub systems in a homogeneous

environment, while the paper [62] discusses the same problem

in a heterogeneous environment. The TCO problem is an NP-

complete problem [27] . Greedy merge algorithms for solving the

set covering problem are proposed to find an approximate solution

for the TCO problem. The algorithms presented in [25,62] divide

the original TCO problem into several sub-overlay construction

problems (referred as sub-TCO problem) by random partitioning.

Each sub-TCO problem is solved independently. Solutions to the

sub-TCO problems are subsequently combined to one TCO so-

lution for the original TCO problem. The two papers discussed

above focus on how to construct high-quality broker overlay

topologies, while our work focuses on devising of efficient routing

protocols. 

2.5. Summary 

Among the existing application layer XML pub/sub models,

the filter-based multicast approach is the most widely studied. A

tremendous amount of research has been devoted to investigating

various filtering techniques, as described in Section 2.1 . Although

some filtering techniques have demonstrated higher performance

than others, a common drawback of those filtering-based tech-

niques is that both query aggregation and publication matching

operations need to be carried out on each broker along the multi-

cast path. As a result, E2E delay becomes high for the filter-based

multicast model. The main contribution of our paper is to reduce

the aforementioned computational cost at each broker, and hence

E2E delay, by utilizing different communication models, e.g., the

cross-layer model and the peer model, which eliminate those two

operations at intermediate brokers. Section 3 discusses these two

models in detail. We have performed thorough experimentation in

a LAN environment to validate the concept and in a WAN envi-

ronment to measure and compare realistic E2E delay for all three

models. 
. XML message delivery models 

This section compares the conventional filter-based XML multi-

ast model, the cross-layer model, and the peer model. We first de-

cribe the conventional filter-based XML multicast model and ex-

lain the core XML publication message filtering operation using

he Yfilter [31] technique, as Yfilter is the most popular filtering

echnique. Other filtering techniques, as described in Section 2.1 ,

lso adopt the same model from the network or system perspec-

ive. Following that, we present the system architecture for the

ross-layer model and the peer model; any other filtering tech-

iques, e.g., Afilter, Gfilter, etc., highlighted in Section 2.1 , can also

e used together with the new models. 

.1. Conventional filter-based XML multicast model and Yfilter basics 

The conventional filter-based XML multicast model, as shown in

ig. 1 , has been used by a number of approaches, including Siena

16] , Yfilter [31] , Afilter [10] , Gfilter [26] , Sfilter [1] Wfilter [50] ,

filter [61] , Efilter [38] , and Bfilter [29] . Although those approaches

se different data structures or algorithms for performance im-

rovement, they share one common characteristic: each broker or

ode in a pre-established multicast tree conducts both query ag-

regation and XML publication message filtering operations. XML

ueries are aggregated to reduce the number of multicast mes-

ages that need to be transmitted over the network. However, as

ighlighted in Section 1 , the computational overhead of these two

perations can become high with this communication model, as

ach broker along the multicast path needs to perform these two

perations. Moreover, the cost (both CAPEX and OPEX) will also be

igh for setting up and maintaining the application-layer multicast

ree. 

As query aggregation and publication message filter-

ng/forwarding are two key operations, they are explained further

ere. Query aggregation needs to consider if a query is covered by
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Fig. 2. Example queries and their representation in Yfilter. 
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xisting queries, or vice versa. The query covering relationship is

efined as follows. 

efinition 1. For two XPath queries Q i and Q j and an XML mes-

age m , a covering relationship (partial order) for Q i and Q j holds

f every XML message m that matches Q j also matches Q i , i.e., Q i 

overs Q j (denoted Q j ⊆ Q i ). 

The purpose of Fig. 1 is to illustrate the query routing and for-

arding using the conventional filter-based XML multicast model:

uery Q 0 is present at CE 1 ; Q 1 and Q 2 are present at CE 2 ; Q 3 and

 4 are aggregated at CE 3 . CE 1 , CE 2 , and CE 3 forward the aggregated

ueries to their upstream broker, node 2 . In turn, node 2 aggregates

he queries and builds a query routing table, then forwards the ag-

regated query tree Q 0 to node 1 . For this specific example, node 1 
hen forwards Q 0 to PE without query aggregation, as Q 0 is the

nly query at node 1 . Finally, PE receives query Q 0 from node 1 and

uilds a query routing table. A PE can also be connected to mul-

iple brokers in other scenarios. The query routing table at each

roker may be different depending on the network topology and

ueries. Later, when a broker receives an XML publication mes-

age, the XML filtering engine (e.g., Yfilter) matches the arriving

ML messages against user XPath queries. As illustrated in Fig. 1 ,

uery aggregation and message filtering operations are performed

t each node along the multicast tree. Hence, the overhead for the

onventional filter-based XML multicast model at each broker is

igh, especially when the aggregated tree and the XML publication

essage are large or complex. 

Yfilter [31] is based on nondeterministic finite automaton (NFA)

hat has been proposed for the conventional filter-based XML mul-

icast model. Yfilter uses a finite state machine (FSM) to repre-

ent a subscription, where each location step of a subscription

s mapped to a state. A location step has three parts: an axis,

 node test, and zero or more predicates. The axis specifies the

ree relationship between the context node and the nodes selected

y the location step. For example, child (/), parent, ancestor, de-

cendant (//), following-sibling, preceding-sibling, following, pre-

eding, attribute (@), namespace, self (.), descendant-or-self (.//),

nd ancestor-or-self are typical axes in XPath [28] . The node test

pecifies the node type and the nodes selected by the location step.

he predicates are expressions which can refine the set of nodes

elected by the location step. Thereby, XML publication messages

atching XPath queries are reduced to matching XML publication

essages against an NFA instead of all XPath queries. 

Fig. 2 demonstrates an example aggregated query tree at node 2, 

s depicted in Fig. 1 , and its NFA representation in Yfilter. The ag-

regated query tree covers query Q 0 , Q 1 , and Q 4 . Each circle in the

ig. denotes a state, e.g., state 1 to state 7. Two concentric circles

enote an accepting state, e.g., state 3 to state 7; such states are

ssociated with the IDs of the queries they represent. A directed

dge with a solid arrow represents a transition. The symbol on an

dge represents the input that triggers the transition. The special

ymbol “∗” matches any element. The symbol “å” is used to mark a

ransition that requires no input. The operator “//” of a subscription

s mapped to a combination of an “å” transition and a self-loop

ransition with a “∗” input tag. The operator “//” results in a state

eing visited many times. The common prefixes of all the queries

re shared in Yfilter. The NFA contains multiple accepting states.

hile each query in the NFA has only a single accepting state, the

FA represents multiple queries. Identical (and structurally equiv-

lent) queries share the same accepting state. 

A Simple API for XML (SAX) parser [60] is commonly used to

rive state transitions of the automata to process the filtering task.

tate transition occurs in case of a state match. Yfilter processes

n XML publication message by searching from the root of the

FA. Yfilter tracks all matched transition states for each start tag.

here is a selection operator for each accepting state to handle
he value-based predicate in the corresponding path. For a tree-

tructure XPath query, Yfilter splits such a query into a set of mul-

iple simple path expressions path by path. Yfilter applies a join

peration ( ∞ ) after selections. The join operator validates the cor-

ectness of the tree structure for an XPath query. 

In summary: Yfilter is efficient, as it minimizes the number

f publication messages that needs to be forwarded to interested

ubscribers. But the computational cost for query aggregation and

essage filtering can be high, especially if complex XML opera-

ors are used in queries. Further, these two operations need to be

erformed at each broker which can increase the E2E delay signif-

cantly. 

.2. System architecture for the cross-layer model and the peer model

As explained above, XPath query aggregation and XML publica-

ion message filtering are complex operations that are performed

ith XML-capable brokers. Both the cross-layer model and the

eer model eliminate those two complex operations for interme-

iate brokers. The cross-layer model is shown in Fig. 3 (a) and the

eer model is shown in Fig. 3 (b). The difference between the cross-

ayer model and the peer model lies in the fact that the cross-layer

odel still utilizes the same application layer XML-capable inter-

ediate brokers as used in the multicast model for forwarding;

hereas for the peer model, no intermediate brokers are needed at

he application layer. Put it in another way, the cross-layer model

till makes use of the application layer broker topology or the mul-

icast tree for query and message forwarding. But for the peer

odel, the PE(s) has (have) a direct logical (not physical) connec-

ion with all the CEs at the application layer. The idea is similar to

he peer-to-peer model in VPNs, where PEs are logically connected.

n our proposed peer model, message delivery between the PE and

Es is realized using the network layer routing and forwarding

echnologies, rather than the overlay application layer XML multi-

ast model. Existing XML filtering techniques, such as Yfilter, Afil-

er, Efilter, Bfilter, Gfilter, Pfilter, Wfilter, and etc., can still be used

ogether with either the cross-layer model or the peer model at

Es and CEs using these two models. 

In Fig. 3 (a), queries are aggregated at CEs. Each CE then sends

ggregated queries to the PE following a pre-established multicast

ree or path. Intermediate brokers, e.g., node 1 and node 2, do not

erform further query aggregation as in the case of the multicast
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Fig. 3. XML pub/sub: (a) the cross-layer multicast model (queries used are listed in 

Fig. 1 ); (b) the peer model. 
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model. The PE also performs the query aggregation operation after

it receives the queries from CEs. When a publisher sends a publi-

cation message to a PE, the PE executes the filtering operation to

identify the matched CEs. The message is then forwarded to those

matched CEs via the paths of the multicast tree. When a CE re-

ceives a publication message, it does the filtering operation again

to identify the matched subscribers and forwards the publication

message to those matched subscribers. Hence, in the cross-layer

model, the query aggregation and message filtering operations are

only performed at edge brokers, e.g., PEs or CEs, not at interme-

diate brokers. Intermediate brokers in this case are used for con-

struction and maintenance of the multicast tree for XML-capable

brokers. 

Similar to the cross-layer model, with the peer model, as il-

lustrated in Fig. 3 (b), the two complex operations—query aggre-

gation and message filtering—are also only performed at PEs and
Es. However, the peer model takes one step further by using ex-

sting network routing and forwarding technologies for query and

essage delivery without the need of deploying specialized XML-

apable brokers performing multicast forwarding at the application

ayer, as used in the conventional multicast model and the cross-

ayer model. With the peer model, after a PE receives a publication

essage and identifies the matched CEs via the filtering opera-

ion, the PE then simply forwards the publication message to those

atched CEs using the regular network layer IP routing and for-

arding technologies, or simply the Internet technologies. Without

hose special XML brokers and specific application layer topology,

he setup and maintenance can be realized much more efficiently. 

Although the work in [8] shares some similarities with our

odel, the difference is that [8] targets the virtual private network

VPN). Our peer model can be applied in the public Internet with-

ut VPN services. With the new peer model, the service provider

an install the XML aggregation and filtering features at PEs and

Es to perform the XML message filtering and XPath query aggre-

ation operations, as shown in Fig. 3 (b). 

.3. Changes of subscriptions or network topology 

In practice, queries can be changed and new queries can be

dded dynamically, Hence, this section concerns the changes of

ser subscriptions/queries or the network topology due to fail-

re(s). First, we describe the effect of addition or removal subscrip-

ions or queries using the aforementioned three models. The con-

entional multicast model produces a minimal query aggregation

ree in case of subscription additions or removals, because the ag-

regation operation is performed at every broker whenever there

s a subscription update on the path from a CE to a PE. On the

ther hand, when there are subscription updates for the cross-layer

odel, no query aggregation operation is incurred at intermediate

rokers. Similarly, for the peer model, there are no intermediate

rokers at the application layer. 

For both the cross-layer model and the peer model, when a CE

eceives a new query, the CE performs the aggregation operation

nd sends the aggregated query to a PE. There are three possibil-

ties: (i) the new query is covered by the existing query tree; (ii)

he new query covers existing queries; and (iii) the new query is

otally independent of the query tree. In case (i), no operation is

eeded, except that the new query will be stored in the query ta-

le at the CE. For case (ii) the new query will be added to the

uery table at the CE and the new aggregated tree will be sent to

he PE. In case (iii) the new query will be sent to PE and then PE

ill perform the aggregation operation. 

The next scenario is related to changes of network topology due

o failure(s). The conventional filter-based XML multicast model is

esigned at the application layer. It provides multicast function-

lities above the IP layer, i.e., a multicast tree is built above the

etwork layer and data are transmitted between neighbors in the

ulticast tree. In case of a node or a link failure, for the conven-

ional multicast model and the cross-layer model, a dedicated spe-

ial recovery mechanism is required in order to reconstruct the

ulticast tree and follow the XML filtering and routing mecha-

ism. 

For the peer model, on the other hand, IP network layer recov-

ry mechanisms will be used in case of a node or a link failure,

hich already are supported by ISPs. In Fig. 4 , when there is a link

ailure for Path 1, the peer model can simply use the IP/MPLS net-

ork layer recovery mechanism and re-route the traffic through

nother path, e.g., Path 2 or even a shortest path discovered by

he IP layer, to reach CE. 

For node failure(s), the impact may become severe on the con-

entional multicast model and the cross-layer model, as the ag-

regated query and the multicast tree will be lost if there is no
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Fig. 4. An example scenario for network topology change. 
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pecial backup mechanism for intermediate brokers. We assume

hat failures will not happen for edge brokers, PE and CEs, as they

re well protected or backed up in practice, and they are needed in

ll three system models. Under this assumption, intermediate node

ailure(s) have no effect on the peer model, as there is no need to

ecovery the aggregated subscriptions or the multicast tree for in-

ermediate brokers. 

.4. Comparison and summary of different models 

All three models described in this section can satisfy the func-

ional requirements for an XML pub/sub system: the messages sent

y the publisher can be correctly routed to interested subscribers.

hey all share some similar functionalities, e.g., XML query ag-

regation and XML publication message filtering. However, non-

unctional requirements (NFRs) are often the selection criteria for

hoosing among multiple design alternatives [4,39] . Two top NFRs

re performance and maintenance; both significantly influence the

ecisions in choosing a particular design alternative. On the other

and, cost is the dominant nontechnical NFR. In communications

ystems, those three NFRs, i.e., performance, maintenance, and

ost, are crucial selection criteria for various technologies. 

Some widely adopted technologies in communications systems,

.g., the peer-to-peer model in VPNs, CDNs, and SDN, are also

losely related to these three NFRs, although those three mod-

ls provide similar functional requirements as their counterparts.

pecifically, the peer-to-peer model used in VPNs is much more

calable than the overlay model, due to its simple management

nd provisioning feature [36] ; CDNs significantly improve the ef-

ciency for content delivery, as data are moved closer to the

dges/users using the model [55] ; and SDN is highly cost effec-

ive and adaptable as a result of decoupling the network control

nd forwarding functions [53] . Variations in architectural models

an make substantial differences in NFRs. The following paragraphs

ighlight a comparison of those three XML pub/sub models from

hose three NFR perspectives. 

In comparison to the conventional multicast model, both the

ross-layer model and the peer model can effectively reduce the

umber of filtering and aggregation operations and the amount of

uery storage at the intermediate brokers. Both filtering and ag-

regation operations are time consuming for complex and nested

ueries; for the conventional multicast model, these two opera-

ions are performed at each broker, which significantly influence

he efficiency. Without the need for the filtering operation at each

ntermediate broker for the cross-layer and the peer models, the

2E delay for message delivery to interested subscribers can be

onsiderably lower. 

In an extreme case where all intermediate brokers are also CEs,

he cross-layer model becomes similar to the multicast model in

hat each intermediate broker (also a CE) uses specific paths based
n the application-layer topology for message delivery and each

roker also needs to perform the query aggregation and the fil-

ering operations. But there are still differences among the three

odels for query aggregation: 

• For the multicast model, each broker executes query aggrega-

tion for both queries directly received from subscribers and

queries forwarded from the downstream brokers. One critical

objective of the model is to obtain minimal aggregated query

trees and related information; hence subscriptions have to be

aggregated at each broker. 

• For the cross-layer model, query aggregation is performed at

each broker for the directly connected subscribers only, not for

queries received from downstream brokers. As a result, the ag-

gregated query tree at each broker for the cross-layer model

is smaller than that used in the multicast model, which could

reduce the query aggregation time. On the other hand, the

amount of aggregated query information at a PE could be larger

than that for the multicast model, but the additional amount is

not significant because of large storage capacity of typical PEs. 

• The peer model is similar to the cross-layer model, i.e., each

broker performs the aggregation operation only for directly

connected subscribers. But the peer model differs from the

cross-layer model in the CEs transmitting the new queries

to the PE via the network layer paths without having to go

through the tree-like application-layer topology. 

The filtering operation is also handled differently for these

hree models for the aforementioned extreme scenario. 

• For the multicast model, as stated in Section 3.2 , each bro-

ker performs filtering to identify both interested subscribers

and matched downstream brokers. As queries are aggregated

at each broker, the total number of messages that need to be

delivered to all CEs is optimal [31] . However, a message needs

to go through each broker along the path, even if some brokers

may not have matched subscribers. 

• For the cross-layer model, the PE identifies the matched CEs

for each publication message and delivers the message to those

CEs. Each broker then only identifies matched subscribers that

are directly connected to itself without having to find matched

brokers. The total number of messages that need to be deliv-

ered from a PE to CEs may be higher than that in the multicast

model; however, the number of CEs (instead of subscribers)

generally is not large in practice. For an extremely large-scale

pub/sub systems, it would become similar to the CDN service,

where CEs are distributed and placed closer to subscribers. On

the other hand, the aggregated query tree at each broker or CE

is smaller than that used in the multicast model, which reduces

the filtering time. 

• The peer model is similar to the cross-layer model in that the

PE identifies the matched CEs and forwards the message to

those CEs only without further filtering. But the message de-

livery from the PE to each matched CE is transmitted via short-

est paths that are calculated with the network layer protocols

instead of the tree-like application-layer topology that is used

for the other two models. Even in the worst case, when all CEs

are matched and a PE needs to transmit a message to all CEs

for interested subscribers, the peer model can still improve ef-

ficiency (by using a fewer number of physical network devices

in realistic networks compared to that used in the application

layer, as demonstrated in Section 5.4 ) and reliability (in case a

node fails as described in Section 3.3 ). In a WAN environment,

the network propagation delay and the processing delay going

through network devices are dominant factors in total E2E de-

lay. Also, queries with containment relations can be stored at

the query routing table of the PE multiple times and duplicated
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Fig. 5. Experimental network topologies: (a) topology #1; (b) topology #2; (c) 

topology #3 using Amazon EC2 Web service. 
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messages may be sent over a common path to different CEs. But

the number of CEs is typically not large in a pub/sub system. 

Besides the two abovementioned key operations, the peer

model does not need to create and maintain a multicast tree (and

the concomitant state information for the multicast tree) compared

to the other models. Building and maintaining a multicast tree is

challenging from both the technical and nontechnical (e.g., cost)

aspects, especially for large networks or multiple ISPs [58] . In fact,

intermediate brokers are no longer needed for the peer model. As a

result, the peer model is much more cost effective and flexible for

path selection. The concept of moving intelligence and complexity

to edge devices is similar to the practice used in existing commu-

nications systems to relieve the load in core network devices. 

In addition, the peer model can handle network topology

changes or failures efficiently compared to the cross-layer model

and the multicast model without a need for a special backup

mechanism for query and path recovery. 

4. Experimental setup and performance metrics 

This section describes how experiments are set up and the var-

ious parameters that are used. There are two sets of experiments.

The first set of experiments is conducted in a controlled and iso-

lated LAN and the link bandwidth is 100 Mbit/s. Each machine is a

system consisting of two 3.0 GHz Intel Pentium cores with 4.0 GB

memory running under Windows XP. The focus of the first set of

experiments is on the impact of the filtering operation on the pro-

cessing delay and the effect of various parameters in a controlled

environment. Processing delay is the dominating factor in total end

to end delay in a LAN environment, as the network propagation

delay is negligible in a LAN. Note that due to resource limitation

in our lab, multiple brokers are running on the same PC, (2–3 bro-

kers for topology #1 as depicted in Fig. 5 (a) and up to 5 brokers in

topology #2 as shown in Fig. 5 (b)). The performance trends, how-

ever, are similar to the case where a broker is running on a sepa-

rate PC in a test case scenario. 

The second set of experiments, as illustrated in Fig. 5 (c), is per-

formed using Amazon Elastic Compute Cloud (EC2). XML brokers

are deployed over Amazon datacenters around the world to em-

ulate the WAN. In a WAN environment, network delay is much

longer compared to that in a LAN, which is realistic for the actual

pub/sub services. The configurations of the EC2 instances used are

t2.micro (1 vCPU, 1GB memory, Microsoft Windows Server 2012 R2

Base) [5] . 

4.1. Experimental network topologies 

Three network topologies, as depicted in Fig. 5 , have been used

for the experiments. We choose a tree, as shown in Fig. 5 (a), as

topology #1 for the following reasons: (i) the topology is a rep-

resentative balanced binary tree and there are shared paths from

PE (broker A) to the leaf nodes (e.g., path A–B–C for brokers F and

G); (ii) it was the left branch of an existing network topology tree

used in a similar area [24] . 

Next, topology #2, a longer delivery path, is adopted (see

Fig. 5 (b)). The length of topology #2 is 11, which is considered long

for a multicast tree path. The purpose of topology #2 is to exam-

ine the impact on the performance, particularly processing delay,

of different models for XML routing when the length of an E2E

delivery path is increased. A multicast path with depth of 11 in-

dicates that there could be a large number of brokers if the mul-

ticast tree is close to a balanced tree (e.g., could have up to ∼2 11 

brokers). 

Topology #3 is evaluated using the Amazon EC2 Web service.

Amazon offers about a dozen datacenters across the world. Topol-

ogy #3, as demonstrated in Fig. 5 (c), depicts the eight XML brokers
hat have been used for our experiment, including the actual geo-

raphical location of each broker. In this experiment, broker A is

he PE and all the other nodes (i.e., B–H) are CEs, i.e., each bro-

er, except node A, is also a CE, which is the extreme scenario

escribed in Section 3.4 . The main purpose of this experiment is

o investigate the effect of network propagation delay in a realis-

ic WAN environment on overall performance of the different mod-

ls. In practice, an XML pub/sub system may be geographically dis-

ributed, e.g., brokers could be far away from each other, and many

hysical network devices may be involved even though the appli-

ation layer topology is straightforward. Therefore, the results of

he experiment can reveal the real delay in a large geographically

istributed network, which is often missing in the literature. More-

ver, we also investigate the difference between the application-

ayer and the network layer topologies in terms of the number of

he actual path lengths, which will be presented in Section 5.4 . 

.2. Experimental parameters 

Table 1 lists the parameters and their values used in experi-

ents for different XML routing models. One parameter is varied

n each experiment while the other parameters are held at their

efault values. Table 2 shows the default parameter values for XML

essages and XPath queries. The exponential random numbers for

essage inter-arrival time are generated from SimJava [63] . 

Determination of default values for some experimental pa-

ameters. Default parameter values used in our experiments are

ased on important papers in the literature. For example, in [26] ,

he default values for the experimental parameters are: query

epth = 6, prob(//) = 0.2, prob( ∗) = 0.1, number of predicates =
, number of branches = 0 and query population = 20,0 0 0; in

24] , the parameter values are listed as follows: query depth is
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Table 1 

Parameter values used in the experiments. 

Parameters Descriptions Values 

Message type Test messages type Recursive messages with book.dtd 

Message size Maximum test message size (KB) {1, 5, 10, 15, 20} 

� Publication message arrival rate (msg/s) {0.5, 0.85, 2, 4,8} 

Number of XPath queries Test queries population {10,0 0 0, 20,0 0 0, 50,0 0 0} 

Prob (//) Probability that an element has // {0.1, 0.2, 0.3} 

Prob ( ∗) Probability that an element has ∗ {0.1, 0.2, 0.3} 

Prob (branching) Probability that a query has branches {0, 0.1, 0.2} 

Prob( �� ) Probability that a query has predicates {0.1, 0.2, 0.3} 

Query depth The longest path length of a test query tree {3, 6, 10} 

Match ratio The ratio of matched queries over test query population around {0.05} 

Number of CEs The number of CEs of the test network topology {2, 4, 6} 

Table 2 

Default parameter values of XML messages and XPath 

queries. 

Parameter Value 

Message size 10 KB 

� 0.85 msg/s 

XPath query population 20,0 0 0 

Query depth 6 

Prob (//) 0.2 

Prob ( ∗) 0.2 

Prob (branching) 0.1 

Prob ( �� ) 0.2 

Query duplication Allowed 

Match ratio 0.05 

Number of CEs 4 
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etween 3 and 10, prob(//) = 0.1, prob( ∗) = 0.1, message recursion

epth = 3, message arrival is characterized by a Poisson distribu-

ion with the arrival rate of 1 msg/s, query population is between

0 0 0 and 50,0 0 0, and message size is 22 tag pairs; in [30] , the pa-

ameter values used are described as follows: query population is

etween 1 and 50,0 0 0, query depth is between 6 and 10, prob(//)

 0.2, and prob(//) = 0.2. The default values for some of the sys-

em parameters are based on values used in the research described

n the referred articles [26,30,24] . Note that the average arrival

ate refers to the publication message arrival rate sent by a pub-

isher, not the arrival rate for regular messages transmitted over

he network. An arrival rate of 1 msg/s, for instance, is considered

igh for regular pub/sub systems. The number of query population,

essage size, the complexity of messages, e.g. recursive messages,

nd the query depth can significantly affect the performance.

ee Section 5.1 for some performance results related to those

arameters. 

We use the method of long run to capture the steady-state of

he system. As time becomes longer, the effect of the initial con-

itions on later observations lessens and the observations appear

o vary around a common mean. The data-collection phase can be-

in after this point is reached [7] . We analyze the length of ex-

eriments and measure the average E2E delay as a function of the

xperimental run length that is given by the number of messages

onsidered in the experiment. The experimental run lengths used

nclude 100, 250, 500, 1000, 2000, 3000, 5000, 6000, 7000, 10,000,

nd 12,0 0 0. From the absolute time difference between two con-

ecutive run lengths in the list, we find that after a length of

0 0 0, the absolute difference is smaller than 1.5% and the system

eaches a steady-state. Hence, 60 0 0 messages are selected as the

un length to be used in the experiments. This was found to be

dequate for the investigation of the relative performance of the

lgorithms that this paper focuses on. All reported data include

utliers in the following experiments. 
.3. Performance metrics 

The performance metrics used in the experiments are explained

elow. 

• Average E2E delay for one message. This metric is calculated

based on the following definition. 

efinition 2. When the conventional multicast approach, cross-

ayer or the peer model is used, let t is represent the timestamp for

ending the i th publication message from the PE. Let t ij represent

he timestamp of the j th ACK message of the i th publication mes-

age received by the PE. Let d ij be the difference in time between t ij 
nd t is , d ij = t ij −t is . Let k represent the total number of ACK mes-

ages corresponding to the same i th publication message received

y the PE. Then, the average E2E delay for publication message i

s 1 / K 

∑ K 
j =1 di j Let R be the number of messages. The average E2E

elay for one message = 1 / R 
∑ R 

i =1 ( 1 / k 
∑ k 

j =1 di j ) . 

• Average filtering time at one node. The average filtering time

is the time difference between the arrival time of a publication

message at the filtering engine and the time the same message

leaves the filtering engine. The average is computed over 100

runs. 

• Average round-trip time between two nodes. The average

round-trip time between two nodes is the time difference be-

tween the time an ACK message is received by a sender and the

time of sending the publication message to the receiver by the

sender. The average is computed over 200 runs. 

• Average transmission time at one node. The average transmis-

sion time is the time difference between the time a publication

message is starting to be sent and the time when sending is

complete. The average is computed over 200 runs. 

• Average processing time at a broker. The average processing

time is the time difference between the time at which the mes-

sage is received by a broker and the time the same message

is sent by the broker. The average is computed over the total

number of messages received by the broker. 

. Performance results and analysis 

In this section, we present three sets of experiments in order

o quantify the performance of the various approaches (multicast,

ross-layer, and peer models). Specifically, four sets of experimen-

al results are presented in the following sub-sections. The first set

f experiments is described in Section 5.1 , which is performed to

easure and better understand the complex XML filtering oper-

tions. Sections 5.2 –5.4 present performance results for topology

1–topology #3, respectively. 
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Table 3 

Performance measurements between two nodes for different messages: (a) average transmission time; (b) aver- 

age round-trip time. 

(a) (b) 

Message size (KB) Average transmission time (ms) Message size (KB) Average round-trip time (ms) 

1 0 .13 1 0 .65 

5 0 .2 5 1 .07 

10 0 .26 10 1 .12 

15 0 .36 15 1 .29 

20 0 .44 20 1 .46 

Table 4 

Average filtering time for one message: (a) the message size is varied; (b) only one query parameter is varied; (c) the 

query depth is varied. 

(a) 

Message size (KB) 1 5 10 15 20 

Average filtering time for 1 message (ms) 11.66 64.69 116.33 160.83 245.18 

(b) 

Varying query parameter Average filtering time for 1 message (ms) 

Default 116.33 

Prob (//) = 0.1 77.13 

Prob (//) = 0.3 141.55 

Prob ( ∗) = 0.1 99.85 

Prob ( ∗) = 0.3 115.14 

Prob (branching) = 0 79.11 

Prob (branching) = 0.2 128.06 

Prob ( �� ) = 0.1 110.98 

Prob ( �� ) = 0.3 116.34 

Query population = 10,0 0 0 75.57 

Query population = 50,0 0 0 170.39 

(c) 

Varying longest query depth Average filtering time for 1 message (ms) 

Query depth = 3 60.59 

Query depth = 6 375.53 

Query depth = 10 1351.84 
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5.1. Experimental results for primary operations of XML filtering and 

matching conducted at one broker 

The performance of primary XML filtering operations conducted

at one broker is first examined. The purpose of the results pre-

sented in this section is to provide a reference to the results in

other sections. 

Table 3 (a) records the average transmission time for publica-

tion messages of different sizes. Table 3 (b) records the average

round trip time between two nodes for simply sending a mes-

sage to a client. As discussed in Section 4.2 , the results presented

in Table 3 are the average of 60 0 0 runs. The network delay for

our prototype is negligible in a LAN, which is consistent with the

expectation. The average message transmission time for real core

routers is even smaller due to the higher link bandwidth, e.g., 10–

100 Gbps, they have. Compared to the filtering cost, the message

transmission time are negligible. Further, the delay caused by the

network is the primary cause of the difference between the perfor-

mance of the cross-layer model and the peer model. Consequently,

the performance difference between these two models is small in

a LAN environment, which is consistent based on our observation.

Hence, in Sections 5.2 and 5.3 , only the comparison of the tradi-

tional XML multicast model and the cross-layer model is presented

for the LAN environment. In addition, the variations in different

experimental results are statistically insignificant in a LAN envi-

ronment for topology #1 and topology #2. For topology #3, the

95% confidence levels for various experiments are calculated and

presented in Section 5.4 . 
Table 4 (a) shows the performance of Yfilter when message size

s varied and other parameters are at default values as shown in

able 2 . Table 4 (b) lists the filtering performance when only one

arameter of an XPath query is changed. Table 4 (c) shows the fil-

ering performance when query depth is varied. The purpose is

o study the impact of different parameters on the overall perfor-

ance. 

The book.dtd is used for the experiments and the DTD has one

ong branch and some short branches. To generate a query with

ong depth, we modify the code of PathGenerator class in Yfilter

y allowing the long branch containing a recursive element section

o be the main path. But for queries in previous experiments, ev-

ry branch has the same probability of being the main path. The

est message book.xml is a complex recursive XML message. The

heoretical analysis in [10] indicates that the number of matched

ransitions from a node is an exponential function of the recursive

epth of a message and queries. The results of Table 4 (c) show that

he filtering cost increases substantially for a recursive message as

he query recursion depth increases. 

.2. Experimental results for topology #1 

This section presents the experimental results for topology #1,

s depicted in Fig. 5 (a). Table 5 shows the performance results us-

ng the default parameter values with the two approaches: con-

entional filter-based XML multicast model and cross-layer model.

The difference between the cross-layer model and the peer model

s small in a LAN.) The average E2E delay for one message using
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Table 5 

Performance evaluation for default parameter values with 

topology #1. 

Performance metrics Multicast 

model 

Cross-layer 

model 

Average E2E delay for 

one message (ms) 

316 .35 63 .47 

a

b

Fig. 6. Performance evaluation for topology #1: (a) varying XML message size; (b) 

varying default message arrival rate. 
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Table 7 

Performance evaluation for default parameter values with topology #2. 

Performance metrics Multicast 

model 

Cross-layer 

model 

Average E2E delay for 

one message (ms) 

1270 .26 118 .63 
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ulticast is 4.98 times that of the cross-layer model. As can be

een, the cross-layer model notably outperforms the multicast ap-

roach. 

Table 6 lists the average processing time at each broker for

opology #1. Node A is the PE and it only sends messages to the

ext broker, B. From Table 6 , we can find a big difference in per-

ormance using different communication models for intermediate

rokers. For example, the average processing times for brokers B,

, and D when the multicast model is used are 108.4, 120., and

09.2 ms, respectively, while the average processing time when the

ross-layer model is applied are only 2.4, 5.2, and 5.3 ms, respec-

ively. 

The purpose of the analysis presented in Fig. 6 is to understand

he effect of message parameters on the multicast model and the

ross-layer model. 

Effect of message size. Fig. 6 (a) shows the performance of E2E

elay as a function of the message size. The cross-layer model out-
Table 6 

Average processing time using default parameter values for top

Average processing time for 

one message (ms) 

B C D

Multicast 108 .44 120 .20 1

Cross-layer 2 .42 5 .19 
erforms the multicast model. For example, the average E2E de-

ays are 50.95 and 1050.77 ms using conventional filter-based XML

ulticast model for a 1 and a 20 KB message, respectively. This

hows the limitations of the conventional filter-based XML mul-

icast model: expensive filtering operations have to be repeated

any times. 

Effect of message arrival rate. Fig. 6 (b) shows the performance

f the average E2E delay as a function of the average message ar-

ival rate. The message with default message size and the queries

enerated from the default query parameters in Table 2 are used in

he experiments; but the message arrival rate is varied. For multi-

ast, the average E2E delay increases much faster than that of the

ross-layer model (see Fig. 6 (b)). 

Effect of query parameters. The purpose of the analysis shown

n Fig. 7 is to investigate the effect of query parameters on the

erformance of the multicast model and the cross-layer model. In

ig. 7 , we vary the parameters of an XPath query, including the

robability of //-operator, ∗-operator, predicates, branching, query

opulation, and query path. The results from Fig. 7 (a)–(d) demon-

trate that the cross-layer model always outperforms the conven-

ional filter-based XML multicast model. Fig. 7 (d) depicts the ef-

ect of the depth of recursive queries on the filtering performance.

omplex queries have an obvious impact on the performance of

he conventional multicast model, as the processing time will in-

rease considerably. In comparison to the cross-layer model, the

verage E2E delay for the conventional filter-based XML multicast

odel increases much more sharply with an increase in the XPath

uery depth. 

.3. Experimental results for topology #2 

This section presents the experimental results for topology#2,

s depicted in Fig. 5 (b). The purpose of studying topology #2 is to

nvestigate the effect of long delivery paths for a potentially large

ulticast tree on the performance of the different approaches. 

Table 7 shows the performance results for default parame-

er values using these two models. The average E2E delay for

he conventional filter-based XML multicast model is 10.7 times

hat of the cross-layer model in terms of the average E2E delay.

able 8 lists the average processing time at each broker for topol-

gy #2. The experimental results shown in both tables demon-

trate that the cross-layer model approach outperforms the con-

entional filter-based XML multicast model. 

The purpose of the analysis presented in Fig. 8 is to investi-

ate the effect of message parameters on the performance of the

onventional filter-based XML multicast model and the cross-layer

odel. 

Effect of message size. Fig. 8 (a) shows the results when the

essage size is varied. We observe that the message size can
ology #1. 

 F G H I 

09 .18 53 .06 55 .52 43 .43 50 .53 

5 .33 55 .05 52 .25 43 .64 49 .41 
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Table 8 

Average processing time using default parameter values for topology #2. 

Brokers B C D E F G H 

Multicast 122 .54 119 .06 120 .54 123 .41 115 .69 117 .08 117 .97 

Cross-layer 1 .67 1 .88 1 .83 1 .63 1 .43 1 .74 1 .75 

Brokers I J K L M N O 

Multicast 117 .44 117 .9 116 .53 92 .58 94 .35 64 .92 73 .77 

Cross-layer 1 .83 1 .70 22 .77 95 .75 75 .31 66 .17 86 .19 

Table 9 

Comparison of average E2E delay for three models on Amazon Cloud. 

System workload Conventional multicast Cross-layer Peer model 

Only one query 302.68 ms 285.77 ms 120.81 ms 

Default workload (20,0 0 0 queries) 253.06 ms 238.74 ms 90.89 ms 
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all brokers. 
significantly affect the performance of multicast because the filter-

ing cost increases as the message size increases, and the filtering

operation is executed at each broker. The average E2E delay for the

conventional filter-based XML multicast model includes the filter-

ing time and transmission time at all brokers along the path from

PE to CEs. The average E2E delay for the cross-layer model includes

the times for computing the next hop and the new destination list

as well as the times for filtering at CEs. 

Effect of message arrival rate. Fig. 8 (b) shows the trend when

the message arrival rate increases. If λ is smaller than 90% usage

of the maximum processing ability, e.g., 0.5, 0.85, and 2 msg/s, the

change on the average E2E delay is small. However, for the mul-

ticast model, when λ reaches a certain number, e.g., 4 msg/s, the

average E2E delay increases quickly because of the queue waiting

time. The performance improvement produced by the cross-layer

model increases with an increase in λ. 

Effect of query parameters. The purpose of the analysis shown

in Fig. 9 is to investigate the effect of critical query parameters

on the performance of multicast and cross-layer model approaches.

We experiment with different values for query parameters, includ-

ing prob(//), prob( ∗), prob[], prob(branching), and query popula-

tion. The message and the λ are based on default values. 

First, we can observe that the cross-layer model outperforms

the XML multicast model in different query parameter combina-

tions. Second, the filtering cost increases as the complexity of

XPath queries (captured in prob(//) in Fig. 9 (a), prob(branching) in

Fig. 9 (b), and query population in Fig. 9 (c)) increases. But the per-

formance for various probability values for predicates, prob[], as

presented in Fig. 9 (a), shows minor changes due to the fact that

more query predicates do not match the message. Similar to the

results for topology #1, Fig. 9 (d) demonstrates that query depth

has a considerable effect on processing time due to the complex

recursive structure. More efficient algorithms can be studied for

complex queries. 

5.4. Experimental results for topology #3 

This section presents the experimental results for topology #3,

as depicted in Fig. 5 (c), in a cloud environment. Each broker is run-

ning on a separate Amazon datacenter and brokers are far away

from each other. The main purpose of this experiment is to investi-

gate the effect of propagation time and network overheads on E2E

delay in a realistic WAN environment. 

Table 9 demonstrates the average E2E delay results for two test

cases; each test case contains three XML pub/sub models, e.g., mul-

ticast, cross-layer, and the peer models. The same workload has

been adopted for all experiments. Measurements for each test case

(including the three models) have been collected during the same
eriod of time to reduce the impact of different traffic patterns due

o different time zones during a day. But those two different test

ases, as shown in Table 9 , were conducted at different time peri-

ds of the day, hence the delay caused by the Internet may have

ifferent im pact on those two test cases. In this experiment, broker

 acts as the PE and the rest of the brokers are CEs. Each measure-

ent is the average of 60 0 0 runs. 

We have also performed a number of additional experiments in

 similar cloud environment using all five message sizes (1, 5, 10,

5, and 20 KB) and all five arri val rates (0.5, 0.85, 2, 4, and 8 msg/s)

s listed in Table 1 and the default values for various other pa-

ameters that are shown in Table 2 . Further, for each configuration,

e also considered two different scenarios: a high traffic scenario

or North America (typically experienced during business hours)

nd a low traffic scenario for North America (typically experienced

uring non-business hours). Note that the data centers used for

ur experiments are spread over the world; hence, the time zones

nd traffic volumes vary for those locations. Each experiment was

arried out for 10 0 0 runs. In other words, each experiment with

he same configuration was repeated during two different times

f the day and the results of 10 0 0 runs were collected for each

xperiment. 

We calculated 95% confidence intervals for those experiments.

he margin of error (i.e., the range of values above and below the

ample mean) for different models is in the range between ±1.3%

nd ±2.3% for various message sizes while the default values are

sed for other parameters (shown in Table 2 ). However, the mar-

in of error for different arrival rates varies more when other pa-

ameters are fixed with the default values. For the peer model,

he range for margin of error is the smallest from ±1.4% to ±3.9%

or our experiments; for the conventional model, the range is the

argest from ±1.8% (for 0.5 msg/s) to ±12.2% (for 2 msg/s), but

ost are under 8% (e.g., ±1.9%, ±4.3%, ±6.0%, ±7.3% and ±7.9%).

urther, the resulting intervals do not overlap: the E2E delay re-

ults even in the worst case (the highest values above the sample

eans) for the peer model are still better than those of the best

ase for the conventional model (the lowest values below the sam-

le means). 

Note that for the multicast model and the cross-layer model,

ome CEs are logically closer to PE (broker A) at the application

ayer, e.g., brokers B and C are only logically one-hop away from

roker A, whereas G and H are three-hop away. However, for the

eer model, PE is only one-hop away from all CEs logically at the

pplication layer. The forwarding paths from PE (node A) to CEs

or the peer model are determined using the network layer routing

echnologies (e.g., OSPF and BGP protocols) instead of the multicast

ree. The results shown in the table are the average E2E delay for
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a

b

c

d

Fig. 7. Performance evaluation for topology #1: (a) varying prob (//), prob ( ∗), and 

prob ( �� ); (b) varying XPath query branching probability; (c) varying XPath query 

population; and (d) varying XPath query depth. 
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Fig. 8. Performance evaluation for topology #2: (a) varying XML message size; (b) 

varying default message arrival rate. 

Table 10 

Number of hops for cross-layer model and peer 

model using traceroute. 

Path Multicast/Cross-layer Peer model 

A - > G 36 16 

A - > E 25 12 

A - > H 50 13 
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As shown in Table 9 , the conventional multicast approach still

as the highest delay for both test cases. The peer model reduces

he E2E delay by more than 60% in comparison to that of the mul-

icast model. However, the gap between the cross-layer model and

he multicast model has significantly reduced compared to the re-

ults obtained from a LAN environment where the processing time

s the dominating factor. The reason is that the messages traverse
hrough the same path from the PE to CEs based on the multicast

ree (as configured in Fig. 5 (c)) for both multicast and cross-layer

odels, and the propagation delay is the primary contributing fac-

or for a geographically large WAN. 

On the other hand, in the peer model, for traffic between dif-

erent datacenters, the routing paths typically only follow the pub-

ic Internet routing or specific traffic engineering design, but there

s no need to follow the path of the multicast tree. The actual

aths to some CEs could be shorter than that used in the mul-

icast tree. Table 10 confirms that the paths are shorter from PE

broker A) to CEs in the peer model by displaying the number of

ops (routers or switches) obtained from using the traceroute com-

and. The results in Table 10 are the number of physical hops for

he multicast/cross-layer and the peer models from the PE to CEs

G, E, and H), respectively, although the logical application-layer

opology may be similar. As can be seen from this table, the num-

er of physical hops is considerably larger for the multicast and

ross-layer models in comparison to the peer model. As a result,

he E2E delay for the cross-layer model is much higher than that of

he peer model and the gap between the multicast model and the

ross-layer model also has reduced considerably due to the long

aths via a large number of common hops from PE to CEs for these

wo models. 

. Conclusions and future directions 

XML pub/sub systems are important applications and the per-

ormance of such systems is important as the data volume keeps
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b
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a

Fig. 9. Performance evaluation for topology #2: (a) varying the probability of prob 

(//), prob ( ∗), and prob ( �� ); (b) varying XPath query branching probability; (c) vary- 

ing XPath query population; and (d)varying XPath query depth. 
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increasing. Performance improvement can be realized with various

techniques. This paper focused on performance improvement from

the communication models perspective. Effective communication

models have potential to significantly improve the performance, as

stated in Section 1 . This paper presented two communication mod-

els for XML pub/sub services, i.e., the cross-layer model and the

peer model. We then compared these two models with the con-
entional filter-based XML multicast model. The conventional XML

ulticast model builds an application-layer broker overlay above

he network layer. The approach forwards the minimal number of

ML messages to subscribers at the expense of two high computa-

ional cost of XML query aggregation and message filtering opera-

ions performed repeatedly at each hop from a PE broker to a CE

roker. 

Both the proposed cross-layer model and the peer model limit

he two expensive XML broker operations to be performed only

t PE and CE nodes. However, the cross-layer model still relies on

ML-capable brokers for message forwarding. On the other hand,

he peer model does not establish and maintain a multicast tree,

nd message forwarding between PE and CEs is realized using

he regular network routing technologies rather than following the

ulticast tree paths. The peer model offers several advantages:

ow computational cost (both query aggregation and publication

ltering operations), easy deployment and management without

he need of setting up application-layer XML-capable brokers, high

etwork efficiency, support for frequent user subscription changes,

nd resilient of broker failures (assuming no failures occur at PE

nd CEs). 

An XML pub/sub prototype was devised and the different rout-

ng models were evaluated in a LAN environment and on the Ama-

on cloud centers around the world to emulate a WAN environ-

ent where propagation delay becomes the dominant factor. We

ompared three different models through extensive experimenta-

ion. The results showed that the cross-layer model and the peer

odel significantly outperformed the multicast model in a LAN en-

ironment primarily due to the elimination of the expensive filter-

ng operation performed on each broker. Further, the peer model

as a notably lower E2E delay than the other two models in a

AN environment as a result of eliminating the filtering operation

erformed at intermediate brokers and shorter paths used at the

etwork layer than that of the application layer. 

The focus of this paper was on publication message forwarding.

ntegrating the publication message routing and user query aggre-

ation techniques into a prototype and evaluating its performance

ith real workload warrants investigation. 
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