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a b s t r a c t 

Modern vehicles are configured to exchange warning messages through IEEE 1609 Dedicated Short Range 

Communication over IEEE 802.11p Wireless Access in Vehicular Environment. Essentially, these warning 

messages must associate an authentication factor such that the verifier authenticates the message origin 

via visual binding. Interestingly, the existing vehicle communication incorporates the message forward- 

ability as a requested feature for numerous applications. On the contrary, a secure vehicular communica- 

tion relies on a message authentication with respect to the sender identity. Currently, the vehicle security 

infrastructure is vulnerable to message forwarding in a way that allows an incorrect visual binding with 

the malicious vehicle, i.e., messages seem to originate from a malicious vehicle due to non-detectable 

message relaying instead of the actual message sender. We introduce the non-forwardable authentication 

to avoid an adversary coalition attack scenario. These messages should be identifiable with respect to 

the immediate sender at every hop. According to a coalition attack scenario, the group of adversaries in 

coalition adopt the fabricated attributes of a target vehicle and resembles it to be alike. The adversaries in 

coalition then reroute the eavesdropped messages in order to impersonate the target vehicle. We propose 

to utilize immediate optical response verification in association with the authenticated key exchange over 

radio channel. These optical response are generated through hardware means, i.e., a certified Physically 

Unclonable Function device embedded on the front and rear of the vehicle. To the best of our knowl- 

edge, this is the first work proposing a solution based on physically unclonable function for a secure 

non-forwardable vehicle to vehicle authentication. In addition a formal correctness sketch is derived using 

Strand Space methodology. 

© 2016 Elsevier B.V. All rights reserved. 
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1. Introduction 

Vehicle networks [21,24,50] provide safe and efficient maneu-

vering among the vehicles and across the road. Smart vehicles are

equipped with wireless radio devices and comply with the Ded-

icated Short Range Communication (DSRC) IEEE 1609 [1,9] and

Wireless Access in Vehicular Environment (WAVE) 802.11p [61] .
� A preliminary version of this paper has appeared in proceedings of the 14th 

IEEE International Symposium on Network Computing and Applications (IEEE NCA) 

2015 [14] . 
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urthermore, vehicles are customized to predict a crash event

head of time through ultrasonic and infrared radars, detection

s ranging optical-sensors, and a night vision camera [59] . A de-

entralized multi-channel communication [80] is standardized in

EEE 1609.4 [8] . Our protocol is secure to create an information

ich map of the surrounding vehicles and correspondingly attribute

hese messages (arriving through the radio) to the correct vehicle

n the map. Such an up-to-date map would assist in real-time deci-

ion making, e.g., accelerating, decelerating, or lane changing. Once

he vehicle has established a secure session with a near-by vehicle

he map can be updated using the information received over the

adio channel, thereby, attributing the responsibility of any mal-

unctioning. 

Wireless radio communication is widely supported by the

ortable user devices. There exists a sufficient number of Authen-

icated Key Exchange (AKE) protocols for a secure wireless com-

unication. Interestingly, the majority of these AKE protocols are

mplemented over the radio channel for identifying a valid public

ey holder and establishing a session key. However, these ap-

roaches do not suffice for a more sophisticated form of a coalition
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ttack. In order to avoid such attacks a correct mapping to the ac-

ual vehicle in secret session is necessary. Subsequently, a location-

nformation rich map can provide a precise identification of the

riginal source. Recently, authors in [62] have presented a far prox-

mity identification approach by measuring overall multipath prop-

gation effect, although it estimates that a specific target is at least

 certain distance away (conceptually quite opposite to the exist-

ng distance bounding protocols [6] ); however, the source of sig-

al origination is still unidentifiable and seems to comply with the

ertified credentials. In particular, the dispersed nature of the ra-

io signals might impose an incorrect binding between the ses-

ion messages and the actual source of the message. Our scheme

romises a correct binding between the session messages (over a

ireless radio channel) and correspondingly identifiable source of

he message (certified attribute holder). 

We utilize the (inherently) directed nature of optical channel

o produce optical fingerprints in association with a secure radio

hannel. Optical communication (or an equivalent technology for a

lear geographic mapping and to identify communicating vehicle

onolithically-coupled with the information received) is an im-

ortant ingredient in our proposed scheme. The directed nature

f the optical communication channel eliminates the possibility of

n adversary, present in the line of sight between mutually au-

henticated vehicles. However, the optical communication or di-

ected microwaves alone are not sufficient and requires additional

ssumptions to enable the existing DSRC IEEE 1609.2 [2] infrastruc-

ure immune against a coalition attack, as presented in this paper.

ehicles authenticate a peer vehicle over radio channel to be the

ame vehicle as visually identified over the optical channel. Our

hysically Unclonable Function (PUF) based solution can withstand

ore sophisticated adversarial coalition attacks than in previous

orks [11–13,15] . 

We propose to achieve a secure binding property with respect to

ehicles and corresponding communication channels. Essentially,

ehicles that identify themselves on an auxiliary channel establish

 secure communication over another channel, i.e., an optical and

adio channel, respectively. A formal definition 2 of binding prop-

rty is given in Section 4 . The designed protocol consider both the

ecure key exchange and the coupled message integrity (ciphered

hrough the verified key). In spite of performing these two differ-

nt verifications on two different channels, the proposed protocol

ssure a monolithic binding between the two parameters and also

hat they belong to the same visible credential holder. The op-

ical speckles should be grasped as an optical version of unpre-

ictable responses, i.e. one of the primary characteristic of PUF,

lso is a sufficient and necessary assumption to ensure the non-

orwardability. Moreover, the abstract level of understanding for

he proposed protocol (how to ensure the non-forwardable authen-

ication) relies on PUF traits such as unclonability vs unpredictabil-

ty regarding the responses (irrespective of the optical speckle or

lectrical medium). There is considerably negligible gap between

he response generation (via authentic PUF) and response observa-

ion (via photodiode), therefore, PUF is less vulnerable to response

elaying as opposed to PUF modeling attacks presented in [22,48] . 

roblem statement. In this paper, we consider an adversary coali-

ion attack scenario [11,15] in vehicle networks. Accordingly, adver-

aries forward the messages between the intended sender and re-

eiver, without decrypting the messages. Sender and receiver ver-

fies the visual attributes and the location. However, it is difficult

o identify whether the intended sender and receiver are present

ithin the communication range or not. Apparently, messages are

outed through a group of malicious vehicles that looks simi-

ar as the intended sender/receiver. The malicious vehicle might

ommunicate over a separate communication channel. Therefore,

he intended sender and receiver that own a valid certificate (bind-
ng vehicle attributes and public key) are actually far away from

he communication range still connected through an adversary

oalition channel. The term adversary coalition denotes the fact

hat adversary is allowed to forward and re-route messages to-

ards a second adversary via separate channel. Interestingly, the

tatic [13] and dynamic attribute [11,15] based authentication is not

ufficient to avoid the coalition attack scenario. 

Evidently, a non-forwardable authentication property must be

ugmented to expand more upfront schemes based on static and

ynamic attributes. Specifically, the technique should prevent the

erifier to visually misidentify the attacker (that only forwards

essages) with the original authenticator (that actually produced

he authentication messages). 

Apparently, some ad-hoc solutions such as timing analysis, ra-

io fingerprinting, regular mirror and holographic mirror identifi-

ation, potentially seems to immune against the coalition attack

cenario. We further elaborate these solutions with respect to the

napplicability against a coalition attack scenario. It must be no-

iced that the coalition attack is unavoidable within the existing

tate of vehicle to vehicle security standards IEEE 1609.2 [2] . In-

erestingly, neither the wireless radio nor the optical communica-

ion channel, individually is enough to provide a complete solu-

ion against the coalition attack scenario. We require a dynamic

cheme for immediate commitment verification that would not re-

ain static for a long time. Our goal is to couple the communi-

ating vehicles within the scope of multiple channels such as an

ptical and radio channel. An optical channel is essential during

he authentication phase and the radio channel resumes beyond

he authentication phase for the authenticated message exchange.

ptical PUF assisted unforgeable fingerprints provide a robust vehi-

le identification. The proposed authentication approach utilizes a

on-forwardable fingerprint from the peer vehicle. A PUF [41] de-

ice is used to produce these output responses and a supplemen-

ary optical communication is used to convey PUF input and ver-

fy PUF output. Initially, PUF is assumed to be untrained such that

t is undefined in terms of challenge-response pairs or underly-

ng mathematical description. It is only after a sufficient number

f rounds of PUF stimulation that this deterministic PUF property

s revealed in terms of challenges and paired responses. A more

ormal definition of PUF is given in Section 3 . 

trawman solutions. Interestingly, the wireless radio and the op-

ical communication, individually is not enough to provide a com-

lete solution against the coalition attack scenario. The following

ative solutions might seem to solve the problem but only to a

ertain extent. 

Timing analysis: Optical communication channels have been

sed recently to measure the dynamic primitives [40,83] of any

oving target. Moreover, a round trip delay measurement for the

ptical beam is another estimate that assists to verify the partner

n communication. Accordingly, the sender estimates that the re-

eiver is not farther then few meters away and therefore should

ot take more than the threshold time to access. In the existing lit-

rature this concept is also known as distance bounding and round

rip delay estimation [7] . Thus, the sender and receiver might be

ssured that the communication is uninterrupted and also point-

o-point (in case of optical communication). However, the under-

ying communication protocols suffer packet loss, congestion and

elay over the wireless radio channel. Therefore, the packet round

rip time estimation might lead to an incorrect distance estimation.

 sufficient number of security protocols are available that might

revent the adversary to fake a lower latency, still, the adversary

an fake a larger distance or round trip latency by intentionally

elaying the message forwarding. Therefore, it might lead to an

ncorrect delay or distance estimation among the actual sender and

eceiver. 
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Radio fingerprinting: According to the property of wireless radio

fingerprinting, radio signals generated at every device must incor-

porate an unique distinguishable property [5,51,52] . Therefore, the

radio waves generated at a particular vehicle retains these con-

sistent and unique traits during every communication interaction.

However, the radio fingerprinting approach does not ensure the

non-forwardable authentication due to the lack of point-to-point

communication. The communicating vehicles might not be able

to create a mutual visual binding with respect to fingerprints re-

ceived over the radio channel. Our approach provides this worthy

combination of unforgeable fingerprints and visual bindings with the

sender of those fingerprints. 

Regular mirrors: An optical communication channel such as

laser beam can be used to convey the commitment data through

beam modulations. The receiving vehicle must be configured with

a reflective mirror on which the laser beam modulations are re-

ceived and interpreted. Therefore, the commitment data conveyed

through point-to-point beam modulation seems to be secure and

confidential to the recipient vehicle. However, the reflective mir-

ror does not contribute beyond the beam modulation decoding.

In addition, a recipient vehicle cannot distinguish between the

beam reflection originated at intended sender or the reflection-

of-reflection (reflection originated at the middle adversary, mim-

icking the original reflection from the intended sender). An ad-

versary nearby can record the laser beam modulations originated

from the other vehicle and might also generate the same modula-

tions. Therefore, the beam modulations and the commitment data

is vulnerable to subliminal message rerouting and forwarding. Fur-

thermore, there is no binding between the optical and wireless ra-

dio channel and is not a complete solution against an adversary

coalition attack scenario. 

Holograms: A hologram can be installed at the vehicle front and

rear surface. The hologram is subjected to an optical beam in order

to verify the validity of the hologram and the corresponding vehi-

cle identity. A specific certified hologram would generate a corre-

spondingly unique reflection for every vehicle identity. Apparently,

the solutions based on a certified hologram response verification

resolves the true vehicle identity and appears to be a quite rel-

evant solution for the attack scenarios into consideration. How-

ever, in this solution the hologram retains and processes a spec-

ified Challenge Response Pair (CRP) only and the pairing remains

fixed for every verification round. Furthermore, a mighty adversary

can reveal the CRP by analyzing it over a period of time because

the response remains static irrespective of the static and dynamic

attributes of the vehicle. 

The problem requires a dynamic solution for the immediate

commitment verification in which CRPs are not static. Our so-

lution proposed in this paper verifies the immediate process-

ing of an optical beam through an unclonable device known as

PUF [17,19,41,42,58] . PUFs are hardware devices that are configured

to produce a unique response corresponding to a unique and suf-

ficiently diverse challenge. The verifier compares these PUF gener-

ated response patterns against the certified response received over

the wireless radio channel. PUF generated spontaneous wireless

signatures enable a secure binding between the optical and wire-

less radio communication channel. Evidently, our PUF based solu-

tion is rigorous and resistant towards the above mentioned coali-

tion attack scenario. 

Physically Unclonable Function (PUF). PUF was first introduced

in [41] as a hardware analogous to the one-way hash functions.

We denote the function instated inside the hardware PUF device as

. Essentially, a PUF is a hardware primitive that represents phys-

ical hash functions due to unique physical characteristics. There is

no instantiation of any PUF, at least as much intuitive as a mathe-

matical description, except a random oracle model. Specifically, ev-
ry instantiation of PUF is considered as another instantiation of

 random oracle model. PUF devices are characterized with micro-

tructural variations. These perplexed structural variations are en-

orced during the production process, therefore, it is hard to clone

he same structural variations. Furthermore, PUFs can be used per-

ectly in a challenge-response verification protocol. These PUFed

esponses are correspondingly unique to the paired challenges and

re extremely difficult to predict without accessing the original

UF device itself. The essential properties [36,54] of a basic PUF

including the underlying function ( ℘) specific properties) are: 

• Unique: PUF output is unpredictable due to the unique micro-

structural variations. In the existing literature, a PUF device is

termed as a physical one-way hash function [41] . Inherently,

the CRPs produced by a PUF are uniquely paired and sufficiently

diverse to distinguish. 
• Unclonable: No two PUFs could ever produce same output via

cloning. Due to micro-structural variations it is infeasible to

physically clone a PUF. Therefore, the inevitable structural ran-

domness avoids PUF cloning attacks. 
• Unpredictable: It is infeasible to predict the consistent response

for a random challenge given a set of pre-recorded CRPs. An ad-

versary might stimulate a passive PUF device for a random set

of challenges ( c 1 , c 2 , ... c � ) and retrieves corresponding responses

as ( r 1 , r 2 , ... r � ), still it is infeasible to predict a correct response

r � +1 corresponding to an unqueried input challenge c � +1 . 
• One-way: Given a decoded numeric response r i and the certified

PUF still it is infeasible to recover the paired challenge c i that

triggered PUF to generate r i . 
• Tamper evident: Any attempt to recover the structural traits of

PUF would deviate the original structure of underlying function

℘ and consequently, the original challenge-response pairing. 

revious work. According to a PUF authentication scheme [47] ,

n initiator measures PUFed responses. The responder transmits

 shuffled response string that initiator verifies through substring

atching. The paper [44] presented a PUF based protocol for se-

ure private-public key pair generation and distribution between

ertificate Authority (CA) and vehicles. The authors in [53] pre-

ented a challenge-response method to identify the paired device,

hile both devices are assumed to have a session key. The sender

easures the response and receives the same response encrypted

ith the secret key from the receiver in order to cross verify the

easured response. Furthermore, a pseudonym refill protocol for

ehicular environment has been given in [90,91] that provides on-

emand certificate restore via road side units. However, to the best

f our knowledge, none of these previous works have considered

he vehicle coalition attack scenario as a problem. We assume the

xistence of an out-of-band communication channel [38] to ver-

fy the certified static attributes. In [13] a novel vehicle authenti-

ation scheme has been proposed which is based on the certified

nd monolithically-coupled vehicle attributes with the public key.

he following work [11,15] have used a laser communication for

dditional verification of dynamic attributes is presented. The util-

ty of an auxiliary laser based communication channel regarding

he secure device pairing can be found in [30,37,39] . It is practi-

ally feasible for high speed vehicles to operate laser beams for

racking [40,82,83] and secret key establishment [37,43] . 

PUF was first introduced in [41] as a hardware analogous to

he one-way hash functions. There are several types of PUFs dis-

ussed in literature [18–20,42] such as Strong PUFs [19,42] , Con-

rolled PUFs [18] , Weak PUFs [20] . There are number of candi-

ates for Strong PUFs implemented on integrated circuits, how-

ver, the enhancement in this area is still evolving due to modeling

ttacks [48] . The proposed scheme utilizes optical PUF as they are

ecure against cloning [22] and modeling attacks [48] . PUFs are
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lso referred to as Physical Random Functions [17,19] or Physical

ne-Way Functions [41,42] , have been used for key establishment

42,58] , identification [42] and authentication [19,58] . The state-of-

rt research [87–89] that ensures the property of unclonability is

iven in [36,54,74] . Moreover, the work in [4] presents PUF assisted

ormal security features. A broadcast encryption scheme based on

UF devices is given in [29] . Furthermore, the authors in [45] pre-

ented an optical PUF based scheme for challenge-response veri-

cation through a manufacturers 2D barcode signature embedded

ver PUF device. 

ur contribution. In order to mitigate this coalition attack

cenario as mentioned in problem-statement and detailed in

ection 2 , we plan to utilize PUF devices for a non-forwardable

essage authentication that provides: 

• Unique identification: Vehicles create a visual binding over op-

tical channel through PUF. The physical challenge stimulus c is

processed over an authentic PUF and spontaneously produces a

correspondingly original response r . Therefore, a communicat-

ing vehicle can be uniquely identified via PUF verification. 
• Vehicle authentication: The AKE execution via certified attributes

and the public key over a securely coupled radio channel is

an important ingredient in our scheme. Moreover, in this work

radio communication is securely coupled with the preliminary

optical communication. Thus, the peer vehicle authentication is

twofold secure. 

In [69–71] multiple pseudonym-certificate based privacy-

reserving approach has been proposed. However, considering the

uthentication as a prime objective we adapt the multiple certifi-

ate assumption, specifically the long-term certificate storage and

e-activation. In contrast to [69–71] we ensure a physical-disorder

ased non-forwardable authentication via additional security as-

umptions and zero infrastructure. 

• Non-forwardability: An adversary cannot forward the messages

on behalf of another sender such as without being detected.

Specifically, the privilege that adversary is deprived of is the

ability to mimic unpredictable PUF response even after for-

warding the current active challenge in place of a third party

(which again is a secure credential known only to an original

holder). The sender and the receiver are in direct communi-

cation with each other, therefore, the message integrity is en-

sured. 
• Channel binding: The sender and receiver, first create a visual

binding through optical communication verification and then

establish a secure binding between the wireless radio and opti-

cal communication channel. Moreover, the associated AKE pro-

tocol enables a secure message exchange over the wireless ra-

dio channel. 

The laser equipped vehicles [35,56] are feasible for diverse ap-

lications such as driver safety, traffic navigation, vehicle identifi-

ation, warning dissemination and night vision. The laser detec-

ion and ranging have recently been used for real time parking

pace locator in [65,67] . The authors in [66] presented a novel

pproach for the target vehicle information acquisition through a

d-reflecting code on the front and rear of the vehicle. Similarly,

n [68] a vehicle equipped with inward and outward facing cam-

ras for outside traffic monitoring. Recently, a major automotive gi-

nt has released a laser equipped prototype [59] that increases the

ight vision effectively. Moreover, it might appear cumbersome to

nd a suitable place for a moderate size laser device inside the

ehicle front without requiring in-vehicle weight re-distribution.

herefore, the usage of fiber optics allows the placement of laser

evice anywhere within the vehicle, effectively propagating the

utput to the vehicle front. It is important to mention that the
ehicle tracking through the laser beam pointing and scanning is

easible for moving vehicles [81–83] . Laser communication in ve-

icular networks has been primarily used for distance and velocity

stimation [77,79] . In [75,78] , laser pointers are used for sponta-

eous ping among the hand held devices. In [76] , the authors sug-

est the transmission of the shared secret key through the laser

odulation. 

Along with the laser integration into modern vehicles PUF in-

egration has also been considered as a feasible solution [63,64] .

urthermore, PUF integration is closely related to the ideal model

f physical-disorder based low cost authentication [74] . The cost

ight vary from an elaborated laboratory setup to a thinly sprayed

ight reflecting sheet. However, the random distribution of these

ight reflecting particles would generate unique interference re-

ponse and therefore it is expensive to reproduce the exactly simi-

ar light response. Moreover, the CRP space is assumed to be large

nough in order to realize PUF unpredictability property, therefore

t would require an exponential (to the number of challenge bits)

ime interval to disclose the whole set of possible challenges. 

utline. Section 2 explains the adversary coalition attack scenario

n vehicle to vehicle communication. A detailed description of

UF assisted vehicle authentication approach is given in Section 3 .

ecurity discussion is given in Section 4 . A formal correctness

roof using Strand Space methodology is given in Section 5 . The

ection 6 highlights the concluding remarks. 

. Adversary Coalition Scenario 

We provided a solution for the coalition attack scenario as dis-

ussed in [11,15] (see Figure 1 ). According to the coalition attack

cenario, there exists two or more malicious vehicles between the

ntended sender, S and the receiver, R . One of these malicious ve-

icles impersonates the sender, A S and the other impersonates the

eceiver, A R by carrying exactly similar static attributes. Moreover,

hese malicious vehicles communicate over a separate communi-

ation channel to relay the acquired messages and coordinate the

ttack during AKE execution. Although malicious vehicles may not

e able to decipher the messages it still can create an illusion of

orrect visual bindings. The sender believes that it has forwarded

he message to the receiver while actually forwarding it to one of

he malicious vehicles impersonating the receiver and vice versa. 

The first scenario in Figure 1 , illustrates an adversary in the

iddle possessing fake visible attributes of both S and R . There-

ore, the adversary might forward the message m 1 between S and

 through visual misbinding. As a consequence of which S misin-

erprets the recipient of message m 1 . However, it is very unlikely

hat an adversary represents both A S and A R , simultaneously, in or-

er to impersonate S and R , respectively. It is analogues to the sce-

ario with one vehicle carrying multiple kind of attributes in order

o impersonate multiple vehicles at the same time. Nevertheless,

he second scenario in Figure 1 illustrates the adversary coalition

ttack scenario, in which adversaries A S and A R communicate over

n additional channel and relay the messages m 1 (from S ) and m 2 

from R ) between S and R ( S and R having an illusion of correct

isual binding), without deciphering those messages. As a result

f which S misinterprets A R as R and R misinterprets A S as S . Es-

entially, the unpredictable but consistent responses produced by

 PUF provides a necessary and sufficient condition to avoid the

oalition attack. 

. Physical Unclonable Function Assisted Authentication 

As explained earlier PUF assisted authentication requires spe-

ific hardware settings. A broad categorization would be to
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m1m1 RAR ASS

m2m2

m1m1
S RAR AS

Notations: S: Sender, R: Receiver, AS : Sender adversary, AR: Receiver adversary, m1: Message from S, m2: message from R.

Fig. 1. Coalition of adversaries [11,15] . 
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PUF reader device

Fig. 2. Authorization via PUF device. 
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Fig. 3. Optical PUF assisted response verification. 
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incorporate a PUF stimulating setup and PUF reading setup. More-

over, the PUF training must be done during a confidential pre-

processing phase. We further highlight the sequential integration

of these processing phases as given below: 

Regular setup. In a regular setup the optical PUF can have a form

of a user card with a transparent film. The film itself is neither

crystal-clear nor super smooth. Instead it is covered with a random

micro-roughness introduced during its production (e.g. the film is

sprayed with micro particles that enables a micro-structural vari-

ation over the outer surface). A user authentication requires the

user to insert PUF card into the reader. Then the laser beam, mod-

ulated according to the recoded i -th challenge c i , goes through the

film, and the resulting scattered speckle s i is captured on a photo-

diode surface of the reader (see Figure 2 ). The conventional usage

of PUF in the authorization process is divided into two phases: 

Setup phase: 

• A PUF device is tested against the vector of challenges C =
(c 1 , c 2 , ...c i , ...c n ) and outputs the corresponding vector of re-

sponses R = (r 1 , r 2 , ...r i , ...r n ) , where n is the size of the vector. 
• PUF device is handed to the user. 

Authentication phase: 

• A PUF holder inserts PUF into PUF reader. 
• PUF is stimulated with the challenge c i via beam modulation. 
• If the answer from PUF is equal to the certified response r i (pre-

viously stored or immediately known through the other chan-

nel) then the authenticator is accepted. 

Vehicles setup. We adapt the regular PUF setup (see Figure 3 ) for

PUF based vehicle authentication. Thus, sender and receiver both
re allowed to be distant and the unique responses can be verified

hrough PUF stimulation. 

• The part of the reader device made of PUF slot (with PUF in-

serted inside) and the necessary optics are mounted into the

prover vehicle as the authenticator’s part. 
• The part of PUF stimulator is made of the laser/Light Emitting

Diodes (LEDs) (with respect to indoor vs outdoor applications)

and the photo-diode surface verifies the unclonable fingerprints

of the prover which must be hardwired to the non-replaceable

parts of the vehicle. 

otations. Notations are given in Table 1 . 

verview. Initially, communicating vehicles utilize laser and PUF

evices for identification purposes. The interaction between a

odulated laser beam and PUF device is to convey the chal-

enge bits. The whole protocol construction utilizes secure binding

etween the wireless radio and optical communication channel.

onsider that every vehicle is configured with a certificate from

rusted authorities. The authorities sign the public key of the ve-

icle along with the additional relevant primitives such as visible

tatic attributes of the vehicle, validity period, sequence number

nd procedure to verify the signed visible static attributes. Inter-

sted readers may refer to [13] for further details about the cer-

ificate structure and visible static attributes. The certificate en-

ompasses nonpolitically coupled vehicle public key and static at-

ributes. Therefore, certificates are primarily used for the vehicle

uthentication and session key derivation. After the completion of

n unique vehicle (PUF holder) identification over optical channel

nd AKE execution over radio channel, both vehicles may switch

n to a secure wireless radio session. 
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Table 1 

Notations. 

ˆ A Sender ˆ B Receiver 

Cert ˆ A 
Certificate of sender Cert ˆ B 

Certificate of receiver 

C Challenge vector R Response vector 

c Challenge bit r Numeric response 

m Beam modulation q finite number of attempts 

S Speckle response vector s Speckle response 

I Initiator vehicle R Responder vehicle 

t Active time slot Attribute Physical static parameters of vehicle 

x Ephemeral secret key of ˆ A y Ephemeral secret key of ˆ B 

X Ephemeral public key of ˆ A Y Ephemeral public key of ˆ B 

a Static secret key of ˆ A b Static secret key of ˆ B 

A Static public key of ˆ A B Static public key of ˆ B 

f Function to convert challenge bits w Function to convert speckles 

H Public hash algorithm k Session key 

G Cyclic group of prime order ρ negligible constant 

R Registration authority ℘ Unclonable mathematical function 

ε Variations in adjacent CRP’s εadv ,� Bound on PUF unclonability 

εadv , (� + q ) Bound on PUF modeling attack ε forward Bound on PUF response frowarding 

εCMQV Bound on AKE-CMQV ε Security parameter 
˙ C PUF challenge set ˙ R PUF response set 
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p  
ssumptions and settings. 

• Vehicles possess a certified PUF from the trusted party. 
• Vehicles store certified coupled CRPs in a non-volatile tamper

proof memory to ensure the confidentiality. 
• The certificate consists of CRPs, visual static attributes such as

license number, brand, identification number, public key and

validity period as Cert(c 
i, ̂ A 

, r 
i, ̂ A 

, At t ribute ˆ A 
, ˆ A , A, t v al ) , henceforth,

we have used an abstract term Cert ( c i , r i ). 
• Certificates are discarded after the one-time use or beyond the

validity time t val whichever is earlier. Whereas, the adversary

requires at least t adv time to fabricate a specifically queried CRP,

exactly as the original PUF would have done. 
• The difference between the CRP validity time t val and the cur-

rent time t cur must be lesser than the time t adv . 

Considering the rapid evolution and connectivity among Inter-

et of Things (IoT), modern vehicles are expected to survive longer

physically) but the embedded firmware and crypto-counters in-

ide would be refreshed for every 2-5 years approximately (de-

ending on miles covered). Therefore, we consider the vehicle life-

ime in terms of average duration required to upgrade internal

rmware and restart crypto-counters. 

• In the proposed approach, CRP validity time t val is relaxed to

be semi-synchronized and allows a clock drift by ( ± t diff) (with

respect to the current time). However, we consider a worst case

scenario where PUF modeling attack should be infeasible even

in as much time as | t v al − t cur + t di f f | . 
• We assume a challenge input to PUF through an optical

medium. The light beam modulation m i is derived through a

deterministic function f that converts the numeric challenge c i 
into modulation pattern, denoted as f ( c i ) → m i . 

• The input for an optical PUF is a modulated light beam m i and

the corresponding output is a scattered speckle response s i , de-

noted as ℘( m i ) → s i . 
• The output s i from an optical PUF is captured via photo-diode

surface at the receiver and decoded into numeric value r i , de-

noted as w ( s i ) → r i . Importantly, the specialized optical screen

distinguishes between the original 3d-speckles and the relayed

2d-image of speckles. 

.1. Proposed approach 

Optical PUF based vehicle identification in association with

 simultaneously executing AKE protocol (over the conventional
adio channel), is the essence of the proposed approach. The ra-

io channel must enable a secure session key establishment in as-

ociation with the response verification over the optical channel.

t provides a secure binding between the radio channel (with ses-

ion establishment) and optical channel (with immediate response

erification). 

efinition 1. Physically Unclonable Function (PUF): is a physical

evice that realizes a one-way, collision resistant hash function

orresponding to an unique underlying mathematical description.

UF executes as a separate instance of random oracle model. Each

nput to a PUF device yields a sufficiently diverse output and it is

early impossible to trace back the specific input value from any

iven output value. 

The relative variation in each response, corresponding to each

hallenge is denoted as ε. Therefore, this output response diver-

ence is the parameter to ensure the physical one-way property.

e consider the term sufficiently diverse in terms of an underlying

athematical function that denotes a surjective (onto) mapping as

 : C → R : ℘(c i ) = r i ; such that the C domain is large and there ex-

sts multiple responses for corresponding challenges at least ε dis-

ance apart. Henceforth, any i -th numeric challenge, modulation,

peckles and numeric response are denoted as c i , m i , s i , r i , respec-

ively. 

Setup: In this phase we demonstrate the vehicle identification

rocedure using unclonable devices and the certified credentials

uch as challenge, response, attributes, identity, public key and va-

idity period. In Figure 4 the regular and dashed arrows denote

essages over the wireless radio channel and optical channel, re-

pectively. Also, equations in the boxes are the respective compu-

ations on both sides (see Table 1 for notations). The certificate

xchange over the wireless radio channel allows the recipient to

se a valid CRP for the current active time slot. The recipient uses

he certified CRP for PUF stimulation and verification of the cor-

espondingly measured response over the optical channel. How-

ver, a vehicle might not be able to locate the corresponding PUF

evice for which the certificate is available over the wireless ra-

io channel. Therefore, it is necessary to accompany the certificate

ransmission with visible static attributes of the certificate sender.

hus, the certificate recipient knows a current valid challenge for

UF stimulation and also the location of PUF device that must be

timulated using that challenge. 

Vehicles are configured with a static public key in a tamper

roof storage. W.l.o.g. we assume that the AKE protocol via radio
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Fig. 4. The generalized approach. 
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channel and optical PUF assisted out-of-band channel are based

on regular Diffie-Hellman (DH) [10] key exchange over a secure

group G = 〈 g〉 . Also the Decisional Diffie-Hellman (DDH) and Com-

putational Diffie-Hellman (CDH) assumption holds. Accordingly, a

discrete logarithm function over the DH public values is computa-

tionally hard within the cyclic group G . Consider that vehicle ˆ A is

configured with the static public key A = g a and PUF ℘ ˆ A 
. Similarly,

vehicle ˆ B has long term public key B = g b and PUF ℘ ˆ B 
, here a and

b are static secret keys, respectively. 

Registration: This phase enables a periodic registration of the

vehicles by the assigned authorities. Registration authority R with

the secret key SK R 

coins a pseudorandom set of challenges ( c 1 , c 2 ,

... c i , ... c n ) and corresponding responses ( r 1 , r 2 , ... r i , ... r n ) for the cur-

rent registration period. Furthermore, while registering vehicle ˆ A ,

authority R processes a set of c i with the configured ℘ ˆ A 
and ob-

tains a uniquely paired response. In addition, R certifies these pro-

cessed challenges and paired numeric responses as Cert ˆ A 
(c 

i, ̂ A 
, r 

i, ̂ A 
)

and configures the vehicle to use these certified CRPs during the

authentication phase. For example, R stores the n number of

valid certificates Cert ˆ A 
(c 

1 , ̂ A 
, r 

1 , ̂ A 
) , Cert ˆ A 

(c 
2 , ̂ A 

, r 
2 , ̂ A 

) , ...Cert ˆ A 
(c 

i, ̂ A 
, r 

i, ̂ A 
) ,

...Cert ˆ A 
(c 

n, ̂ A 
, r 

n, ̂ A 
) of the vehicle ˆ A on a SD card. 

Authentication and session key exchange: This phase considers

the interaction among the moving vehicles after the registration

and certificate configuration is complete. Vehicles possess certified

CRPs of their own PUF device which would be used by the peer

vehicle for this PUF stimulation. These certified pairs are used for

an immediate response verification within the active time interval.

The additional certified parameters are used during the session key

establishment. 

For example, ˆ A sends the certificate as Cert(c 
i, ̂ A 

, r 
i, ̂ A 

,

At t ribute ˆ A 
, ˆ A , A, t v al ) with message m A over the wireless radio

channel. It must be noticed that the message abbreviations m 
A 
nd m B denote the public exponents for key derivation and are

rocessed as per the underlying AKE protocol. Next, ˆ B receives the

ertificate Cert ˆ A 
and message m A over the radio channel. ˆ B extracts

he CRP (c 
i, ̂ A 

, r 
i, ̂ A 

) from certificate Cert ˆ A 
and verifies the validity

eriod as | t v al − t cur + t di f f | < t adv . Vehicle ˆ B with the public key

 stimulates PUF ℘ ˆ A 
embedded on the target vehicle ˆ A using the

ertified challenge and corresponding beam modulations such as

 

i, ̂ B 
= f (c 

i, ̂ A 
) . Subsequently, PUF ℘ ˆ A 

processes the challenge modu-

ation m 

i, ̂ B 
as s 

i, ̂ A 
= ℘ ˆ A 

(m 

i, ̂ B 
) . ˆ B records the optical speckle response

 

i, ̂ A 
from ℘ ˆ A 

and decodes into the numeric response r ′ 
i, ̂ A 

= w (s 
i, ̂ A 

) .

he verifier compares this decoded numeric response r ′ 
i, ̂ A 

over

he optical channel with the certified response r 
i, ̂ A 

over the radio

hannel. After the response verification, ˆ B accepts ˆ A as an authen-

ic peer vehicle. Meanwhile, ˆ B processes the message m A according

o the AKE exponents. Thus, ˆ B creates a binding between PUF

enerated response r ′ 
i, ̂ A 

and the certified response Cert ˆ A 
(r 

i, ̂ A 
) . 

Concurrently, ˆ B sends the certificate Cert(c 
i, ̂ B 

, r 
i, ̂ B 

, At t ribute ˆ B 
,

ˆ 
 , B, t v al ) with the message m B over the wireless radio channel.

ext, ˆ A receives the certificate Cert ˆ B 
and message m B over the radio

hannel. Furthermore, ˆ A extracts the CRP (c 
i, ̂ B 

, r 
i, ̂ B 

) from certificate

ert ˆ B 
and verifies the validity period as | t v al − t cur + t di f f | < t adv .

ehicle ˆ A with the public key A stimulates PUF ℘ ˆ B 
embedded on

arget vehicle ˆ B using the certified challenge and corresponding

eam modulations such as m 

i, ̂ A 
= f (c 

i, ̂ B 
) . Consequently, PUF ℘ ˆ B 

pro-

esses the challenge modulation m 

i, ̂ A 
as s 

i, ̂ B 
= ℘ ˆ B 

(m 

i, ̂ A 
) . ˆ A records

he optical speckle response s 
i, ̂ B 

from ℘ ˆ B 
and decodes into the nu-

eric response r ′ 
i, ̂ B 

= w (s 
i, ̂ B 

) . The verifier compares this decoded

umeric response r ′ 
i, ̂ B 

over the optical channel with the certified

esponse r 
i, ̂ B 

over the radio channel. After the response verifica-

ion, ˆ A accepts ˆ B as an authentic peer vehicle. ˆ A processes the mes-

age m B according to the AKE exponents. Thus, ˆ A creates a binding

etween PUF generated response r ′ 
i, ̂ B 

and the certified response

ert ˆ B 
(r 

i, ̂ B 
) . 

An adversary can simply replace either the message or the cer-

ificate (at worst). However, adversary holds neither the privilege

n terms of visual certified attributes nor the authentic PUF to gen-

rate unique response (matching to what has been signed inside a

ertificate) within the time constraints. In Figure 4 for the sake of

implicity we have not layered the message composition. However,

e present a possible and proven way of securing the messages

ia protocol adaptation. The message composition remains to be

exible regarding the AKE protocol or simple encryption with sig-

ature if not employing an AKE protocol at all, still it retains the

isual binding and out of band verification. 

.2. Adaptation with existing authentication protocols 

Our proposed approach promises a binding between the wire-

ess radio communication channel and the auxiliary optical au-

hentication channel. There exists plenty of two round authenti-

ation protocols that enable secure session key derivations, e.g.,

QV [26] , HMQV [27,32] , CMQV (Combined MQV) [60] , SMQV [49] ,

AXOS [31] , NAXOS+ [33] , SIGMA [25] . These approaches are

roven to be secure in the Canetti-Krawczyk (CK), extended CK

eCK) models and strengthened eCK (seCK). Therefore, w.l.o.g. we

emonstrate the binding between the proposed approach and the

xisting AKE such as CMQV. 

Binding with CMQV: The example sequence of messages and

omputation on both sides are shown in Figure 5 . Binding for the

wo authentication channels can be summarized as below: 

• A Radio channel for establishing a secure session through AKE,

i.e., CMQV. 
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Fig. 5. Binding optical PUF verification with CMQV over radio channel. 
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3 Let us assume each vehicle must backup on average one year worth of certifi- 

cate storage. Each vehicle might travel for at most, i.e. (365 days ∗24 hours ∗60 

minutes), say 525K certificates, approximately. ECDSA would be suitable for a la- 

tency sensitive signing. A 256 bit key size and 256 bit CRP size, together signed 

with a signature size of 512 bit would result into ( 256 + 256 + 512 = 1024 bits) 

around 128 Bytes per certificate. With additional attribute description (ISO 3779, 

3780) each certificate might grow at most up to 256 Bytes. This can be estimated 

into a storage of 525K ∗256 Bytes, i.e., 131MB. 
• An Optical channel for PUF identification and visual binding. 

Vehicle ˆ A and 

ˆ B coins the corresponding static public key such

s A = g a and B = g b using the static secret key a and b , respec-

ively. We are binding proposed approach with the existing CMQV

uthentication protocol over a wireless radio channel. Accord-

ngly, initiator ˆ A derives a session identifier s (I, ˆ A , ˆ B , X, ∗) where

 denotes the initiator vehicle, X denotes the ephemeral public

ey and ∗ denotes that a corresponding ephemeral public key

rom responder is required to complete the session. ˆ A switches

nto the wireless radio channel and forwards the certified CRPs

long with the attributes, sender identity, static public key, va-

idity period, recipient identity and the ephemeral public key as

ert(c 
i, ̂ A 

, r 
i, ̂ A 

, At t ribute ˆ A 
, ˆ A , A, t v al ) , ( ̂  B , ˆ A , X ) . After the CRP extraction

(c 
i, ̂ A 

, r 
i, ̂ A 

) from the certificate Cert ˆ A 
and the validity period verifica-

ion as | t v al − t cur + t di f f | < t adv , ˆ B directs the laser beam towards

he initiator ˆ A and forwards the challenge bits f (c 
i, ̂ A 

) through

he beam modulation m 

i, ̂ B 
. At the initiator ˆ A , ℘ ˆ A 

processes the

eam modulations m 

i, ̂ B 
and generates a speckle response as s 

i, ̂ A 
=

 ˆ A 
(m 

i, ̂ B 
) . Vehicle ˆ B records the speckle response and decodes a nu-

eric response as r ′ 
i, ̂ A 

= w (s 
i, ̂ A 

) . The verifier must compare this

ecoded numeric response r ′ 
i, ̂ A 

over optical channel with the cer-

ified response r 
i, ̂ A 

over radio channel. After the response verifica-
ion, ˆ B accepts ˆ A as authentic peer vehicle and derives a session

dentifier s (R, ˆ A , ˆ B , X, Y ) where R and Y denotes the responder ve-

icle and corresponding ephemeral public key. 

Consequently, ˆ B switches onto the wireless radio chan-

el and forwards the certified CRP along with the cer-

ified attributes, sender identity, static public key, valid-

ty period, recipient identity and ephemeral public key as

ert(c 
i, ̂ B 

, r 
i, ̂ B 

, At t ribute ˆ B 
, ˆ B , B, t v al ) , ( ̂  A , ˆ B , X, Y ) . After the CRP ex-

raction (c 
i, ̂ B 

, r 
i, ̂ B 

) from the certificate Cert ˆ B 
and the validity

eriod verification as | t v al − t cur | < t adv , ˆ A directs the laser beam

owards the ˆ B and forwards the challenge bits f (c 
i, ̂ B 

) through

eam modulation m 

i, ̂ A 
. At ˆ B , ℘ ˆ B 

processes the beam modulations

 

i, ̂ A 
and generates a speckle response as s 

i, ̂ B 
= ℘ ˆ B 

(m 

i, ̂ A 
) . Vehicle ˆ A

ecords the speckle response and decodes the numeric response

s r ′ 
i, ̂ B 

= w (s 
i, ̂ B 

) . The verifier must compare this decoded numeric

esponse r ′ 
i, ̂ B 

over the optical channel with the certified response

 

i, ̂ B 
over radio channel. After the response verification, ˆ A accepts B̂

s authentic peer vehicle and completes the session identifier as

 (I, ˆ A , ˆ B , X, Y ) . 
ˆ A and 

ˆ B can verify the certified response on the wireless ra-

io channel and the corresponding optical response over the laser

hannel. The initiator derives a secret exponent E and the receiver

erives a secret exponent D by using a publicly known hashing

lgorithm H 2 , identities ( ̂  A , ˆ B ) and ephemeral public keys ( X, Y ).

ence, both parties generate an intermediate secret σ and derive

he session key k by using a publicly known hashing algorithm H .

oth parties destroy σ and corresponding ephemeral secret keys

 x, y ) after the session key derivation. The ephemeral secret key x

s the random string drawn from the set {0, 1} of finite length λ. 

In Table 2 a protocol comparison regarding authenticated key

xchange protocols have been shown. The first column iteration

ost illustrates the number of rounds required in total. All of these

rotocols in comparison assume the distribution of correspond-

ng public keys as part of pre-processing. Also that this distribu-

ion is secure. The actual session establishment requires only two

ounds for all of these protocols. Therefore, this column inherently

ncludes at least one more round to process the public key, for

ll of these protocols. Hence in total at least 3 iterations are re-

uired for the public key processing followed by the session es-

ablishment. Next, efficiency is based on a naive count of expo-

entiations required at both parties. The assumptions explain the

ssumed model such as Computational Diffie-Hellman(CDH), Out-

f-Band (OoB), Gap Diffie-Hellman (GDH), CK, eCK and seCK, for

hese protocols. The last column property mentioned the specific

roperties satisfied such as weak Perfect Forward Secrecy (wPFS),

ey Compromise Impersonation (KCI), Leakage of Ephemeral Pri-

ate Key (LEP), in the respective model. 

Furthermore, these frequently changing CRP certificates can be

tored by using shorter signature schemes 3 . For example, Boneh-

ynn-Shacham (BLS) signature scheme [28] is shorter and ef-

cient as compared to Elliptic Curve Digital Signing Algorithm

ECDSA) [3] . BLS signatures are computed via multiplication over

lliptic curves in finite fields with the CDH assumption. It provides

ame security (say n bit) with half of the key size, i.e. 2 n bits for

LS which is limited to be 4 n bits for ECDSA. 
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Table 2 

Comparison. 

Protocols Iteration cost Efficiency Assumptions Property 

Proposed 2 1 CDH+OoB Identity binding+ Non-forwardable AKE 

HMQV [27,32] 3 2 .5 GDH+CK wPFS+KCI+AKE 

CMQV [60] 3 3 GDH+eCK wPFS+KCI+LEP+AKE 

SMQV [49] 3 2 .5 GDH+seCK Session leakage resilience +AKE 
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3.3. Applications for PUF assisted authentication 

The PUF assisted low cost authentication have numerous other

applications for internal and external vehicle networks. We provide

a few selective applications that somehow superimpose with the

contemporary infrastructure as well as the standardization. 

• Loosely coupled infrastructure: The contemporary paradigm shift

in traffic operations would require infrastructure in terms of

both the online and offline resources, computation vs storage

capacity, statistics analysis vs predictive adaptation. Smart ve-

hicles are supposed to incorporate wireless radio devices and

comply with the Dedicated Short Range Communication (DSRC)

IEEE 1609 [1,9] and Wireless Access in Vehicular Environment

(WAVE) 802.11p [61] . Therefore, even if a smaller number of ap-

plications such as PUF assisted vehicle-to-vehicle authentication

is infrastructure independent, it would definitely save traffic op-

eration latency and accuracy, overall. 
• Reactive probe vehicles: There exist numerous applications such

as Adaptive Cruise Control (ACC), Adaptive Driver Assistance

System (ADAS), Blind Spot Detection (BSD), lane keeping, co-

operative driving and platooning [72,73] . In such a busy net-

work where most of these applications rely on wireless chan-

nels, some kind of offline backup is mandatory. Reactive probe

vehicles [84] are supposed compensate, in case the offline sup-

port is not accessible, whatsoever. These probe vehicles must

be distinguished from the rest of the vehicle crowd on road.

Therefore, PUF assisted low cost verification might be useful for

identifying those privileged probe vehicles. 
• Self-boarding junctions: Now following the same theme of zero

infrastructure there have been a tremendous effort to automate

the junction crossing [85] . These self-boarding junctions would

detect the presence of relative traffic on each lane and give ac-

cess through the junction more efficiently. However, even if it is

self-boarding, at some point junction agent would need to com-

municate, at least with the foremost vehicles. Various clustering

and leader election protocols might be suitable, however, secu-

rity perspective requires a unique identification of the vehicles

scattered around the junction. Our PUF assited non-forwardable

communication would yield an authentic interaction as well as

a fair chance to cross the junction. 
• Vehicle-to-peripheral device: Another important stream is to se-

cure the peripheral device connections [86] such as cell phones

and keyfobs. Vehicle internal networks are supposed to provide

a secure identifying gateway to these external devices. There-

fore, PUF based device pairing might be useful to verify the

ownership of ad hoc devices such as mobile phone or keyfob. 

4. Security Discussion 

Considering the uncertain factors of the future communication

technology and potential physical attacks that might not be feasi-

ble currently, we model the adversarial activity from a future point

of view. For example an adversary having access over PUF device

can stimulate it against random challenges. Furthermore, assum-

ing that a mighty adversary retrieves certified challenges that is

valid for a future interval t . Then extracts PUF’ed responses cor-
val 
esponding to these retrieved challenges and produces (off-line)

quivalent PUF device that generates same CRPs as recovered on-

ine. Apparently, CRPs must remain confidential until the active

ime period has arrived. In addition, we consider a time param-

ter t adv that represents a lower bound on PUF cloning attack. We

ssume that PUF modeling in a time fewer than t adv is negligible

.r.t. a security parameter ε. The modeling attack is analogous to

roducing a forged hologram that clones the static CRP of an orig-

nal hologram. However, a mighty adversary may succeed in mod-

ling PUF device (for which a few transcripts are known) in a care-

ully prepared laboratory environment. Apparently, it is difficult to

ttack an ongoing session in any ad-hoc scenario. Since the exist-

ng AKE protocols avoids an active impersonation. However, these

rotocols neither prevent a message forwarding nor create a visual

inding. 

In addition, we consider that the peer vehicles exchange only

he currently active CRP’s during any session. An authorization ses-

ion should utilize challenges that are not publicly known (not

nown to the attacker) beyond t val . Therefore, we restrict CRPs

o be confidential and vehicles spontaneously acquire the current

not older validity period t ′ val ) certified CRP over the wireless radio

hannel. Every vehicle possesses a confidential and pre-certified

ist of CRPs and discloses it on an immediate interaction request

rom a peer vehicle. Next, we define the authentication process

or vehicles in communication. These vehicles are pre-configured

o own an authentic PUF device and certificate (with a monolithic

inding between public key and static attributes). 

efinition 2. Binding property: 

• the initiator vehicle ˆ A ”visualize” and ”communicate” to the re-

sponder ˆ B , provided: 

1. ˆ A identifies ℘ ˆ B 
. 

2. ˆ B is the holder of the certified public key B . 

3. ˆ A successfully completes AKE protocol with 

ˆ B over wire-

less radio channel. 
• the responder vehicle ˆ B ”visualize” and ”communicate” to the

initiator ˆ A , provided: 

1. ˆ B identifies ℘ ˆ A 
. 

2. ˆ A is the holder of the certified public key A . 

3. ˆ B successfully completes AKE protocol with 

ˆ A over wire-

less radio channel. 

The binding property, in definition 2 , describes the require-

ents for a secure association between the key exchange via ra-

io channel and the visual identification via an auxiliary optical

ommunication channel. The following properties hold after a suc-

essful protocol termination. 

• Visual binding: both vehicles have accomplished a successful vi-

sual connection within the proximity via optical beam. 
• Secure session key derivation: both vehicles compute the same

session key k . Also the session keys are unique for each ses-

sion and immune to ephemeral secret leakage (and other simi-

lar functionalities as in ECK model). 

Subsequently, initiator and responder are assured that the key

xchange over wireless radio channel and the mutual identifica-

ion over optical channel is uniquely mapped. The binding prop-
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rty relies on PUF security therefore to be precise we formulate a

et of assumptions. The first assumption is similar to as presented

n [29] . Essentially, the security analysis rely on PUF traits men-

ioned in Assumption 2 and 3. Whereas, Assumption 1 emphasizes

n the intractable formulation of PUF such that it is easier to yield

ssumption 2 and 3. 

ssumption 1 (PUF uniqueness) . Each PUF realizes a separate and

istinct instance of the random oracle model analogous to a hash

unction. Initially, the untrained PUF can be stimulated against an

xponential size challenge set | ̇ C | and response set | ̇ R | , with each

t least ε distance apart. 

• There is a separate table of input-output pairs ( m i , s i ) associated

with each PUF device. That is initialized on its first run, empty

at the end of the production stage, and maintained throughout

its lifetime. Every time PUF is tested upon a new distinct input,

it returns a new random output and the pair is stored in its

table. For inputs previously queried the outputs are consistent

with the pairs recorded in the table. 
• The optical speckle patterns are unpredictable, unless a specific

challenge is processed with the correct authentic PUF to gener-

ate the spontaneous interference pattern. The exponential size

of challenge-response set strengthens the unpredictability for

any trained PUF. 
• PUF cannot be cloned in a way that responses for unqueried

inputs would be consistent between the clones. 

We assume that the sensor is tuned to capture only the prede-

ned physical characteristics of the scattered speckle in an ad-hoc

anner and within the validity time period, i.e., t val < t adv . It is

mportant to mention that the speckle s i is a physical character-

stic of the scattered light (rather than a ”flat” two dimensional

mage). It is analogous to processing the hologram versus process-

ng a ”photo” of the hologram for example taken through a regular

amera. We formulate the following assumption: 

ssumption 2 (PUF Non-forward-ability) . For a given PUF process

: 

 i , m i ← f (c i ) , s i ← ℘(m i ) , r i ← w (s i ) 

no adversary can re-route the ℘’s output s i without possessing

riginal ℘ over the respective challenge, m i ← f ( c i ), due to physical

haracteristics of ℘ and s i . Therefore, the probability of successful

ttack is P < εforward . 

An attack without the original PUF that produced s i for the cor-

esponding m i is negligible in a reasonable time interval t val . The

erm reasonable time interval refers to the attack model that allows

he attacker to reproduce such an scattered optical speckles s i ’s for

aired response r i ’s in a carefully prepared laboratory environment,

owever, these attacks are considered as infeasible in real-life tran-

ient ad-hoc scenarios. 

ssumption 3 (PUF Unclonability) . No attacker, accessing a spe-

ific PUF device and collecting at most � pairs C = ((c 1 , r 1 ) ,

(c 2 , r 2 ) , . . . (c i , r i ) , . . . (c � , r � )) , while c i chosen as per adversary’s

nowledge, can produce another PUF ′ within time t adv . Such that

UF ′ would output the same response as the original PUF , for a

pecific queried challenge c j from the set of � pairs. We formalize

he following experiment to bound the advantage on adversary: 

xperiment Exp 

t adv ,� 
A 

let C = ((c 1 , r 1 ) , (c 2 , r 2 ) . . . (c i , r i ) , . . . (c � , r � )) ← A (P UF ) 

generate c j at random 

P UF ′ ← A (t adv , C) 

if ( P UF ′ (c j ) == P UF (c j ) ) 

return 1 

else return 0 
the advantage of the adversarial algorithm A in experiment

xp 

t adv ,� 
A is negligible with the probability Pr [ Exp 

t adv ,� 
A = 1] ≤ εt adv ,� . 

It is mentioned earlier that the certificate consists of a CRP and

orresponding validity period. We presume that certificates cannot

e forged and are stored in a tamper evident non-volatile memory.

pparently, CRPs must remain confidential and the vehicles must

pontaneously acquire the current certified CRP via radio channel.

herefore, peer vehicles cannot access a CRP in advance which is

ertified for any future interval. Otherwise an adversary that has

ccess over unqueried input challenges for distant future, might

se them to stimulate a passive PUF device (e.g. while the vehicle

s in parking or in garage), and eventually might launch a success-

ul attack for the certified PUF device. 

We formulate the security model in the Security Experiment 1.

s below. It analyzes the security of authentication approach in the

resence of adversary algorithm A . W.l.o.g. we set the experiment

or initiator authentication and can be expanded for mutually au-

henticated communication. 

ecurity Experiment 1. We consider the experiment of running

n adversary algorithm A with public keys of parties ( I, R ) as in-

ut. A is given access to PUF I for collecting at most � CRP pairs

 = ((c 1 , r 1 ) , (c 2 , r 2 ) , . . . (c i , r i ) , . . . (c � , r � )) and observing at most q

ranscripts T = (T 1 , T 2 , . . . T i , . . . T q ) , while c i chosen randomly. Ad-

ersary tries to be authenticated (over radio channel) and identi-

ed (over optical channel) as I in front of R , during a future session

 k ’. 

xperiment Exp 

auth 
A 

let A (P UF ) ← T = (T 1 , T 2 , . . . T i , . . . T q ) 

and C = ((c 1 , r 1 ) , (c 2 , r 2 ) , . . . (c i , r i ) , . . . (c � , r � )) ← A (P UF ) 

Run π(A (T , C) , R ) k 
if (R accepts A as I) then 

return 1 

else return 0 

Then we define the advantage Adv (A ) of the algorithm A in

xperiment Exp 

auth 
A as the probability Pr [ Exp 

auth 
A = 1] . 

The protocol execution denoted as π(A , R ) represents that the

dversary executes protocol, impersonating as I in front of the re-

ponder R . However, the probability of R accepting A as authentic I

hile satisfying the binding property, simultaneously, is negligibly

mall. It must be noticed that an adversary might have recorded

essages or certificates over radio channel, during past sessions.

herefore, these transcripts T i ’s might be used as a knowledge base

static public key or identity) to attack a future session over radio

hannel. 

We analyse the possible vectors of an adversary algorithm

 with an advantage more than the negligible probability.

heorem 1 . as given below, represent the negligible chance of suc-

essful attack occurrence via proof by contradiction as elaborated

n subsequent lemmas. 

heorem 1. The advantage of Adv (A ) is negligibly small. 

In order to prove Theorem 1 ., we observe the adversary advan-

age in terms of mutually-independent attack vectors (as specified

n Lemma 1, 2 and 3 ). 

The proposed approach utilizes two separate communication

hannel for a complete vehicle to vehicle authentication. An adver-

ary might interrupt on either of these channels to prohibit cor-

ect authentication and secure vehicle to vehicle pairing. There-

ore, both communication channels are equally vulnerable to the

ossibility of interruption. Consequently, the possible attack sce-

arios are categorized into three, i.e., when at least any one of

he two channels are influenced. All of these scenarios with the



62 S. Dolev et al. / Computer Communications 93 (2016) 52–67 

Table 3 

Proof outline. 

Lemma Primary channel Auxiliary channel Assumptions Advantage 

Lemma 1 real influenced 2 and 3 < ( ε(adv , (� + q )) + ε f orward ) 

Lemma 2 influenced real AKE ( Section 3.2 ) < ( εsign + εCMQV ) 

Lemma 3 influenced influenced AKE ( Section 3.2 ) and 3 < ( ε(adv , (� + q )) + ε f orward ) ∗
( εsign + εCMQV ) 
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counter arguments are proven to be secure in Lemma 1 , 2 and 3 ,

respectively. Overall, adversary must break-in through at least one

of these scenarios with more than a negligible probability. There-

fore, adversary requires advantage at least ( P > ε influenced primary ) or

( P > ε influenced auxilliary ) to counteract the security claims spanning

over these three scenarios. 

We analyze all four combinations of these two channels un-

der influence, i.e., real primary and real auxiliary, real primary and

influenced auxiliary, influenced primary and real auxiliary, influ-

enced primary and influenced auxiliary channel. The first scenario

(real primary and real auxiliary channel) is the ideal case and is

discussed as below. The remaining three attack combinations are

counter-intuitive according to the lemmas discussed below. The

proof outline is defined in Table 3 . 

• Real primary and real auxiliary channel: The primary possibility

is without any interruption over both channels. Vehicles cre-

ate visual binding through optical communication and com-

pletes the session key derivation on radio channel with the

same peer vehicle. Therefore, the vehicle authentication is se-

cure over both channels. 

Furthermore, the impossibility of the remaining attack combi-

nations is presented as follows:. 

Lemma 1. An influenced auxiliary channel voids the binding property

over the real primary channel. 

Proof. The proof is straightforward and is attributed to both of the

individual channels as if executing independently. Consider that

adversary should either be able to compute exactly similar secure

session key as the authentic vehicles do or must break-in via opti-

cal channel. Clearly, the computation of secure session key requires

a toll on proven AKE assumptions ( Section 3.2 ). Similarly, penetra-

tion via optical channel requires a toll on PUF (Assumption 2 and

3). We analyse below the adversary advantage with the possibility

of auxiliary (optical) channel being attacked. 

• Real primary channel: The wireless radio channel is non-

influenced and 

ˆ A completes session key derivation with the in-

tended 

ˆ B , similarly, ˆ B completes session key derivation with the

intended 

ˆ A . 
• Influenced auxiliary channel: An adversary penetrates the optical

channel between the two peer vehicles within close proximity

of each other. Therefore, the initiator ˆ A identifies a different ℘ adv 

as the ℘ ˆ B 
, or ˆ B identifies ℘ adv as the ℘ ˆ A 

. 

Apparently, this situation occurs when the intended peer per-

forms secure AKE protocol over wireless radio channel, neverthe-

less, the same peer vehicle is not visible on optical channel. There-

fore, visible adversary tries to impersonate via optical PUF; pre-

tending as one of the peer party that successfully authenticated

each other over wireless radio channel. The only possible vectors

of attack can be summarized as: 

1. The adversary forges the certificate via extracting the original

static public keys through real secure AKE execution and com-

bines the extracted public keys with the influenced PUF re-

sponse from ℘ adv . Consequently, the forgery against the certified

contents is bounded by the probability ( P < εsign ); otherwise

it can be used as a sub-procedure to sign the fake certificates.
Clearly, it is not feasible for any polynomial time adversary to

counteract signing authority with more than a negligible advan-

tage, given the AKE assumption in 3.2 . 

2. The challenge c j used in a compromised session j had been pre-

viously queried by the adversary and learned r j leading to suc-

cessfully produced equivalent PUF’ device such that P UF ′ (c j ) =
P UF (c j ) = r j . The event occurrence has a negligible probabil-

ity �/ | ̇ C | , where � is the CRP trials processed by the attacker

and | ̇ C | denotes the cardinality of the potential challenge set.

Clearly, the advantage that an adversary have is not more than

εadv ,� (as in Assumption 3). Furthermore, considering that ad-

versary occupies an additional knowledge from pre-recorded q

transcripts over the radio channel. Thus probability (� + q ) / | ̇ C |
has negligible increment over the earlier estimate and the ad-

versary advantage is (P < ε(adv , (� + q ) ) ) (as in Definition 3 ). 

3. The adversary accomplished a PUF clone for the challenge c j 
in time smaller than t val that is before the protocol session is

expired and the CRPs are still valid for the remaining session.

Therefore, an adversary forwards the speckle responses from the

intended peer that is assumed to be securely paired over the

radio channel. Or the other way around, that PUF’ed responses

are re-routed by other passive hardware means. The adversary

would have an advantage ( P < εforward ) else it would violate the

underlying Assumption 2. 

4. The adversary retrieves CRP from the passive storage of a stan-

dalone parked vehicle and learns the unqueried challenges c j 
reserved for future interval. Thereby, modeling an equivalent

PUF’ device such that P UF ′ (c j ) = P UF (c j ) = r j . This attack sce-

nario violates the assumption on exponential size of CRP sets,
˙ C and 

˙ R (as in Assumption 1) as well as the tamper resistant

storage. That is assumed to be configured in secure settings by

a certificate distributor and is confidential to the owner. 

�

emma 2. An influenced primary channel voids the binding property

ver the real auxiliary channel. 

roof. In contrast to the lemma 1 . and the corresponding impos-

ibility arguments above, here, the impossibility of influenced pri-

ary channel is attributed to the security of authenticated key ex-

hange over wireless radio channel. 

• Influenced primary channel: The adversary interrupts the com-

munication on radio channel such that ( ̂  A completes session key

derivation with the malicious party E assuming that it commu-

nicates with 

ˆ B for which it verified a PUF stimulated response.

Clearly, an adversary must have an advantage ( P < εCMQV ) in

order to secure the AKE assumption over wireless radio. 
• Real auxiliary channel: Accordingly, vehicles complete a secure

authentication on optical channel. Therefore, vehicle ˆ A identi-

fies ℘ ˆ B 
, and 

ˆ B identifies ℘ ˆ A 
through challenge stimulation and

corresponding response decoding. 

The malicious influence over the primary channel targets a non-

ecure AKE execution over wireless radio channel. The only possi-

le vectors of attack can be summarized as: 

1. The adversary forges the certificate via extracting original nu-

meric response ( r ) from real auxiliary channel . Therefore, the
i 
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adversary might combine these extracted responses with the

public keys of another party on behalf of which the adver-

sary executes a compromised AKE protocol. For example, a cor-

rupted party whose static secrets are known to the adversary.

However, forgery against the certificate contents can be used

as the forgery for digitally signing the fake certificates. There-

fore, adversary have the advantage P over the signing authority,

i.e., ( P < εsign ). The forgery is against the assumption over pre-

certified contents that are distributed securely by the unforge-

able certificate authority. 

2. The adversary breaks the security of the AKE protocol. Accord-

ingly, adversary performs AKE protocol on behalf of the party

whose public key is certified, but without the knowledge of

the corresponding secret key. However, the underlying AKE as-

sumption about the static and ephemeral secret keys are based

on hard problem CDH. Therefore, if the adversary can perform

AKE on behalf of other party than it can be used to break the

underlying CDH hard assumption. Clearly, this is in contrast to

the security assumptions and adversary have an advantage ( P <

εCMQV ) in eCK model. 

�

emma 3. Simultaneously influenced primary and auxiliary channels

oid the binding property at all. 

roof. The proof is a byproduct of the Lemma 1 and Lemma 2 ,

ombining the impossibility from both channels as below. 

• Influenced primary channel: A non-secure authentication on

wireless radio channel such that adversary fakes the public key

of some other party instead of intended recipient. The adver-

sary would have an advantage at most (P < ( εsign + εCMQV )) . 
• Influenced auxiliary channel: An adversary clones PUF device and

impersonates as other party. In addition, adversary might also

use own PUF device with the corresponding unique responses

and forges the certificate for these response such that it binds

different public key with own PUF generated responses. The ad-

versary would have an advantage at most (P < ( ε(adv , (� + q )) +
ε f orward )) . 

The attacks on both channels together can be deduced as a

ombination of attacks on either channel (as mentioned earlier

n scenario 2 and 3). In the worst case, an adversary is pow-

rful enough to break the security assumptions against the cer-

ificate signing authority and the AKE protocol. In addition, ad-

ersaries have successfully modeled a PUF clone for both the

riginal initiator and responder. Therefore, a simultaneous at-

ack on multiple channels is based on the underlying hard-

ess of AKE assumption and mathematical modeling of PUF de-

ice. Clearly, an adversary might possess an advantage at most

 P < ( ε influenced primary ∗ε influenced auxilliary )), i.e., (P < (( ε(adv , (� + q )) +
f orward ) ∗ ( εsign + εCMQV ))) in order to break-in both channels

imultaneously. �

roof. [Theorem 1.] Recall, the adversary algorithm defined in se-

urity experiment with the worst case advantage through any of

he attack vectors discussed above. Clearly, Theorem 1. is a di-

ect implication of the Lemma 1 , 2 , and 3 . The worst case at-

ack combination in which both the channels are under influ-

nce incurs even smaller probability of occurrence. Considering

hat two channels are independent and can be influenced simul-

aneously with a conditional probability of success. Overall, the

olynomial advantage of the adversary algorithm A (as defined in

ecurity Experiment 1.) would be lesser than the advantage ac-

uired through mutually-independent attack vectors (as defined in

emma 1 , 2 and 3 , respectively). Therefore, an adversary Adv (A )

ight overall at worst win the protocol execution with the advan-

age at most ( P < ( ε influenced primary )) or ( P < ( ε influenced auxilliary )). �
Consequently, an immediate proposition from the Theorem 1. is

iven as below: 

roposition 1. After a successful protocol completion, a peer ve-

icle identified over the optical channel is the same party with

hom the session key was established over the wireless radio

hannel that is: 

• no adversary can masquerade in front of the initiator ˆ A as the

intended responder ˆ B - without holding a ℘ ˆ B 
and a secret key

corresponding to the certified static public key B. 
• no adversary can masquerade in front of the responder ˆ B as the

intended initiator ˆ A - without holding a ℘ ˆ A 
and a secret key cor-

responding to the certified static public key A. 

. Correctness 

In this section we present a formal induction proof using Strand

pace methodology [16,55] . The Strand Space methodology has

een used earlier for the verification of Diffie-Hellman proto-

ol [23] , multi channel security protocol [57] . Accordingly, the ver-

fication of security properties such as authentication and secrecy

s based on the analysis of mutual interaction between the valid

nd invalid strands in a specific protocol run. 

ormalization The Strand Space model analyzes a legal trace in a

undle such that attacker does not reveal the uniquely originating

erms over the channel. Every unique sequential message exchange

ver the channel is denoted by a unique strand height. Therefore,

he initiator and responder both are required to possess a valid

trand with respect to the causally related interactions. 

efinition 3. Strand: A strand s is a graph structure generated by

he sequence of causally related events such as message trans-

ission and reception. Every node n in a set N is identified by a

nique sequential process strand s for every event i.e. ∀ n ∈ N: ∃ s n .
efinition 4. Bundle: A bundle C is a finite, acyclic subgraph struc-

ure made of strands and satisfying a partial ordering among the

odes in set N C . 

efinition 5. Terms: A set A of terms is an algebraic structure con-

aining disjoint sets such as plain text, cipher text, encryption keys.

urthermore, compound terms can be generated through multiple

r iterative set operations on these disjoint set terms. 

A signed term is represented as a tuple 〈 δ, t, υ〉 where term

 ∈ A and δt is the signed term sent over channel υ . Terms are

ither positive or negative signed which represents the transmis-

ion or reception of the term, respectively. For example 〈 + , t, υ〉
enotes sending a term t and 〈−, t, υ〉 denotes receiving a term t

ver channel υ . Specifically, ( ± A 

∗) represents a finite sequence of

igned terms as 〈〈 δ1 , t 1 〉 , ..., 〈 δn , t n 〉〉 . A subterm t ′ is inductively

elated with the term t denoted as ( t ′ �t ) such that t ′ preserves the

alue inside the term t irrespective of join, encryption, decryption

nd/or hashing operations over the term t . 

efinition 6. Causal precedence: Nodes in set N C combined with

dges ( → C , ⇒ C ) in a bundle C generates an ordered graph. It

epresents the sequence of strand height increment (s i tos i +1 ) on

 specific trace such as 〈 s i , n j 〉 to 〈 s i +1 , n j+1 〉 for n j → n j+1 and

 s i , n j 〉 to 〈 s i + k , n j+ k 〉 for n j ⇒ 

+ n j+1 . 

Nodes exchange messages along the causally ordered edges de-

oted as n 1 → n 2 . Assuming that n 1 and n 2 are on different

trands and n 1 send term + t on channel before n 2 receives −t the

ame term on same channel. Similarly, nodes residing on the same

trand are causally linked through n 1 ⇒ n 2 where n 1 is the imme-

iate causal predecessor of n 2 index 〈 s i , n 1 〉 ⇒ 〈 s i +1 , n 2 〉 . Similarly,
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Fig. 6. Strand space with causal interactions. 
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n 1 ⇒ 

+ n 2 denotes n 1 precedes n 2 on the same strand except im-

mediately. 

Definition 7. Strand space: A strand space � is a causally ordered

strand mapped to a sequence of exchanging disjoint terms as ( ±
A 

∗) which represents a complete execution of the protocol. 

Our protocol represents a strand space � that encompasses

a separate strand for each, the initiator ˆ A , responder ˆ B , and at-

tacker adv as below. The causal node interaction ( n 1 , n 4 , n 5 , n 8 , n 9 ,

n 12 ) with ( n 2 , n 3 , n 6 , n 7 , n 10 , n 11 ) at the initiator and responder

strand ( s 1 tos 6 ), respectively, is depicted in Figure 6 . The dashed ar-

rows at the strand ( s 1 , s 2 , s 4 , s 5 ) denote the optical channel and

the solid arrows at the strand ( s 3 , s 6 ) denote the wireless radio

channel. 

Proposition 2. Initiators strand- The initiator ˆ A ’s strand is defined

with the trace I ˆ A 
(m 

i, ̂ A 
, s 

i, ̂ B 
, m 

i, ̂ B 
, s 

i, ̂ A 
, ˆ A , ˆ B , A, B, X, Y ) as follows: 

〈 + Cert(r 
i, ̂ A 

, ˆ A , A )( ̂  B , ˆ A , X ) , −m 

i, ̂ B 
, + s 

i, ̂ A 
, 

−Cert(r 
i, ̂ B 

, ˆ B , B )( ̂  A , ˆ B , X, Y ) , + m 

i, ̂ A 
, −s 

i, ̂ B 
〉 (1)

Proposition 3. Responder strand- The responder ˆ B ’s strand is defined

with the trace R ˆ B 
(m 

i, ̂ A 
, s 

i, ̂ B 
, m 

i, ̂ B 
, s 

i, ̂ A 
, ˆ A , ˆ B , A, B, X, Y ) as follows: 

〈−Cert(r 
i, ̂ A 

, ˆ A , A )( ̂  B , ˆ A , X ) , + m 

i, ̂ B 
, −s 

i, ̂ A 
, 

+ Cert(r 
i, ̂ B 

, ˆ B , B )( ̂  A , ˆ B , X, Y ) , −m 

i, ̂ A 
, + s 

i, ̂ B 
〉 (2)

Proposition 4. Adversary strand- The adversary adv’s strand is de-

fined with the trace adv ( ̂  A , ˆ B , X, Y ) as follows: 

B : Insert chal l enge modul ations 〈 −m 

i, ̂ A 
, + m i,adv 〉 

R : Insert recorded speckle 〈 −s 
i, ̂ B 

, + s i,adv 〉 
 : Inser t cer ti f icate 〈−Cer t(r 

i, ̂ A 
, ˆ A , A )( ̂  B , ˆ A , X ) , 

+ Cert(r 
i, ˆ adv , 

ˆ adv , adv )( ̂  B , ˆ adv , X adv ) 〉 
: 〈−Cert(r 

i, ̂ B 
, ˆ B , B )( ˆ adv , ˆ B , X adv , Y ) , 

+ Cert(r 
i, ̂ B 

, ˆ B , B )( ̂  A , ˆ B , X, Y adv ) 〉 
It must be noticed that the adversary strand ( B, W ) is depicted

ith respect to the initiator strand, i.e., adversary insert and re-

lace the modulations and certificates from the initiator strand.

hereas, adversary strand R is to insert and replace the speckles

rom the responder strand. 

A stronger notion termed as intensional authentication is intro-

uced in [46] . Similarly, in [34] a hierarchy of authentication is

iven in terms of properties such as aliveness, weak agreement,

on-injective agreement and agreement. Accordingly, the agree-

ent property is the most comprehensive among all while assur-

ng that an initiator executes a recent single round of protocol in

orrespondence with every recent single round of protocol execu-

ion at responder side. However, intensional specification in [46] is

tronger and has wider coverage against the possible attack sce-

arios. Since intensional specification does not deal with the re-

entness property which is one of the essential properties pro-

osed in hierarchy of authentication [34] . Therefore, our defini-

ion of authentication includes the best of both worlds and en-

ures a spontaneous and mutual bijective authentication and in-

ective secrecy for the security analysis. Moreover, our protocol as-

ures stronger notion of authentication than intensional specifica-

ion given in [46] as we avoid the misbinding scenario even if ad-

ersary is not able to decrypt the messages on a communication

hannel. 

efinition 8. Bijective authentication (one to one and onto): A

rotocol ensures bijective authentication when any initiator ˆ A

pontaneously authenticates a specific responder ˆ B and as a con-

equence of which the specific responder ˆ B authenticates the in-

ended initiator ˆ A uniquely and immediately, i.e. one to one. While,

he authenticator ˆ B retains the authenticity for multiple initiators

t the same time i.e. onto. 

We consider the one to one authentication in Lemma 4 and the

nto in Lemma 5 . Lemma 4 is based on proving that the causal

elation among the nodes generates a partially ordered set with

nidirectional edges (possible self-loops) and no cycles. In addition,

emma 5 considers onto relation between the nodes (on separate

trands) by showing that at least one causal link is present at any

ime. 

emma 4. Bundle C is a partially ordered structure closed over node

et N C under the relation ( 
 , �) . 

roof. Bundle C is a subgraph structure composed of nodes N C and

ausal links ( → C , ⇒ C ) between the nodes. The partial order struc-

ure N C closed under a transitive, antisymmetric and reflexive re-

ation 
 is a weak partial ordering. It is evident that the relation

 
 , �) on N C is a weakly partial ordered set and every node strand

s causally related under 
 . Accordingly, n 1 � n 2 � n 3 are causally

elated such that n 1 effects the outcome at n 2 and similarly, n 2 ef-

ects the outcome at n 3 . Then it can be deduced that n 1 effects

he outcome at n 3 denoted as n 1 ⇒ 

+ n 3 . Therefore it is evident

hat the relation ( 
 , �) satisfies the transitivity such that ∀ ( n 1 , n 2 ,

 3 ) ∈ N C : If ( n 1 , n 2 ) ∈ 
 and ( n 2 , n 3 ) ∈ 
 then ( n 1 , n 3 ) ∈ 
 . Consid-

ring nodes ( n 1 , n 2 ) closed under the relation 
 such that ( n 2 , n 1 )

annot be in the same relation 
 until and unless n 1 = n 2 . Thereby,

atisfying the antisymmetric property of acyclic N C under relation

 i.e. (n 1 , n 2 ) ∈ 
 ∧ (n 2 , n 1 ) ∈ 
 �⇒ n 1 = n 2 . Apparently, every

ode strand is causally related to itself such that ∀ n ∈ N C : ( n, n ) ∈ 

nd thereby satisfying the reflexivity under the relation 
 . �

emma 5. Every non-empty subset of the nodes in N C in bundle C

as at least one causally ordered element that is unique. 

roof. It is evident that every causally ordered element in a bun-

le C guarantees the bijective authentication. We consider this in-

uction proof via contradiction. Let us assume that every non-
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mpty subset of the bundle C have multiple causally ordered least

lements, i.e., ( N C , �) have nodes n 1 and n 2 both as least element.

ccording to the definition of least element l , ∀ n ∈ N C : l �n there-

ore, ∀ n ∈ N C : n 1 �n and ∀ n ∈ N C : n 2 �n . Subsequently, it follows that

 1 �n 2 and n 2 �n 1 . However, since the relation ( N C , �) is weak par-

ial ordered (see Lemma 4 ) and satisfies antisymmetric relation

ence by the antisymmetric property n 1 = n 2 , which is a contra-

iction to our initial assumption. Therefore, the least element is

nique to every non-empty weak partial ordered subset of bundle

 and satisfies that the sender is unique. �

efinition 9. Injective secrecy: A protocol ensures injective secrecy

hen any sender ˆ A reveals a secret π to at most one intended

ecipient ˆ B and any third party does not distinguish the random

ecret π from secret π ′ . 

In order to illustrate the injective secrecy at each strand,

emma 6 depicts the secrecy of each term by attributing the

nique origination. Lemma 7 depicts the secrecy of each term by

ttributing the indistinguishability to the subterm secrecy persever-

nce. 

emma 6. A term ( ± A 

∗) exchanged on a channel υ belongs to a

nique originating node n ∈ N C . 

roof. Every signed tuple 〈〈 δ1 , t 1 〉 , ..., 〈 δn , t n 〉〉 exchanged among

he regular nodes is bound to occur from a unique origin. The posi-

ive δ sign denotes the origin n 1 of term occurrence over the chan-

el and later at the recipient n 2 . According to Lemma 5 only a

nique regular node n 1 could have send it from the sender strand

t same trace height i such as n 1 → n 2 . However, in case n 1 is

ot the immediate predecessor of n 2 such that n 1 ⇒ 

+ n 2 then

he signed tuple must have been originated by the strand index

(i − 1) , (i − 2) , ..., (i − j) or at the first node on initiator strand.

oreover, any subterm t ′ �〈 δi , t i 〉 originated at n i is not accessible

t any lower strand index n i −1 to n 1 see Lemma 7 . �

emma 7. A predecessor node on the same strand with height (i + 1)

o (i − j) and term t does not reveal a subterm t i � t i +1 on a causally

elated strand at height (i + 1) . 

roof. An immediate successor i is causally related to every pre-

ecessor i − 1 , i − 2 , ..., i − j. Every unique origination of a term ±
 i at strand s i increases the length of strand as s i +1 . It is evident

hat term t i � t i +1 , however, term t i is causal predecessor due to

 unique origination of term t i +1 . Therefore, t i � t i +1 ⇔ ∃ t : (t ∈
 s i , n i 〉 ∧ t ∈ 〈 s i +1 , n i +1 〉 ) not vice versa. �

esponder strand verification: Responder strand is given in

quation 2 . Every responder strand is causally preceded by an ini-

iator strand. Therefore, responder strand validity and term gener-

tion can be verified corresponding to initiator strand. 

emma 8. s 
i, ̂ A 

is an unique and unpredictable term from a node n 5 
n initiator strand 〈 s 3 , n 5 〉 . 
roof. A node n 5 on initiator strand 〈 s 3 , n 5 〉 generates a term

 term (n 5 ) = + s 
i, ̂ A 

] over optical channel. Although the channel

s prone to introduce an adversary strand R in which adver-

ary might fake the speckle response as 〈 −s 
i, ̂ A 

, + s 
i, ˆ Adv 〉 . How-

ver, an adversary cannot forward the unpredictable response pat-

ern s 
i, ̂ A 

from initiator n 5 . The node n 5 is entitled to uniquely

enerate the term s 
i, ̂ A 

. Moreover, earlier node on the same

trand [ term (n 1 ) = + Cer t ˆ A 
] and [ ter m (n 4 ) = −m 

i, ̂ B 
] � = [ term (n 5 ) =

 s 
i, ̂ A 

] . Similarly, term ( n 5 ) �term ( n 1 ) or term ( n 5 ) �term ( n 4 ). There-

ore, node n 4 uniquely generates the term which cannot be relayed

urther. �

emma 9. Binding between the initiator and responder strand over

ultiple channels is causally related. 
roof. Responder strand 〈 s 1 , n 2 〉 receives [ term (n 2 ) = −Cert 

(r 
i, ̂ A 

, ˆ A , A )( ̂  B , ˆ A , X ) . Simultaneously, node n 6 over the same

trand 〈 s 3 , n 6 〉 receives [ term (n 6 ) = −s 
i, ̂ A 

] . Furthermore,

oth terms at node n 2 and n 6 are subjected to adversary

trand W and R , respectively. Accordingly, adversary might

nter into certificate swap strand W as 〈−Cert(r 
i, ̂ A 

, ˆ A , A )

( ̂  B , ˆ A , X ) , + Cert(r 
i, ˆ adv , 

ˆ adv , adv )( ̂  B , ˆ adv , X adv ) 〉 , however, term ( n 6 )

ight reveal the certificate swap at n 2 . Similarly, adversary

ight enter into speckle swap strand R as 〈 −s 
i, ̂ B 

, + s 
i, ˆ Adv 〉 ,

hereas term ( n 2 ) verifies the expected response at node n 6 
s [ −term (n 2 ) � −term (n 6 )] that certainly originates at ˆ A . �

emma 10. Responder strand 〈 s 4 , n 7 〉 uniquely originates the term

ert(r 
i, ̂ B 

, ˆ B , B )( ̂  B , ˆ A , X, Y ) . 

roof. According to Lemma 8 responder strand 〈 s 6 , n 11 〉 uniquely

enerates the commitment response. In addition, Lemma 9 infers

he causally related terms term ( n 2 ) and term ( n 7 ) that verifies the

niquely generating terms from the initiator strand. Therefore,

ode n 11 proves the commitment response generated on the

ame strand 〈 s 4 , n 7 〉 as [ term (n 7 ) = + Cert(r 
i, ̂ B 

, ˆ B , B )( ̂  B , ˆ A , X, Y )] . An

dversary might enter into certificate swap strand W as 〈−Cert 

(r 
i, ̂ B 

, ˆ B , B )( ˆ adv , ˆ B , X adv , Y ) , + Cert(r 
i, ̂ B 

, ˆ B , B )( ̂  A , ˆ B , X, Y adv ) 〉 , however,

erm (n 12 ) = −s 
i, ̂ B 

and term (n 11 ) = + s 
i, ̂ B 

are causally related nodes

n different strands and verifies the commitment −term (n 8 ) . �

nitiator strand verification: Initiator strand is given in

quation 1 . The unique term exchange on either channel in-

reases the strand height. Therefore, strand validity can be verified

n every unique term generation. 

emma 11. Initiator strand 〈 s 2 , n 4 〉 is causally related with

 term (n 1 ) and + term (n 3 ) . 

roof. It is evident that term ( n 1 ) and term ( n 3 ) are uniquely gen-

rating terms from initiator and responder strand. Moreover, both

erms are causally related and unpredictably mapped by the bijec-

ive function ℘ Responder . Therefore, the [ term (n 5 ) = + s 
i, ̂ A 

] is a com-

itment from initiator strand that is verified with the term ( n 1 ).

urthermore, an adversary might introduce strand R in order

o block term ( n 5 ) and insert term (n Adv ) = + s 
i, ˆ Adv . However, the

erm ( n Adv ) cannot be in correct mapping with term ( n 1 ) and is re-

ealed to node n 6 . �

emma 12. A term ( n 1 ) on initiator strand uniquely generates

ert(r 
i, ̂ A 

, ˆ A , A )( ̂  B , ˆ A , X )] . 

roof. The node n 1 generates a certified commitment over the

umeric response r 
i, ̂ A 

. The original response value is generated

t later strand 〈 s 3 , n 5 〉 . Moreover, [ term ( n 5 ) �( term ( n 1 ), term ( n 3 ))]

ence is not a subterm originated earlier. Furthermore, the term

 term (n 1 ) = + Cert(r 
i, ̂ A 

, ˆ A , A )( ̂  B , ˆ A , X )] might enter into an adversary

trand W but the commitment verification is due on strand 〈 s 3 , n 6 〉
hat is non-forwardable as per the Lemma 9 . �

emma 13. s 
i, ̂ A 

is an unique and unpredictable term from a node n 5 
n initiator strand 〈 s 3 , n 5 〉 . 
roof. The term s 

i, ̂ A 
from initiator strand 〈 s 3 , n 5 〉 is a unique gen-

ration. Evidently, [ term (n 5 ) = + s 
i, ̂ A 

] is not a subterm for strand

 ( n 1 , n 5 ) 〉 . Moreover, the causal link between strand s 4 and s 5 
voids the adversary strand R , as per the Lemma 12 �

emma 14. A uniquely generating term ( n 7 ) compiles the session key

n initiator strand 〈 s 4 , n 8 〉 . 
roof. According to the Lemma 10 , the term ( n 7 ) is uniquely

enerated term and is not a subterm of earlier strands. In

emma 12 and 11 , strand 〈 s , n 〉 and 〈 s , n 〉 are causally related
1 1 4 8 



66 S. Dolev et al. / Computer Communications 93 (2016) 52–67 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

with the 〈 s 6 , n 12 〉 such that (n 1 ⇒ 

+ n 12 ) and (n 8 ⇒ 

+ n 12 ) are true.

Therefore, session key derivation is due at n 12 since [ −term (n 12 ) �
(+ term (n 1 ) , −term (n 8 ))] . �

6. Conclusion 

In this work, we propose to resolve vehicle to vehicle authen-

tication for adversary coalition attack scenario. The conventional

radio communication does not support the location binding and

our solution provides this binding via an auxiliary optical chan-

nel. We utilize the inherent directed nature of optical communi-

cation to stimulate a Physical Unclonable Function (PUF) device.

The unique PUF responses are used to verify the vehicle identity.

Specifically, initiator vehicle visualize and identify the peer vehicle

on optical channel via PUF stimulation. Subsequently, initiator veri-

fies the certified credentials such as public key and numeric optical

response over wireless radio channel to establish a secure session. 
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