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Digital images are facing a crisis of trustworthiness with the emergence of various digital image
processing and steganography tools. This paper proposes a novel approach that can evaluate the trust-
worthiness of a digital image. In this approach, an information fusion method is used to combine base
digital image forensic models at the feature level and the decision level. When using different kinds of
base forensic models to get supporting evidence for different kinds of digital image manipulations, there
exist uncertainties introduced by base forensic models and conflicts among evidence provided by differ-
ent forensic models. We use the Dempster-Shafer (D-S) evidence theory and an improved least square
method to tolerate the uncertainties of forensic models and reduce the evidence conflicts. The lower and
upper limits of digital image trustworthiness can then be reliably evaluated by the D-S theory. Three
information fusion models based on the D-S theory are proposed. The first model uses the D-S theory at
the feature fusion level. The second uses the D-S theory at the decision fusion level, where an improved
least square method is designed to reduce the evidence conflicts. The last model is a combination of the
first and the second one, where the D-S theory is applied at both the feature fusion and decision fusion
levels. Experiments are carried out on four kinds of digital image manipulations. The experimental results
show that the three proposed models are very stable in evaluating different kinds of natural images and
tampering images. While the first model can only give the upper limit of the trustworthiness of a digital
image, the second and the third one can give both lower and upper limits of the trustworthiness of a
digital image, as well as the uncertainties of the evidence produced by base forensics models. Compared
with the second model, the third one can further reduce the uncertainties. The experimental results also
show that when a digital image undergoes many kinds of manipulations, our models can validly compute
a soft degree to measure the trustworthiness of the image, while current ordinary digital image forensic
models may fail to predict it correctly. Experimental results also demonstrate that the proposed digital
image trustworthiness evaluation models can be adapted as digital image forensic classification models
with very high detection accuracy.
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1. Introduction

As the representation of natural scenes, digital images tradition-
ally imply the truth and fact. However, with the popularization of
various digital image processing tools, people can easily manipu-
late digital images. Digital images can also be used to hide secret
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information by various steganography tools. Those manipulations
greatly undermine the credibility of digital images. Nowadays,
people are often concerned about whether a digital image is trust-
worthy before they are comfortable to use it. As a result, digital
images are facing crisis of trustworthiness.

Trust is a common phenomenon of our human life. It has been
argued that we as humans would not even be able to face the
complexities of the world without resorting to trust [ 1]. Many liter-
atures have modeled trust from different perspectives. The Oxford
Reference Dictionary states the trust as the firm belief in the reli-
ability or truth or strength of an entity. Golembiewski et al. [2]
think that trust “implies some degree of uncertainty as to outcome”,
and trust also “implies hopefulness or optimism as to outcome”.
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Yamamoto et al. [3] state that “the decision to trust is based on
evidence to believe, or be confident in, someone’s or something’s
good intentions towards us”. Grandison et al. [4] consider that trust
is a composition of many different attributes - reliability, depend-
ability, honesty, truthfulness, security, competence, and timeliness,
which may have to be considered depending on the environment
in which trust is being specified.

In this paper, we consider the scenario that, when people or
software use a digital image, they may be concerned about its
integrity, origin and/or security. People tend to use more trust-
worthy images than un-trustworthy ones. Inspired by the trust
definition of Grandison et al. [4], in this paper, we propose models
to measure the trustworthiness of a digital image using different
trustworthiness attributes. We term our models as digital image
trustworthiness evaluation models. The trustworthiness of a dig-
ital image is a value that tells how trustworthy the image can be
used. Digital images may have many trustworthiness attributes or
trustworthiness evaluation indexes, such as the index of security
(to evaluate whether the image contains hidden secret informa-
tion), the index of integrity (to evaluate whether the digital image
is manipulated), the index of authenticity (to evaluate whether the
image is generated by a digital camera or by a computer graph-
ics render tool), and so on. Different digital image users may have
concerns with different trustworthiness attributes. In this paper,
we propose models to effectively calculate the degree of a digital
image’s trustworthiness.

Many techniques associated with trustworthiness of digital
images have been developed in recent years. Active techniques
such as digital watermarking [5] and perceptual image hash [6,7]
can ensure the trustworthiness of a digital image. In these cases,
the original image must be in hand, and the corresponding digi-
tal watermarking should be embedded (or perceptual image hash
should be generated). However, in real life, most of the digital
images do not contain digital watermarking nor have an image
hash. Digital image forensics [8] is a passive technique which can
determine whether an image is tampered or not. However, it can-
not capture the degree of trustworthiness for a given image, nor
can measure trustworthy attributes (e.g. the origin, integrity and
security) synthetically. In this paper, an effective method that can
measure the trustworthiness of a digital image synthetically and
quantitatively will be developed.

Moreover, in this paper, when designing methods to evaluate
the trustworthiness of a digital image, we use various digital image
forensic models to capture the image’s different trustworthiness
attributes. We find that the evidence supported by different foren-
sic models may conflict with each other, and each forensic model
comes with uncertainties when predicting multi-manipulations

Image space

[9]. To achieve more reliable and effective digital image trustwor-
thiness evaluation, we propose the use of the Dempster-Shafer
(D-S) evidence theory and data fusion. The D-S theory [10,11],
which is generally used to combine separate pieces of evidence
to calculate the probability of an event, is a mathematical theory
of evidence based on belief functions and plausible reasoning. The
D-S evidence theory allows the representation of ignorance by giv-
ing support to the case of “unknown”. It can reduce the uncertainty
by allowing evidence to support several mutually exclusive con-
clusions, and can represent data imperfections without the need
to make simplifying assumptions [12]. Data fusion is a method to
combine data from multiple sensors in order to achieve better accu-
racy and more specific inferences than those using a single sensor
alone [13]. It can be applied at the raw data level, feature level, or
decision level [13,14].

Three fusion models are presented based on the D-S theory and
data fusion. The first uses feature fusion to address the problem
of evidence conflict when using Dempster’s rule of combination.
The second uses the Dempster’s rule of combination at the deci-
sion fusion level, in which we develop an improved least square
method to deal with the evidence matrix and reduce the conflicts
among evidence provided by different forensic models. Uncertainty
of each forensic model is calculated in the training phase and then
combined in the evaluation phase. The lower and upper limits of
digital image trustworthiness are calculated by using the Demp-
ster’s rule of combination. The last model is a combination of the
first and second ones where the uncertainty is further reduced by
the feature fusion.

Finally, we conduct simulations on 11,200 test images. Simu-
lation results show that the proposed three models can evaluate
digital image trustworthiness effectively and reliably, and the last
one performs the best.

The rest of this paper is organized as follows. Section 2 reviews
related work and compares the trustworthiness evaluation meth-
ods with current digital forensic ones. Section 3 describes three
models based on the D-S theory and information fusion. The effec-
tiveness of the three models is evaluated and compared in Section 4.
Finally, conclusions are drawn in Section 5.

2. Related work

Digital image trustworthiness evaluation models are interac-
tively related to digital image forensic models, as shown in Fig. 1.
In our proposed digital image trustworthiness evaluation models,
we use digital image forensic models to capture different aspects
of tampering features and provide forensic decision or evidence
for each kind of tampering. The digital image trustworthiness
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Fig. 1. Relationship between digital image trustworthiness evaluation models and digital image forensic models.
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evaluation models combine the decision results (or tampering
evidence) of different forensic models to compute a soft score
which measures the image’s trustworthiness. So in this section, we
first discuss the related research work in digital image forensics,
and then describe why we propose digital image trustworthiness
evaluation models based on forensic ones.

Digital image forensics can be classified into four categories:

e Image forgery detection which is to determine whether an
image has undergone any form of manipulations after it was
initially captured [8]. Numerous methods for image forgery
detection have been reported, most of which are based on
local inconsistencies, such as lighting inconsistencies [15,16],
camera parameter or statistic inconsistencies [17,18], and high
order statistic inconsistencies [19,20]. Additionally, JPEG image
re-compression detectionis investigated [21,22] since it is impor-
tant to accurately blind JPEG image steganalysis [23]. Recently,
several techniques (such as counter-forensics [24,25]) have been
developed to erase or camouflage the traces left by the appli-
cations of processing operations, which make the detection of
image forgery more difficult. As a result, many researchers have
designed new forensic methods such as forensics of image resiz-
ing [26,27], contrast enhancement [28,25] and median filtering
[29,30].

Image source identification which is to determine where or how

an image is generated. For example, source camera identifica-

tion can be divided into two categories. The first one determines
whether an image is generated from the same type of camera,
based on common image statistics (such as CFA and demosaic-
ing artifacts) made by the same camera brand [31,32]. The other
one determines whether an image is generated from a particular
camera, based on individual statistics results from sensor dust or

sensor imperfection [33,34].

Computer generated (CG)image identification. As a result of com-

puter vision and computer simulation, photo-realistic computer

generated images become very similar to natural images. Some
approaches have been proposed to detect CG images from natural
images [35,36]. For example, a statistical model for photographic
images consisting of first- and higher-order wavelet statistics was

proposed in [35]. A scheme based on statistical moments of a

wavelet sub-band’s histogram in DFT domain was proposed in

[36].

e Forensic steganalysis. Some researches take steganalysis as a
kind of forensics, and call it forensic steganalysis [37,38]. How to
assure that the result of steganalysis can be submitted as legal evi-
dence is still a challenging issue. Studies on recovering the stego
key or extracting the hidden information [38,39] may contribute
to the solution of the problem.

Current research mainly focuses on a single tampering, while in
the real life, digital images may undergo more than one tampering.
When using several unreliable digital image forensics tools (mod-
els) simultaneously to predict multi-tampering of a digital image,
uncertainty is often introduced by these different forensics tools
(models) [9,40]. Barni et al. [40] proposed a fuzzy logic method
to deal with this kind of “uncertainty” in image forensics, but the
method can neither measure the uncertainty nor tell the degree of
the trustworthiness of the given digital image. Zhangetal.[41] con-
ducted a survey that inconsistencies exist in digital image forensics,
such as the lighting inconsistency [42], the local noise level incon-
sistency [43], and the blocking artifact inconsistencies. When using
several digital image forensic models simultaneously to predict
a multi-tampering image, inconsistencies or conflicts may occur
among the evidence produced from different forensic models. This
is because one evidence may support a kind of tampering while
another evidence may support another kind of tampering. We call

this phenomenon evidence conflict. For each forensic model, there
may be uncertainty because in some cases a forensic model cannot
predict the real tampering class of the image accurately especially
when the digital image undergoes many kinds of tampering. We
call this phenomenon uncertainty of the forensic model (the for-
mal definition of uncertainty will be given in Section 3). We develop
digital image trustworthiness evaluation models (the second and
the third one) based on the D-S theory which can compute the
upper and lower limits of the trustworthiness of a digital image.
The uncertainty of trustworthiness is the difference between the
upper limit and lower limit of the trustworthiness, so in this sense
we say our model can allow for uncertainty of the forensic model.
Moreover, our second and third models, we use an improved least
square method to reduce evidence conflict before we use these evi-
dence to compute the final trustworthiness of a digital image. Our
approach can accurately evaluate the degree of the trustworthiness
of a digital image, which can be used as a reference value in digital
image retrieval [44] or digital image fusion methods. Our proposed
method, to the best of our knowledge, is the first one that intends
to compute (evaluate) the digital image trustworthiness, and at the
same time resolve the problem of uncertainty and inconsistency.
Current research mainly focuses on a single tampering, while in
the real life, digital images may undergo more than one tamper-
ing. When using several unreliable digital image forensics tools
(models) simultaneously to predict multi-tampering of a digital
image, uncertainty is often introduced by these different foren-
sics tools (models) [9,40]. Barni et al. [40] proposed a fuzzy logic
method to deal with this kind of “uncertainty” in image forensics,
but the method can neither measure the uncertainty nor tell the
degree of the trustworthiness of the given digital image. Zhang et al.
[41] conducted a survey that inconsistencies exist in digital image
forensics, such as the lighting inconsistency [42], the local noise
level inconsistency [43], and the blocking artifact inconsistencies.
When using several digital image forensic models simultaneously
to predict a multi-tampering image, inconsistencies or conflicts
may occur among the evidence produced from different foren-
sic models. This is because one evidence may support a kind of
tampering while another evidence may support another kind of
tampering. We call this phenomenon evidence conflict. For each
forensic model, there may be uncertainty because in some cases a
forensic model cannot predict the real tampering class of the image
accurately especially when the digital image undergoes many kinds
of tampering. We call this phenomenon uncertainty of the foren-
sic model (the formal definition of uncertainty will be given in
Section 3). We develop digital image trustworthiness evaluation
models (the second and the third one) based on the D-S theory
which can compute the upper and lower limits of the trustwor-
thiness of a digital image. The uncertainty of trustworthiness is the
difference between the upper limit and lower limit of the trustwor-
thiness, so in this sense we say our model can allow for uncertainty
of the forensic model. Moreover, our second and third models, we
use an improved least square method to reduce evidence conflict
before we use evidence to compute the final trustworthiness of a
digital image. Our approach can accurately evaluate the degree of
the trustworthiness of a digital image, which can be used as a ref-
erence value in digital image retrieval [44] or digital image fusion
methods. Our proposed method, to the best of our knowledge, is
the first one to compute (evaluate) the digital image trustworthi-
ness, and at the same time resolve the problem of uncertainty and
inconsistency.

3. Digital image trustworthiness evaluation models

As mentioned in Section 2, when using multiple forensic mod-
els simultaneously to predict multi-tampering of a digital image,
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there exist uncertainty and inconsistency problems, because digi-
tal images may undergo many kinds of tampering or processes in
the real life applications. In this section, we propose new models
based on the D-S theory and data fusion to evaluate the trust-
worthiness of digital images. Our models can effectively resolve
uncertainty resulting from different forensic models and conflicts
among different evidence.

3.1. Problem formulation and primitives

We first introduce the D-S theory. In the D-S theory, parameters
such as events in probability theory, are called propositions.

Definition 1. The set of finite parameters ® = {64, 65, ..
called the frame of discernment, where 6; is a proposition.

. O} is

Unlike the traditional probability theory, in the D-S theory of
belief-function, the evidence (or uncertainty) is not only assigned
to the single element of the frame, but also assigned to all other
proper subsets of the frame and to the entire frame ®.

Definition 2. Set ® as a frame of discernment. The function
m:2© - [0, 1] is called a basic belief assignment function if

Zm(A,-):l (1)

Aic®
and
m@)=0 (2)

where each A; supporting m(A;) >0 is called a focal set, and m(A;)
represents the degree of the evidence supporting the proposition
OfAi.

The basic belief assignment function is also called mass func-
tion. In our proposed digital trustworthiness evaluation model, we
use base forensic models to detect tampering and the base forensic
models return probabilities as mass functions. Those probabilities
are used as supporting evidence for different kinds of tampering.

Definition 3. Belief function Bel: 2© — [0, 1]

Bel(A) = Zm(B) (3)

A2B
where B is a subset of A.

Bel(A) can be regarded as the degree of belief that A is true. Notice
that the quantity m(A) measures the belief that one commits exactly
to A, not the total belief that one commits to A. Quantity m(B) for all
subsets B of A must be added to measure the total belief function
of (A).

Definition 4. The plausibility of a proposition A is the sum of all
the masses of the sets that intersect with A (which means we should
consider all of the possible evidence that may be involved in sup-
porting A). So we can define the Plausibility function PI: 2€ — [0, 1]
as:

PA)= > m(B)=1-" m(B) (4)

ANB + ¢ —-ADB
also,
PI(A) =1 — Bel(-A) (5)

Bel(A) is the lower bound of probability of focal set A, while PI(A)
is the upper bound. The precise probability of an event lies within
the lower and upper bounds of belief and plausibility, respectively.
The probability is uniquely determined if PI(A) = Bel(A).

The measures of Bel(A) and PI(A) are derived from the combined
basic assignments. The Dempster’s rule combines multiple belief
functions through their probability assignments. These belief func-
tions are defined on the same frame of discernment, but are based
on independent arguments or evidence.

Definition 5. Let mq, my, ---, m, be mass functions on the same
frame of ®, then the Dempster’s rule of combination is:

mA)=(1-k)"- Y T mia) (6)

miAj:Algign
where
NiAj=#1<i<n

k is the conflict factor among evidences of m;(4;).

To evaluate the trustworthiness of digital images, first of all, we
should set up the trustworthiness attributes.

T={Ty, Ty, ..., Tg} are a set of trustworthiness attributes (or
trustworthiness evaluation indexes), K=| T|, where each Ti(i=1,
2, ..., K) is a trustworthiness attribute used as an evaluation
index. For example, T= {stego, splicing, re — compressed, CG} means
to evaluate the trustworthiness of an image by deciding whether
it is a stego image, a splicing image, a re-compressed image, and
(or) a computer generated image synthetically. Different users
may apply different trustworthiness evaluation indexes in differ-
ent situations. For example, if a user is a newsperson and more
concerns about the origin and integrity attributes than the secu-
rity attribute, she can use T={splicing, re — compressed, CG} as her
trustworthiness evaluation indexes. In the real life applications,
the system can provide digital image trustworthiness evaluation
attributes as many as possible, which current forensic models can
capture. The users can select the subset of the full trustworthiness
evaluation attributes provided by the system according to their
usage. The trustworthiness evaluation indexes also can be hier-
archy (multilevel), for example, the evaluation of stego can have
sub evaluation indexes of MB1 Stego, MB2 Stego, Jsteg and so on,
which means we need to evaluate whether the image has embed-
ded secret information by steganography tools of MB1 Stego, MB2
Stego and so on. In this paper, we consider one level evaluation
indexes.

Definition 6. The D-S theory based digital image trustworthiness
evaluation: Trustworthiness : I x T — [Trust, Trust], where Trust is
the lower limit of the trustworthiness of image I on evaluation
indexes of T, Trust is the upper limit of the trustworthiness, and
the uncertainty of trustworthiness is:

d = Trust — Trust (8)

In our models, we use Bel(A) to denote Trust, and use PI(A) to
denote Trust, so the uncertainty d is PI(A) — Bel(A).

In our simulations, we set the trustworthiness within the inter-
val of [0,1].If the values of Trust and Trust are near 1, which indicates
the evaluated image is trustworthy. If the values of Trust and Trust
are near 0, the evaluated image is not trustworthy. The higher the
value d, the more uncertainty the evaluation method.

Finally we define the combination of feature sets, which will be
used to train our models.

Definition 7. Combination of feature sets Com _Sets: Let X, Xo,
..., Xg denote different feature sets which capture different char-
acteristics of trustworthy attributes, for example, X; = (i1, Xi2, - . -
xjn) captures the trustworthy attribute T;. Com _Sets(X1, X3, . . ., Xk)
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denotes all the combinations of X1, X5, ..., Xk as:
ComSets(X1, Xo, ..., Xk)
={X1,X0, .., X} U{X7 | X2, X1 |1 X3, ..., X1 | Xk} U...
UX1 1 Xa | ... [ Xk} (9)

where the number of possible combinations of feature sets is
2K _1, and the symbol of “|” represents the operation of feature
combination.

Three models are proposed in the following subsections. The
first model, DSTM1, is based on the feature fusion level. The second
one, DSTM,, is based on the decision fusion level. The third one,
DSTM3, is the combination of DSTM; and DSTM,. The D-S theory is
used in all of the three models. In DSTM, and DSTM3, the improved
least square method is used to pre-process the evidence matrix and
reduce evidence conflicts.

3.2. DSTM;

Given an image I, the problem of trustworthiness evaluation
can be taken as the measurement of the proposition A: {I is trust-
worthy}, which means using the user selected trustworthiness
evaluation indexes to evaluate whether the image is trustworthy
or not. According to the trustworthiness evaluation indexes, the
proposition can be divided into A={Aq, Az, ..., Ax}. According to
(5), we get

PI(A) = 1 — Bel(=A) = 1 — Bel(—{Ay, Ay, - --, Ax})
= 1—Bel({~A;, —Ay, - -, =Ax}) (10)

According to (3), we get

Bel({—A1, ~Az, - -+, ~Ak}) = Z m(—A;) + Z m(=A;, ~4;)

1<i<K 1<ij<,i#j

+-o 4+ m(-Ar, -Az, ..., ~Ak) (11)

Suppose we use a multi-classifier h: X x Y— [0, 1] in the foren-
sic model, where X € Com _Sets(X1, Xo, ..., Xk) is a combination of
feature sets, |X| =N. The training data are {([x11, X12, - - -, X1N], Y1),
oo ([Xm15 M2, - - - XmN], YM)}, M is the size of the training sample,
and y; € Y are labels for multi-class (for example Y=[0, 1, 2, ...,
L]). Denote I(r)=1 if 7 is true, otherwise I(7r) = 0. The whole model
includes two phases.

Phase 1: Forensic model training

The training phase can be described as follows [45,46]:

1 initialize the training data with weight w; = ,l, i=1,2,...,L
2 fors=1toS:
(a) for n=1 to N, train a weak classifier f, using training data of
{10, Y1), - - - (Xnn, Ym)} with w;.
(b) get a middle final classifier hs by combining {f;} using
weighted voting.
SO 00 # hsx)
Y E—

Zi:lw"
(d) compute a5 = log 17Es.
(e) set w; < w;-exp(ar-I(y; #+ he(x;))),i=1,2,...,L.
(f) re-normalize w;.

3 output h(x) = argmlaxZ§:1a5 -(hs(x) = k)
K

(c) compute & =

According to [46], each base classifier is trained on a feature set.
In this model, we have 2K — 1 feature sets in the Com_Sets(X1, X2,
-+, Xk), so in this training algorithm, S=2K — 1.

Phase 2: Trustworthiness evaluation

—

For a given image, feed the testing results of forensic classifiers to
the Bradley-Terry model [47] with “one-against-the rest” setting,
and get a multi-class probability of P, where P < [pg, p1, D2, - - -
pkl,pi=p(yi|x)—[0,1],x € X,y; € Yis the probability of classifier
resulting from a given test. Let m(X) < Zy,- cclass of tamperingPi-
2 For each X' € Com _Sets(X;, X, ..., Xk), calculate m(X’'), and cal-
culate the average value of all the m(X’), then we have Bel(-A) =
(2K —1)" m(X")).
3 According to (10), the upper limit of the trustworthiness is
Trust = 1 — Bel(—-A).

In DSTM;, we do not use the Dempster’s rule of combination.
Instead, we use feature combination on different possible combi-
nations of feature sets (see (10)) to tolerate the conflicts among
different evidence. We use each tampering feature and their pos-
sible combinations to train forensic models. The mass functions
that support each tampering and their possible combinations are
calculated in the trustworthiness evaluation phase. All possible
tampering and their tampering combinations are considered to cal-
culate Bel(—A), and the final upper limit of the trustworthiness is
1 —Bel(—A), so in this sense, we say that the model can tolerate the
conflicts among different evidence. On the contrary, because of this
kind of tolerance, the model can only compute the upper limit of a
digital image’s trustworthiness. In the next subsection, we propose
the second model, DSTM,, which can reduce the conflicts among
different evidence, and at the same time can calculate the uncer-
tainties produced by different base forensic models, so that both the
upper limit and the lower limit of a digital image’s trustworthiness
can be computed.

3.3. DSTM,

In DSTM;, the combination of m(X) is achieved by calculating
the result of a feature fusion based multi-classifier, and each m(X)
corresponds to one combination of the feature set. In DSTM,, the
uncertainties of base forensic models are calculated at the end of
the training phase. The evidence matrix is pre-processed by an
improved least square method to reduce the conflicts among dif-
ferent evidence produced by different base forensic models. The
D-S theory is used at the decision fusion level, and both the upper
limit and the lower limit of a digital image’s trustworthiness are
calculated. The whole model includes three phases as shown in
Fig. 2.

Phase 1: Forensic Model Training

Suppose the size of training data is M. Let X1, X5, . . ., Xi be differ-
ent feature sets for each forensic model, and each model produces
L probabilities for L classes. The forensic probabilities for the model
with the feature set X; can be denoted as:

p1,0(X)  p1,1(X3) p1,.(Xi)
p2,0(Xi)  p2,1(X) p2,.(X;)

P(X;) = (12)
pm,o(Xi)  pm,1(Xi) pm,L(Xi)

where p; . (X;) denotes the probability of image j is classified as class
k in the forensic model with feature set X;.

Definition8. Givena threshold ¢, for each p;(X;) in matrix of P(X;),
if | pj i, (Xi) — Pj k, (Xi) 1< € (k1 <kp), then we say an uncertain event
happens. Let U(X;) denote all the uncertain events in the whole
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Fig. 2. DSTM,: Applying D-S evidence theory at decision fusion level to evaluate digital image trustworthiness

training data set, then the uncertainty rate is ¢; = UE&,{"), where

M is the size of training data set. The threshold is related to the
applications of digital image trustworthiness evaluation. Different
applications have different uncertainty requirements of trustwor-
thiness evaluation, and may also have different trustworthiness
evaluation indexes.

We compute the detection accuracy of each digital image foren-
sic model with the feature set of X;. We denote the normalized result
as w; which will be used as a weight in Phase 2.

Phase 2: Evidence matrix calculation

For a given image I, let P(I) denote all the probabilities of image
Iin all forensic models. Suppose the index of I in the total M images
is j, then:

PjoX1) pj1(Xq) pj,L(Xq)
Pjo(X2) pj1(X2) pj,L(X2)

P(I) = (13)
pj,o(Xk) pj,1(Xk) pj,L(Xk)

P(I)is modified as in (14) using the uncertainty rate ¢; computed
from Phase 1, where the last column is a new column which denotes
the uncertainty of each forensic model.

[ pjo(X1) DpjolX1) pj,0(X1) o1 ]
1+ ¢4 1+ ¢ 1+¢1 1+¢
pj.o(X2)  pjo(X2) pj0(X2) 02
Ph=| 1t%2 T+¢ T+¢ 1+¢ (14)
Pj.o(Xk)  pjo(Xk) pioXk) ek
L T+ex  14+ek T+exk  1+¢k |
We use P(I) to denote the evidence matrix, and m; to denote
b fli(x‘) Then the evidence matrix is:
(7
mio My myp My
myo M2 myp My 41
M(I) = (15)
Mgo Mg 1 myg, Mg [+1
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Fig. 3. Reduce the evidence conflicts using the least square method.

In M(I), each row stands for a piece of evidence provided by a
base forensic model, and each column stands for evidence from dif-
ferent base forensic models supporting a kind of tampering (except
that the first column supports a natural image, and the last column
supports the uncertainty of a base forensic model). For example,
m;j(I) (1<i<K, 1<j<L) is evidence provided from the iy, base
forensic model that supports the j;; kind of tampering. From exper-
imental results we have observed that the evidence provided by
different base forensic models may conflict with each other, there
exist “outliers” in a column of the matrix that supports one kind of
tampering. As shown in Fig. 3, some values of evidence may be very
high and some others may be very low. In our method, we think
each evidence has its contribution in calculating the final trust-
worthiness of an image, so instead of simply deleting or neglecting
these “outliers”, we use an improved least square method to pre-
process the evidence to make the evidence with very high value or
very low value “move” to the best-fit line in the center (see the line
l'in the center of Fig. 3) which is calculated by the improved least
square method. By using the improved least square method, we
can take all evidence provided by every base forensic model into
account, and at the same time reduce the conflict among different
evidence.

The designed improved least square method, which pre-
processes an evidence matrix M(I) into an improved evidence of
M'(I), includes four steps as follows.

1 Let Mj[I]=[mqj, myj, ..., mKJ]T denote a column in M(I). Then we
can construct K data points (x;, y;) with x; =i- step, y; =m;j, where
i=1,2,..., K step is a constant, and m;; € M;[I].

lsisKwi'mi*j _
215151(“"'

> ik @i-Mij, where w; is a weight which is computed
from phase 2. Then we construct a new point (xg+1, Yg+1), and
use it as a fixpoint.

3 Find the best fit line [: y =ax + b under the following conditions:
(a) The line I must pass through the fixpoint (xy1, Yg+1)-
(b) Let ymax = 'nlﬁaxK(y,»),ymin = TinK(yi). As shown in Fig. 3,
i=1,-, =1,

2 Let Xg+1 =(K+1)-step, and YKi1 =

when x € [xq1, Xg+1], the line | must be between line y =ymax
and line y =y .
(c) The least weighted sum of squares of distance is between the
K points (x;, y;) and the line L
From condition a), we get:

Yk41 = axgi1 +b (16)

From condition b), we learn ax; +b >y, and ax; +b <yxax.
From (16), we get

a< YK+1 — Ymin (17)
XK+1 — X1

and

q > YKl — Ymax (18)
XK+1 — X1

For condition c), let S(a) denote the weighted sum of squares
of distance. S(a) = Zlewi(yi —ax; — b)z. From (16), we get:

K
S(@) =Y @il — Yir1) + alxicsr = %) (19)
i=1
aSa)
da = Zzwi(xkﬂ —x)[Vi — Y1) + alxg 1 — x;)] (20)
i=1
*s(a) _ zEK:w(x —x) 21)
d(12 = I\AK+1 i

i=1

From (21) we know ©30 >0, so &
da a

increasing. Let dfj(aa) = 0. We get

is monotonically

K
L (X1 — X —y
a4y — > i1 0ilXke1 — X)) (VK41 — Vi) (22)

k 2
i1 @i(Xs1 — X;)

From (17)and (18), let a = Yks1max g g, — YKl Ymin Thep
. K+1 1 K+1 1
we compute the minimum of S(a) from a; <a <a, as follows:
(a) ifap <aq, thena=aj.
(b) if a; <ap <ay, then a=aqy.
(c) ifag > ay, then a=a,.
From (16), b=yg+1 — axgs+1, we getl:y=ax+b.
4 Foreachj e [0, L], modify M;[I] with m;j =ax;+b(i=1,2,---,K),

and then

’ ’ / /
Mio My - My Mg
m! m. ceeoml m.
2,0 2,1 2,L 2,L+1
M) = (23)
m, m, m, m,
K,0 K1 KL K,L+1

It is easy to prove that the result of M'(I) has no relationship
with the constant step.

Phase 3: Trustworthiness evaluation

Normalize each row in M'(I). Each column in M'(I) indicates the
evidence of image I belonging to type of j,j=0, 1, .. ., L. For example,
j=0indicatesIis a natural image and j = 1 denotes I is a stego image.

Then we use the Dempster’s rule of combination as defined in
(6) to combine the evidence.

Assuming propositions A:{lis trustworthy},
Ao : {lisanaturalimage}, A;:{listampering;}, where i=1, 2, ...
L, and tampering; is a kind of tampering, A;+1 : {lisuncertainty},
then

(A7)
ﬂ- 10.K1.j [0L+1]Af=Aoie[0 K]n i
, _ ie[0,K]jelO, ,K],je[0,L+1]
m(Ag) = — (24)
where
k=Y [ mi@ (25)
NiAj=P1=<i<n

According to (3) and (5), we get

Bel(A) = Bel(Ag) = m'(Ao) (26)
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Table 1 Table 3
Forensic models and feature sets used in the simulations. Evaluation results of the DSTM; on sample images in Fig. 4
Tamper Forensic model Feature set Dimensions Image Real class Bel(—A) PI(A)
Stego Provided by paper [37] X; 274 (1) Natural 0.12123847 0.87876153
Splicing Provided by paper [20] X3 98 (2) Natural 0.11329040 0.88670960
Re-compressed Provided by paper [22] X3 144 (3) Natural 0.14103107 0.85896893
CG Provided by paper [36] X4 78 (4) Stego 0.91942269 0.08057731
(5) Stego 0.91305020 0.08694980
(6) Stego 0.93336735 0.06663265
According to (10), we get (7) Splicing 0.98069434 0.01930566
(8) Splicing 0.94620031 0.05379969
PI(A) =1- Z Bel(A,) =1— Z m/(Ai) (27) (9) Splicing 0.97803882 0.02196118
(10) Re-compressed 0.99871381 0.00128619
1<i<L 1<i<L (11) Re-compressed 0.99794947 0.00205053
. (12) Re-compressed 0.99876829 0.00123171
According to (8), we have (13) cG 0.98569150 0.01430850
(14) CG 0.98206101 0.01793899
d = PI(A) - Bel(A) =1 - ZBEI(Ai) — Bel(Ao) = Bel(Ar41) (15) G 0.88233656 0.11766344
1<i<L (16) Stego+splicing 0.97792522 0.02207478
- (17) Stego+splicing 0.92159638 0.078403628
=m'(L+1) (28) (18) Stego+splicing 0.98147962 0.01852038
(19) Stego+CG 0.90833909 0.09166091
(20) Stego+CG 0.91053015 0.08946985
(21) Stego+CG 0.93629228 0.06370772

3.4. DSTM;

DSTM3 is similar to DSTM,, except that the feature sets used
in DSTM3 are all of the combinations of the feature sets used in
DSTM,. In other words, the feature sets used in DSTM3 come from
Com _Sets(Xq, X3, ..., Xg), which is like DSTM;. In this way, we
enlarge the space of evidence, further reduce the uncertainties and
conflicts when using different base forensic models to produce the
evidence, and improve the reliability of trustworthiness evaluation.

4. Simulation results and discussions
4.1. Simulation setup

Simulations are conducted on the following feature sets and
data sets. We use four forensic models shown in Table 1, and seven
classes of training images shown in Table 2. The steganography
method used in our simulations is MB2 with an embedding rate of
5%. Three simulations are carried out to evaluate the trustworthi-
ness of digital images using the three models described in Section 3.

In our simulations, we assume that the digital image trust-
worthiness attribute set is T= {stego, splicing, re-compressed, CG}.
The evaluation proposition is A:{l is trustworthy}, where A can
be divided into A={A1, A, A3, As}. Com _Sets(X1, X2, X3, X4) has
15 kinds of feature set combinations, where Xi, X, X3, X4 are
feature sets described in Table 1. Feature set X; is composed of
274 merged extended DCT and Markov features as introduced
in [37] that are used to detect the multi-class JEPG information
hiding, feature set X, is composed of 98 Markov based features as
introduced in [20] that are used to detect splicing images, feature
set X3 is composed of 144 multiple-counting features formed by
histograms of low-frequency DCT coefficients as introduced in [22]
that are used to detect double-compression in JPEG images, and
feature set X4 is composed of 78 statistical moments of wavelet

Table 2

Training image sets and their download sources.
Image set Download source Quantity
Natural Downloaded from [48] 1600
Stego Cover images from [48] 1600
Splicing Downloaded from [49] 1600
Re-compressed Original images from [48] 1600
CG Downloaded from [50] 1600
Splicing + stego Original images from [49] 1600
Re-compressed+stego Original images from [48] 1600

sub-band histograms in the DFT domain as introduced in [36] that
are used to detect CG images.

The image samples that used in our simulations are described
in Table 2. Totally there are 7 classes, each with 1600 images. In
detail, the 1600 natural images are downloaded from [48] (Philip
Greenspun’s online images), where the authors provide lots of
diverse natural images with content of indoor, outdoor, people,
objects, buildings and so on. The 1600 stego images are gener-
ated by an information hiding algorithm (MB2) with the original
cover images also downloaded from [48]. The 1600 splicing images
are downloaded from [49] (The Columbia Image Splicing Detec-
tion Evaluation Dataset). This dataset was created by DVMM at
Columbia University for benchmarking blind passive image splicing
detection algorithms. The 1600 re-compressed images are gen-
erated by a re-compress algorithm with the original images also
downloaded from [48]. The 1600 CG images are downloaded from
[50] (cgchannel.com), where the authors provide a lot of CG images
with many kinds of topics. Two sets of multiple tampering images
are also used in our simulations. The 1600 splicing+stego images
are generated by hiding information in the splicing images, and
the original splicing images are downloaded from [49]. The 1600
re-compressed+steg images are generated by hiding information
in the re-compressed images, and the re-compressed images are
also generated by a re-compress algorithm with the original images
downloaded from [48]. The total number of images is 11,200. The
following 3 simulations are carried out on these images, with
1200 x 7 images are training images, and 400 x 7 are test (eval-
uating) images. Fig. 4 shows some sample images used in our
simulations, where (1)-(3) are natural images, (4)-(6) are stego
images, (7)-(9) are splicing images, (10)-(12) are re-compressed
images, (13)-(15) are CG images, (16)-(18) are both stego and
splicing images, and (19)-(21) are both stego and re-compressed
images. The following simulation results are obtained from these
21 image samples. We also give the simulation results on all of the
2800 testing images at the end of the next subsection.

4.2. Simulation results based on the three models

The first simulation is carried out on the model DSTM;. We use
15 kinds of feature combinations in Com _Sets(X1, X2, X3, X4) to train
the 11,200 images in Table 2, and evaluate trustworthiness of 2800
images following the steps described in Section 3.2. Table 3 shows
the evaluation results of DSTM; on images shown in Fig. 4. The top
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Fig. 4. Some sample of natural and manipulated images used in the simulations.

three rows in Table 3 correspond to the three natural images in
Fig. 4 without tampering. Rows 4-15 are the evaluation results of
images in Fig. 4 with single tampering. Rows 16-21 are the eval-
uation results of images with multi-tampering (image (16)-(21)).
As can be seen, the PI(A) values of natural images are high, and the
PI(A) values of tampered images are very low. By comparison, the
PI(A) values of multi-tampering are lower than the PI(A) values of
images with single tampering. It shows that our proposed model is
effective in evaluating trustworthiness of digital images.

The second simulation is carried out on the model DSTM,. We
use 4 feature sets described in Table 1 to train 11200 images
described in Table 2, and evaluate trustworthiness of 2800 images
following the steps in Section 3.3. Table 4 shows the evaluation
results of DSTM, on the sample images shown in Fig. 4. The last
column is the uncertainty defined in Eq. (8). From Table 4, we

Table 4
Evaluation results of DSTM, on sample images in Fig. 4.

Image Real Class Bel(A) PI(A) d

(1) Natural 0.9983595 0.99843572 0.00007622
(2) Natural 0.99846499 0.99853857 0.00007358
(3) Natural 0.99790300 0.99798386 0.00008086
(4) Stego 0.00073022 0.00079851 0.00006829
(5) Stego 0.00098687 0.00105813 0.00007126
(6) Stego 0.00066211 0.00073332 0.00007121
(7) Splicing 0.00000316 0.00005579 0.00005263
(8) Splicing 0.00009311 0.00015162 0.00005851
9) Splicing 0.00002399 0.00007388 0.00004989
(10) Re-compressed 0.00000257 0.00004825 0.00004568
11) Re-compressed 0.00000521 0.00005120 0.00004599
(12) Re-compressed 0.00000144 0.00004699 0.00004556
(13) CG 0.00008738 0.00014304 0.00005566
(14) CG 0.00013265 0.00018797 0.00005532
(15) CG 0.00059076 0.07424800 0.00015172
(16) Stego+splicing 0.00009028 0.00025868 0.00016839
(17) Stego+splicing 0.00097490 0.11194500 0.00014456
(18) Stego+splicing 0.00009927 0.00026484 0.00016557
(19) Stego+CG 0.00125115 0.00132387 0.00007272
(20) Stego+CG 0.00108686 0.00115562 0.00006876
(21) Stego+CG 0.00054058 0.00060832 0.00006774

observe that the Bel(A) and PI(A) values of the top three natural
images (image (1)-(3)) are high. Because the trustworthiness is in
the interval of [Bel(A),PI(A)], we can claim that the top three images
in Fig. 4 are trustworthy. We also find the Bel(A) and PI(A) values of
other rows in Table 4 are low, especially for the images with multi-
tampering (image (16)-(21)). So, we can claim that the pictures in
Fig. 4 with tampering (or multi-tampering) are not trustworthy.

The third simulation is carried out on DSTM3. We use 15 kinds of
feature combinations in Com _Sets(X1, X5, X3, X4) to train the 11,200
images in Table 2, and evaluate trustworthiness of 2800 images
following the steps in Section 3.4. Table 5 shows the evaluation
results of model DSTM3 on the sample images in Fig. 4. From Table 5,
we find that the Bel(A) and PI(A) values of the top 3 natural images
(image (1)-(3))are high, and the two values in other rows are low.
We also find the d values in Table 5 are very low. It means that
DSTMj3 is very reliable, and can reduce the uncertainty of evidence
greatly.

Three models are tested on all of the 2800 images in seven
classes. Table 6 shows the mean value of the Bel(A) and PI(A) of each
class of 700 images. The Bel(A) is evaluated by DSTM, and DSTMs3,
while the PI(A) is evaluated by all of the three models. The results

Table 5
Evaluation results of DSTM3 on sample images in Fig. 4.

No. Real class Bel(A) PI(A) d

(1) Natural 0.99998072 0.99998088 0.00000016
(2) Natural 0.99998269 0.99998283 0.00000014
3) Natural 0.99995846 0.99995868 0.00000022
(4) Stego 0.00000497 0.00000507 0.00000010
(5) Stego 0.00000934 0.00000946 0.00000012
(6) Stego 0.00000385 0.00000396 0.00000011
(7) Splicing 0.00000001 0.00000004 0.00000003
(8) Splicing 0.00000029 0.00000036 0.00000006
9) Splicing 0.00000004 0.00000007 0.00000003
(10) Re-compressed 0.00000000 0.00000002 0.00000002
(11) Re-compressed 0.00000000 0.00000002 0.00000002
(12) Re-compressed 0.00000000 0.00000002 0.00000002
(13) CG 0.00000005 0.00000008 0.00000003
(14) CG 0.00000009 0.00000012 0.00000003
(15) CG 0.00000062 0.00000086 0.00000024
(16) Stego+splicing 0.00000023 0.00000059 0.00000037
17) Stego+splicing 0.00004304 0.00004447 0.00000143
(18) Stego+splicing 0.00000060 0.00000124 0.00000064
(19) Stego+CG 0.00001366 0.00001379 0.00000013
(20) Stego+CG 0.00000893 0.00090400 0.00000010
(21) Stego+CG 0.00000267 0.00027600 0.00000009
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Table 6

Evaluation results of the three models on 2800 images(7 classes)
Image set E(Bel(A)) E(PI(A))

DSTM, DSTM3 DSTM; DSTM, DSTM;

Natural 0.99657742 0.90511047 0.99665102 0.99665102 0.90511047
Stego 0.00112020 0.00148629 0.00118838 0.00118838 0.00148629
Splicing 0.00127598 0.00303521 0.00133244 0.00133244 0.00303521
Re-compressed 0.00000517 0.00000025 0.00005205 0.00005205 0.00000025
CG 0.38258628 0.34667702 0.38284205 0.38284205 0.34667702
Stego+splicing 0.00023692 0.00001718 0.00034152 0.00034152 0.00001718
Stego+CG 0.00008678 0.00000522 0.00018727 0.00018727 0.00000522

show that the three models are very stable in evaluating different
kinds of images. For the natural images, the PI(A) of the three mod-
els are high (near to 1); While for the manipulated images, the value
are low (near to 0).

4.3. Comparative studies

Measuring digital image trustworthiness is a new topic
introduced in this paper, we compare the performance among our
three models. Technically, the digital image forensic method is the
most similar to our models, so we also compare digital image trust-
worthiness evaluation models with digital image forensic models.

Fig. 5 is a comparison of the three digital image trustworthiness
evaluation models onimagesin Tables 3,4 and 5. From Fig. 5, we can
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Fig. 5. The comparison of PI(A) among the three models.

see that, when images are natural (image (1)-(3)), the PI(A) values
of DSTM, and DSTM3 are bigger than the PI(A) values of DSTMj.
When images are tampered (image (4)-(21)), the PI(A) values of
DSTM, and DSTM3 are smaller than PI(A) values of DSTM;. This is
because DSTM, and DSTM3 use more strict evidence combination
rules than DSTM1, and the results of DSTM, and DSTM3 are more
reliable.

Another advantage of DSTM, and DSTMs3 is that the two mod-
els can evaluate the uncertainty of the evidence, and provide both
lower and upper limits of the trustworthiness. However, DSTM; can
only get the upper limit of the trustworthiness. Fig. 6 shows a com-
parison of uncertainty evaluation between DSTM, and DSTM3. We
can see that the d values from DSTM3 are much lower than that of
DSTM,,. This is because DSTM3 uses a full feature combination and
further reduces the uncertainty.

When digital images have more than one tampering, current
digital image forensic methods may fail detecting the real tamper-
ing class. Table 7 () shows the detection result of applying digital
image forensic models to images with multi-tampering (image
(16)-(21))inFig. 4, from which we can see that the detection results
of four forensic models conflict with each other or fail detecting
the real tampering class. For example, image (16) is a both stego
and splicing image, when using four models (stego, splicing, re-
compressed, and CG models) to detect it, as shown in the first four
rows in Table 7 («). The detection results from the four forensic
models are stego (with the probability of 0.997102), stego (with
the probability of 0.982618), re-compressed (with the probability
0f 0.899548), and stego (with the probability of 0.906261) respec-
tively. Image (21) is a both CG and stego image, when using four
forensic models to detect it, as shown in the last four rows in
Table 7 (e). All of the detection results from the four models are re-
compressed (with the probability of 0.99997,0.999989,0.337571,
and 0.71353 respectively). Using the digital image trustworthi-
ness evaluation methods, we can compute a value that indicates
whether the image has been tampered. Moreover, the degree of
the tampering (or multi-tampering) can be inferred from the value.

}

images

Fig. 6. A comparison of uncertainty between DSTM, and DSTMs.
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Table 7

The results of applying digital image forensic models and digital image trustworthiness evaluation models to images with multi-tampering.

Image Real class Forensicmodel Results of forensic models
Natural Stego Splicing Re-compressed CG

() The result of digital image forensic models

(16) Stego+splicing Stego 0.00000255 0.997102 0.000315902 0.000043010 0.00253668
Splicing 0.0014639 0.982618 0.000891557 0.00142949 0.0137939
Re-compressed 0.00126674 0.0415238 0.00126633 0.899548 0.0561975
CG 0.0295152 0.906261 0.00299942 0.020802 0.0404222

17) Stego+splicing stego 0.00161889 0.970634 0.000329978 0.0225959 0.00482099
Splicing 0.000448011 0.0667226 0.00122231 0.910242 0.0213653
Re-compressed 0.0297643 0.106906 0.000882658 0.021532 0.840915
CG 0.110823 0.790452 0.000518767 0.0829419 0.0152647

(18) Stego+splicing Stego 9.57E-07 0.998532 0.000131414 0.0000297504 0.00130583
Splicing 0.000197728 0.0936823 0.000143388 0.892437 0.0135392
Re-compressed 0.0726689 0.755408 0.000817483 0.123333 0.0477732
CG 0.00446956 0.976645 4.08E-5 0.00403799 0.0148062

(19) Stego+CG Stego 3.47E-8 2.00E-8 1.34E-8 0.99996 3.97E-5
Splicing 9.56E-8 5.72E-8 3.80E-8 0.999893 0.00010722
Re-compressed 0.406485 0.00305961 1.83E-6 0.53227 0.058183
CG 0.30055 8.50E-5 2.56E-6 0.693171 0.00619156

(20) Stego+CG Stego 5.74E—-8 3.18E-8 2.13E-8 0.999991 8.52E-6
Splicing 8.61E-8 4.43E-8 2.79E-8 0.999973 2.71E-5
Re-compressed 0.446852 0.0136247 0.000515057 0.504484 0.0345244
CG 0.495134 0.000212989 2.51E-6 0.484648 0.0200026

(21) Stego+CG Stego 9.88E-8 5.37E-8 3.57E-8 0.99997 2.97E-5
Splicing 1.11E-8 7.38E-9 4.81E-9 0.999989 1.13E-5
Re-compressed 0.33516 0.0122055 0.00025822 0.337571 0.314806
CG 0.276048 0.00125408 1.38E-5 0.71353 0.00915376

Image Real class Results of our models(PI(A))

DSTM; DSTM, DSTMs

(B) The result of digital image trustworthiness evaluation models

(16) Stego+splicing 0.00002737 0.00020379 2.488665E-3

17) Stego+splicing 0.00026745 0.00059217 1.258904E—-0

(18) Stego+splicing 0.00009013 0.00026854 1.019016E-2

(19) Stego+CG 0.00070504 0.00076761 1.093986E-0

(20) Stego+CG 0.00132281 0.00139159 1.447309E-9

(21) Stego+CG 0.00056908 0.00063759 6.001834E-1

Table 7 (B) shows the PI(A) values evaluated by digital trustwor-
thiness evaluation models. Apparently, the PI(A) values of the six
images (image (16)-(21)) are (very) low, which means the six
images are not trustworthy, or the trustworthiness of the six image
are (very) low. No matter what kind of tampering and how many
kinds of manipulations an image may have been undergone, our
models can evaluate the trustworthiness of the image, while ordi-
nary digital image forensic models may fail predicting it correctly.
This difference shows one of the advantages of our digital image
trustworthiness evaluation models compared to the traditional dig-
ital image forensic models.

Digital image trustworthiness evaluation models can also be
used as digital image forensic classification models, although it is
not the main objective of this paper. We can classify an image x into
a class according to the decision rule as:

h(x) = argmaxBel(A;) (29)

where Bel(A;) is calculated by M'(I) in (23) by using the Dempster’s
rule of combination. And h(x) =0 means that the image x is a natural
image, otherwise means that x is a tampered image with tamper-
ing i. We compare the forensic accuracy between DSTM (DSTM,
and DSTM3) and the four original forensic models, as described in
Table 1. The Stego images, splicing images, re-compressed images
and CG images used in the simulation are described in Table 2.
The comparison results are shown in Fig. 7, where (a), (b), (c)
and (d) are detection results of six models (four forensic model

of stego, splicing, re-compressed and CG, and our models of DSTM,
and DSTM3) to detect the stego images, the splicing images, the
re-compressed images and the CG images respectively. Because
each of the base forensic models is designed to capture one side
of features, each model can separate a kind of tampering images
from natural ones. Meanwhile, it also has the ability to detect other
kinds of tampering. For example, the stego model is designed to
detect the information hiding in JPEG images. As shown in Fig. 7(a),
the stego model can detect stego images with accuracy of 91.5%,
but it also can detect splicing images, re-compressed images and
CG images with accuracy of 89.25%, 95.75% and 92.75% respec-
tively (as shown in Fig. 7(b)-(d)). Other forensic models may be
good at detecting some certain kind(s) of tampering, but fail to
detect other kinds of tampering. For example, from Fig. 7(b) and
(), we can see that the re-compressed model can detect splicing
images and re-compressed images with accuracy of 88.25% and
89.25% respectively. When detecting the tampering of stego and
CG (as shown in Fig. 7(a) and (d)), it only can achieve the poor
accuracy of 38.25% and 47.00%. Our method (DSTM2 and DSTM3)
can combine the ability of four base forensic models together and
at the same time reduce the evidence conflict by using infor-
mation fusion and the D-S theory. As a result, our method can
detect all of the four kinds of tampering with very high detec-
tion accuracy. For example, as shown in Fig. 7(a)-(d), DSTM2 can
detect stego images, splicing images, re-compressed images and CG
images with very high accuracy of 99.5%, 98.75%, 100% and 100%
respectively.
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Fig. 7. A comparison of image forensic accuracy between DSTM and other image
forensic models.

5. Conclusions and future work

Digital images are facing a crisis of trustworthiness. This paper
proposed a method to evaluate digital image trustworthiness. Our
method is different from existing digital image forensics as our
method does not need the help of digital watermarking or image
hash. We proposed three models based on the D-S evidence the-
ory and data fusion. Among them, DSTM; directly uses the D-S
theory to evaluate the Pl value of trustworthiness, and uses the
feature combinations to resolve the problem of evidence combina-
tions. DSTM, uses the least square method to compute the evidence
matrix before directly using the Dempster’s rule of combination.
The uncertainty degree can also be evaluated in this model. DSTM3
is a combination of DSTM; and DSTM,. Compared to DSTM,, DSTM3
improves the evaluation reliability, and also greatly reduces the
uncertainty by using the feature combination method. Simulation
results have shown that the three models are effective in evalu-
ating trustworthiness of digital images. The main contributions of
this work are summarized as follows:

1 We proposed a new approach that can measure the trustworthi-
ness of a digital image. The trustworthiness of a digital image is a
reference value to tell the degree of trustworthiness of the image
based on the trustworthiness evaluation indexes a user selected
according to her application requirements. Typical application
scenarios include online digital image retrieval, image fusion,
online social network digital image sharing, etc. To the best of
our knowledge, our work is the first research on how to measure
the trustworthiness of digital images in a quantitative way.

2 We proposed three digital image trustworthiness evaluation
models based on information fusion for measuring the trustwor-
thiness of a digital image. Experimental results demonstrated
that the three models are reliable and effective in evaluating the
trustworthiness of natural images.

3 We applied the D-S theory at the feature fusion level, the deci-
sion fusion level, and the combination level of feature fusion
and decision fusion, respectively, to calculate the trustworthi-
ness value of a digital image, and at the same time compute the
uncertainties introduced by base forensic models. In addition,
an improved least square method was proposed (in the second
and third models) to reduce conflicts among forensic evidence
provided by different forensic models.

4 The proposed digital image trustworthiness evaluation models
can be adapted as digital image forensic classification models
(although it is not the main objective of this paper), and the
experimental results demonstrated that when being adapted as
digital image forensic models, our models can improve the foren-
sic accuracy significantly compared to the original base forensic
models.

Meanwhile, our approach still has some weaknesses. First, our
approach depends on a base forensic model to capture each kind of
detailed tampering, and then uses a unified framework to combine
the base forensic models together. Our approach assumes that all
of the forensic models can use machine learning methods to pre-
dict a tampering by previously trained classifiers, so it is hard to
incorporate some forensic models based on some special or dis-
tinct statistics, such as individual statistics of sensor dust [34] or
inconsistencies in lighting [51]. In the future, we plan to develop
new statistical methods that can “compute” the trustworthiness
of a digital image on the tampering statistics directly (using other
kinds of statistical models). Second, although our approach is dif-
ferent from traditional digital image forensic methods, it cannot
replace the digital image forensic methods themselves. Instead,
we still need to develop each kind of digital image forensic model
to accurately capture the feature or evidence of a certain kind of
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tampering. When a digital image undergoes many kinds of tamper-
ing, although our approach can measure its trustworthiness while
current forensic models may fail to accurately detect multiple tam-
pering, we still need to develop new forensic methods to detect
multiple tampering for real-world digital image applications, or
evento detect the processing ordering of multiple tampering. Third,
in this work, when calculating the trustworthiness of a digital
image, we only consider the (tampering) feature of the digital image
itself, while in real-world applications, we can further consider
other elements, such as contextual information, human-system
interaction information, and so on. For example, when evaluat-
ing the trustworthiness of a digital image which is shared in an
Online Social Network (OSN), we can consider the relationship of
the image’s owner and the person whom the image is shared to,
as well as the comments which the shared image received from
other OSN users. A more challenging issue is whether and how we
can take into account semantic meanings of a digital image (e.g.,
people or objects appeared in the image, time and location it is
taken, and relationships between the people or objects appeared
in the image and the individual who posts the image in the OSN or
the individual who claims as the image’s owner) when evaluating
its trustworthiness. We plan to investigate this issue in our future
work.

Our trustworthiness evaluation approach proposed in this paper
is based on passive blind image forensic methods. Active image
forensic methods, such as perceptual image hash [6,7,52], can also
be used in digital image trustworthiness assurance. How to design
methods that can evaluate the trustworthiness of a digital image
based on perceptual image hash is another direction of our future
research work.

While the trustworthiness evaluation is to tell to what extent
a digital image is trustworthy (to be used or shared), a somewhat
opposite direction is whether we can compute the degree of the
images privacy. There are many scenarios where the privacy degree
of digital images can be used. For example, an OSN user can use
the privacy degree as a reference for privacy decision before she
shares the image, and an OSN access control system can use it as
useful reference information too. In our future work, we also plan
to investigate digital image privacy issues in OSNs.
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