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SECURITY ANALYSIS OF A CANCELABLE IRIS

RECOGNITION SYSTEM BASED ON BLOCK REMAPPING
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5. CONCLUSION

Summing it up, the system has to be considered still vulnerable at
texture values above and around 10% for a threshold of 60% match-
ing bits. Adding extra security against coalition attacks recommends
to leave less than 10% of texture behind going below 8% to 5% for
this setup.

Unfortunately the EER values of the cancelable biometric sys-
tem goes up rapidly when leaving less then 10% of iris texture to the
matching process increasing the FNMR as well as the FMR.

Incorporating these two facts it is highly questionable if the sys-
tem is suitable for practical application.

However when using a higher threshold the strength of the sys-
tem against coalition attacks improves. Given a threshold of 80%
matching bits the remapping process has to leave less than 30% of
iris texture behind to prevent coalition attacks according to probabil-
ity theory. Though a higher threshold increases the FNMR, which
again questions usability of the system for everyday use.

Hence, there is always a tradeoff between security and usability
of a system.
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