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ALE: AES-Based Lightweight Authenticated Encryption
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6 Conclusion

In this paper, we have proposed ALE — a new Authenticated Lightweight Encryp-
tion algorithm based on AES. It is a single-pass nonce-based online scheme that
combines some ideas of Pelican MAC, LEX and ASC-1 in a highly lightweight
manner. ALE is about half the size of ASC-1 and in terms of speed in the
lightweight implementation, it is about 4.5 times faster than ASC-1 in its small-
est implementation.

By requiring only 2.5 kGE of area in lightweight ASIC hardware ALE is
actually significantly smaller than most other authentication encryption modes
including the popular modes AES-OCB and AES-CCM. In terms of speed in the
lightweight implementation, ALE is about 2.5 times faster than AES-OCB and
about 5 times faster than AES-CCM. When using the parallel AES-NT instruc-
tions, ALE outperforms AES-GCM, AES-CCM and ASC-1 by a considerable
margin, providing a throughput close to that of AES-OCB, which is a patented
scheme.
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