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6 Conclusion

In this paper we propose a novel intrusion detection
method by establishing normal behavior profiles for
privileged programs on the basis of the data mining
technique, which has been applied to practical host-based
intrusion detection systems. The method gives attention to
both computational efficiency and detection accuracy, and
is especially suitable for online detection. The results of
our experience show our method can achieve higher
detection accuracy than the existing typical methods such
as HMM-based method in Ref. [5] and the sequence-
based method in Ref. [8], while computational cost of our
method is much smaller. The proposed method is also
applicable to discrete behavior data from other subjects
such as shell commands from a user and audit events from
a host machine.
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