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� Results

The table lookup intrusion detection algorithm was evaluated by MIT�s Lincoln Laboratory under
the DARPA ���� Intrusion Detection Evaluation program� Unlabeled sessions were sent by Lincoln
Labs and processed by our intrusion detection algorithm� These sessions had an unspeci�ed number
of attacks of the following four types� denial of service �DoS�� probe� user to root �u�r�� and remote
to local �r�l�� Denial of service attacks deny access to resources for legitimate users� Probing
attacks collect information about a host machine that may be used to stage attacks at a later
time� A user to root attack is de�ned as an attack that elevates the privilege of a user with local
account privileges� Remote to local attacks grant a remote user with no account privileges local
user account privileges�
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