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5. Conclusions and future work

In this paper, we presented a fuzzy-based scheme for the
integration of HMM anomaly intrusion detection engine and
normal-sequence database detection engine for program
anomaly intrusion detection using system calls. Instead of using
crisp conditions, or fixed thresholds, fuzzy sets are created to
represent the space of sequence parameters. A set of fuzzy rules is
created, which combine multiple sequence parameters and

determine the sequence status through a fuzzy reasoning
process. In order to address the issue of prohibitive computational
cost of HMM model training, an incremental HMM training
method and an initial optimization scheme have been
proposed. Experimental results have shown that the proposed
detection scheme reduced false positive alarms by 48% and 28%,
compared to the normal-sequence database scheme (Forrest et al.,
1996) and the two-layer scheme (Hoang et al., 2003a), respec-
tively. The proposed detection scheme also generated much
stronger anomaly signals, compared to the normal-sequence
database scheme (Forrest et al., 1996) and the two-layer scheme
(Hoang et al., 2003a). The HMM training time was reduced by
four times and the memory requirement was also decreased
significantly. These improvements have made a good progress
towards online and real-time intrusion detection. However, on-
going effort is needed before anomaly IDS technology can be
deployed for real-life online intrusion detection. In a most recent
work, a data pre-processing scheme has been proposed to reduce
the load of training (Hu et al., 2009). Our future work is to
investigate how to integrate these approaches together and
conduct real-life data test.

http://iranarze.ir/%D8%AC%D8%B3%D8%AA%D8%AC%D9%88/
http://iranarze.ir/anomaly+intrusion+scheme+multiple+engines+fuzzy+inference



