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7. Conclusions

Since the goal of this research was to improve the accuracy of
the R2L attack using Bayesian methods, we have succeeded in
achieving our target by using the Bayesian method as an en-
gine to classify the data accordingly. We achieve results supe-
rior to Chou in his PhD dissertation (Chou, 2007), where he
achieved a DR of 69.82% for the R2L. Our research results
show that we could have better results for R2L attack with a
DR of 85.35% by using the three features: 23, 24 and 31 and
a threshold value of 0.6. However, the CR which equals
76.69% is considered low comparing to Chou result because
we used a low threshold value which reduces the accuracy of
detection of normal records (TN) but increases the DR for
R2L attack. To improve the accuracy of an IDS system we
propose that we should use several Bayesian filters in parallel
with each filter optimized to detect one type of record; this
can be a good subject for further research in this field.
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