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Security and Data Accountability in Distributed

Systems: A Provenance Survey
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VI. CONCLUSIONS

As cloud computing matures, cloud users are becoming
more aware of the importance of security in cloud systems and
the need to secure their data in the cloud. Hence, an efficient
system for forensic analysis, be it for security of systems or for
determining the trustworthiness of data is required. Provenance
is the key to building such systems.

In this survey paper, we surveyed past provenance solu-
tions that was designed to support security analysis and data
accountability, in a distributed systems context. We categorised
these approaches into the granularity on which they function
and discussed them in Section III.

A list of minimum requirements for a provenance system,
designed to support security and data accountability is derived
and presented in Section I'V. This list covers five points; cross
host tracking, decoupling, multi granularity, security mecha-
nisms and interface for analysis. We argue that provenance
systems will be able to provide complete and trustworthy
provenance information for intuitive analysis and remain robust
against changes in the system through those five points.
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