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A Survey on using String Matching Algorithms

for Network Security

L dogl

JolS 00 dasy3 dlie degd &ly ddlos dasy3 ) e g5 Ll ol

Dole SIS vl cllie andS5) dinus b olyen (Giolys JoB) 355 Canyd L

aizye Ol i oKy 5



http://iranarze.ir/survey+string+matching+algorithms+network+security

()

% JTd dIJ__ll

539-L1> sLaULS ol5ig 43

Analysis:

In our view RQS works well for worst case scenario (i.e., if the input string and search string are same and shift value is
always equal to one), because it remembers the matched characters and avoids the comparison of next check point every
time. Exclusion based string matching algorithm can be improved by increasing the pair of sequence bits. This
algorithm works well for small packets and rule sets. A CCSH and MDH algorithm uses the hashing scheme for fast and
scalable string matching algorithm. These algorithms give adverse results if many signatures have the same hashing
value, for better performance hashing value should have evenly distributed signatures. In general for automata models
single memory reference is needed for each input character but the time complexity is equal to the number of input
characters, i.e., the usage of memory is more.
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