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6. Conclusion and Future Work

Intrusion Detection is also increasingly valued by 

everyone. With the rapid development of Internet, 

network security issues also wants to highlight, 

combining data mining algorithms, Intrusion 

Detection can prevent network intrusion, greatly 

improving security Currently Network-based 

intrusion detection detects intrusions based on 

signatures. The association rules mining is the base of 

the data mining models built. The quality of this 

algorithm lies in the level of efficiency and speed. 

The paper discusses the association rules and the 

Apriori algorithm which is applied to Intrusion 

Detection problems. Association rules algorithm is an 

important data mining algorithms.  In this paper we 

present a framework to look for evasions over a given 

intrusion dataset. Evasion technique is used for 

detecting new attacks based on the information of 

known attacks. The aim of using our framework is 

not to break the detection of the NIPS. For this 

purpose we are using the KDD cup 1999 dataset and 

applying the signature Apriori algorithm which is 

well known and widely used for intrusion detection. 

This framework used to detect the unknown attacks 

with high accuracy rate and high efficiency. 
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