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Fault Tolerance Management in IaaS Clouds
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VII. CONCLUSIONS

We presented a failure model comprising critical cloud
infrastructure resources namely, server components (including
VM and VMM), network and power distribution, to analyze
the impact of each failure on user’s applications. Based on this
failure model and representative fault tolerance mechanisms
that transparently functions on applications deployed in the
VM instances, we discussed suitable deployment contexts and
quantified the high level reliability and availability properties
for each mechanism. We also presented a methodology to
select fault tolerance techniques based on user’s requirements.
Our future work will mainly focus on extending the models
presented in this paper to a larger scale in order to adapt with
dynamically changing Cloud computing system attributes.
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