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VLKM: Virtual location-based key management

scheme for Wireless Sensor Networks
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VI. CONCLUSIONS

In this paper, we proposed an energy-efficient Virtual
location based key management (VLKM) scheme for WSNs
that significantly reduces the number of transmissions needed
for rekeying. This scheme is very suitable for clustering
environment where more than one key is required for every
sensor for the functioning of the network. Simulation results
show that the proposed scheme performs better in terms of
forward and backward secrecy without increasing the
communication overheads. For the sake of clarity, we describe
the protocol in a two-dimensional plane. However, our
approach can be applied to higher-dimensional spaces as well.
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