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Detection of DDoS attacks using optimized traffic matrix
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5. Conclusions

In this paper, we have proposed a novel detection model to detect DDoS attacks using the dispersibility of the inbound
packets’ source IP addresses. We have employed an enhanced traffic matrix based approach and optimized parameters
through the Genetic Algorithm (GA). We showed that our proposed approach satisfies the major requirements of the
detection approach such as low processing overheads, short detection delay, and high detection rates. Furthermore, our
model can be used in a real-time network environment and it can be implemented easily. Constructing a traffic matrix
requires only two fields of IP header such as arrival time of packet and source IP address. A simple reformed hash function
was also adopted to locate packets to the traffic matrix and avoid hash collisions. A variable window based on the number
of incoming packets makes our model effective in terms of the detection delay and reduces computational overheads
comparable to our previous approach. Our detection model can also maximize the detection rates by optimizing detection
parameters through GA according to corresponding network environments.
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