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Alert Correlation for Extracting Attack Strategies
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4.1 Conclusions

Alert correlation is an important technique to aggregate
the outputs from multiple IDSs, filter out spurious alerts,
and provide a high-level view of the security state of the
network. The research in this area is getting active re-
cently because of the fact that generating huge number
of alerts has become a major problem of traditional IDSs.
A number of correlation approaches have been suggested.
However, very few of them provide the capability of au-
tomatic extracting attack strategies from alerts. Most of
them simply cluster the alerts into different groups.
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