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Reliability Analysis to overcome Black Hole Attack in Wireless

Sensor Network
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V. CONCLUSION

Wireless sensor network are susceptible to black hole attack
that severely affects the whole network. To counter black hole
attack, we proposed an algorithm that prevents this attack by
detecting the black hole nodes. Our simulation results show
that our proposed scheme improves the network security by
establishing a secure route which has maximum reliability. We
also show, via simulation results, that our proposed scheme is
better than existing schemes for preventing black hole attack in
terms of reliability, throughput, end-to-end delay and packet
loss. Thus, our proposed scheme works successfully to counter
black hole attack. In future, we aim to focus on other type of
attacks that affect the network and try to develop methods to
eliminate them from the network.
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