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VI. CONCLUSION

Our results have shown the effectiveness of randomized dispersive routing in combating CN and DOS attacks. By appropriately 

setting the secret sharing and propagation parameters, the packet interception probability can easily be reduced by the proposed 

algorithms to as low as 10−3, which is at least one order of magnitude smaller than approaches that use deterministic node-

disjoint multi-path routing. At the same time, we have also verified that this improved security performance comes at a 

reasonable cost of energy. Our current work does not address this attack. Its resolution requires us to extend our mechanisms to 

handle multiple collaborating black holes, which will be studied in our future work. 
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