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5 Conclusion 

   Secure routing is vital to the acceptance and use of sensor networks for many 
applications. We have presented a secure routing protocol family for wireless 
sensor networks that builds atop the inherently attack-containing, dynamic 
binding. Rather than maintain routing tables, it chooses the next hop dynamically 
and none deterministically. This contains the effect of compromise to a local 
neighborhood, increases robustness to node mobility and failure, and spreads 
energy drain more evenly across neighbors. We leave it as an open problem to 
design a sensor network routing protocol that satisfies our proposed security 
goals. 
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