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Security Attack Mitigation Framework for the Cloud
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SUMMARY & CONCLUSIONS

Cloud computing brings in a lot of advantages for
enterprise IT infrastructure; virtualization technology, which is
the backbone of cloud, provides easy consolidation of
resources, reduction of cost, space and management efforts.
However, security of critical and private data is a major
concern which still keeps back a lot of customers from
switching over from their traditional in-house IT infrastructure
to a cloud service. Existence of techniques to physically locate
a virtual machine in the cloud, proliferation of software
vulnerability exploits and cross-channel attacks in-between
virtual machines, all of these together increases the risk of
business data leaks and privacy losses. This work proposes a
framework to mitigate such risks and engineer customer trust
towards enterprise cloud computing.
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