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6.2.2. Conclusion

A key observation in the results in both attack scenarios 1 & 2 is that
ACSAnIA assigns higher priorities to the alerts which the previous Snort IDSs
also prioritised highly. Hence, there is a consistency between both systems.
This could be as a result of the following: in both scenarios, highly prioritised
alerts have the least frequencies. In a scenario where the vast amount of alerts
are supposed to be high priorities, ACSAnIA is unlikely to perform well. This
is particularly because ACSAnIA strongly correlates unusual and infrequent
activity with higher priorities.

In general, ACSAnIA significantly reduces the volume of alerts a Security
Analyst needs to inspect first through correlating alerts into higher level abstract
alerts called meta-alerts and then by filtering out low priority meta-alerts. Using
the reporting system, a security analyst can explore the clusters and patterns of
each meta-alert. Thus, ACSAnIA provides a platform for understanding attack
patterns.
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