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Evolving statistical rulesets for network intrusion detection
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6. Conclusions and future work

In this paper, we demonstrated a hybrid approach that combines
statistical measurements of network traffic with an evolution-
ary algorithm for evolving rulesets for intrusion detection. Three
different fitness functions were tested in order to evolve rules
cooperatively to provide a final optimised ruleset, which covers
the area of search precisely. This reduces the number of rules
covering overlapping regions, which is an issue in other rule-
based systems. The algorithms used in this paper are first tuned
using a synthetic problem. Using the settings obtained from the
tuning for all the respective approaches, the proposed algorithm
is then evaluated against the other techniques using more com-
plex synthetic datasets with NID problem characteristics and two
network datasets (NSL-KDD and combined DARPA/CAIDA). The
results showed that the proposed method worked effectively for
the synthetic data compared to other machine learning techniques:
decision trees, RIPPER, kNN, GASSIST-ADI and MPLCS.
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